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DISCLAIMER 

• Images are owned by their respective 
copyright owner. 

• The opinion express during the presentation 
may not represent my current or future 
employer 
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Who are the bad guys?? 
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Category 

1. Organized crime gang 

2. State sponsored 

– Patriotism  

3. Hacktivism 

4. Disgruntled staff / ex-contractor 

5.  Ex-BF/GF/H/W 
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Famous Cybercriminal 
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Famous Cybercriminal 
Oleg Nikolaenko aka “King of SPAM” 
 
Estimated 1/3 worldwide SPAM 
 
Mega-D botnet with 500k “zombies” 
 
10 billion e-mails per day! 
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Malaysia 

Source: Cybercrime in Asia: A Changing Regulatory Environment Marsh  LLC  
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23 Sept 2014: 
Malaysia is sixth most vulnerable to cyber crime 

 

• http://www.thestar.com.my/News/Nation/2014/09/23/cyber-crime-malaysians-sixth-most-vulnerable/ 
8 



9 



10 

ATM Skimmer 
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Source: http://www.mycert.org.my/en/services/advisories/mycert/2014/main/detail/1002/index.html 

Banking Malware  



ATM Hacking 
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Email Interception 
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IMPACT 
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“Hackers” 
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“Hackers” 

http://www.telegraph.co.uk/technology/news/11220524/Chinese-hacker-installs-Windows-98-on-
an-iPhone-6.html 
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“Future” Attacks 

• NFC 

• RFID 
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“Future” Attacks 

• Infrastructure attacks 

• Real life crypto attack 

– 3G networks / Kasumi 

• MiTM attack 

– Imitate base station 

– Femto cell 

• Software Defined Radio (SDR) 

– Hacking satellite, Tetra etc 
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Financial Malware 

• Common credential-stealing techniques such as form grabbing and HTML 
injection compatible with the major browsers (Internet Explorer, Firefox 
and Chrome); 

• 32- and 64-bit ring3 (user-mode) rootkit capable of also “defending from 
other Trojans”; 

• Antivirus bypassing; 

• Malware-to-C&C communication encryption; 

• Sandbox bypassing. 

• Price: USD 7,000.00!! 
Source: http://securityintelligence.com/the-father-of-zeus-kronos-malware-
discovered/#.VGIEQ_mUeSo 
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“Future” Attack 
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DarkHotel 
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“This Is NSA-Level Infection Mechanism” 

• Kaspersky Lab 
 
• Spear Phishing 

 
• 200 C&C  

 
• Kernel mode keylogger 

 
• Digital certificate 

 
• Active at least for 7 years 

Source: https://securelist.com/blog/research/66779/the-darkhotel-apt/ 



DarkHotel 
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Example of one of  
the digital certificate  
stolen to sign the malware. 



FireEye Masque Attack vs WireLurker 
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Source:  
http://www.fireeye.com/blog/technical/cyber-exploits/2014/11/masque-attack-all-your-ios-apps-belong-to-
us.html 
https://www.paloaltonetworks.com/content/dam/paloaltonetworks.com/en_US/assets/pdf/reports/Unit_42/
unit42-wirelurker.pdf 



Conclusion 

INNOVATION = $$$$$$$$ 
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Conclusion  
• Managing risks. 
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THIS MUST BE THE MOST IMPORTANT ELEMENT  
IN YOUR CYBER SECURITY STRATEGY AND PLANNING 

Source: http://xkcd.com/538/ 27 
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TERIMA KASIH 
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