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SCADA Security Policy Issues

Lack of Enforcement

Applying Corporate IT Policy

No or Incomplete SCADA Security é
Policy
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Password Issues

Default Password L .

No Access Control List

All for One
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Annuaire. XML for Tonkani

= W A=W TP WL

- <OPERATOR P
< Mame> J Manme >

<Password > TAZGHGEBGOF3I4CHESGL 2 FEDSID4RFF 24 < Password »
< Phoref >
<HRenv»
< Fadioy =
< Email/ >
< fcoount>local </ dcoount >
<RequestLDAP =
<Sheet_Inil >
% Fllipgf =
< Permission_local > False </Permission_local »
Wi F < s
< Type_Astr=Minibel </ Type_Ast
< Code_fstr>1</Code_Astra»
<Category » < /Category »
< Code>8< /Code >
< 'DPERATOR =

- <OPERATOR w}
< Mame» /Hame >
< Password >3C30501 D646, 1 2D6F48CEDDODE4AS2TES < /Password »
< Pl =
<REny/ =
< Rad oy >
< Emally >
<heeount =local </ Acoount >
<RequestLDARS =
L5haal Inidld =
<Fllesf=
< Parmisslon_local > False</Permisslon_local >
LWisus F<Visu
< Type_Astr =Minitel< Type_Astr=

l:) "’b
A
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Hardcoded Password In the Registry

File Edit Yiew Favorites Help

(23 MACHINE/SystemfCurrentCont A
(£ MACHINE) SystemyCurrentCant
(23 MACHINE)System CurrentCont
(23 MACHINE) Sy stemCurrentCont
[Z3 MACHINE) System)CurrentCont
(23 MACHINE)System CurrentCont
(£ MACHINE) SystemyCurrentCant
(23 MACHINE)System CurrentCont
(23 MACHINE) Sy stemCurrentCont
[Z3 MACHINE) System)CurrentCont
(23 MACHINE)System CurrentCont
(£ MACHINE) SystemyCurrentCant
(23 MACHINE)System CurrentCont
(23 MACHINE) Sy stemCurrentCont
[Z3 MACHINE) System)CurrentCont
(23 MACHINE)System CurrentCont
(£ MACHINE) SystemyCurrentCant
(23 MACHINE)System CurrentCont
(23 MACHINE) Sy stemCurrentCont
[Z3 MACHINE) System)CurrentCont
(23 MACHINE)System CurrentCont
(£ MACHINE) SystemyCurrentCant
(23 MACHINE)System CurrentCont
(23 MACHINE) Sy stemCurrentCont
[Z3 MACHINE) System)CurrentCont
(23 MACHINE)System CurrentCont
(£ MACHINE) SystemyCurrentCant
(23 MACHINE)System CurrentCont
[C2 MACHINESSystemCurrentCont

Marme

(ab]{Disfault)
allucatecdrums
allucatedasd
allucateflnppies
P.IIu:uwMuItipIeTSSessiuns
.ﬂ.ItDeFauItDDmainName
.ﬁ.ItDeFaultUserName
.ﬁ.utu.ﬁ.dminLugun
.ﬁ.utDRestartShell
Backgru:uund
cachedlngnnscnunt
DebugServerCummand
DeFaultDnmainName

FDrce.ﬁ.utuLDgDn
Furceunlu:ucldugu:un
HihernatiDnF‘reviDuslyEnahled
LegalNDticeCaptiDn
LegalNDticeText
Lu:ugunT';-'pe
passwurdexpirvwarning
inerduwnﬁfterShutduwn
REpDrL‘BDDtOk
scremweoptiun

) sFCDisable

Type
REG_52
REG_S5Z
REG_5Z
REG_S57
REG_CWORD
REG_S5Z
REG_52
REG_5Z
REG_DMWORD
REG_52
REG_S5Z
REG_5Z
REG_57
REG_5Z
REG_S57
REG_5Z
REG_DWORD
REG_DMWORD
REG_52
REG_S5Z
REG_CMWORD
REG_DWORD
REG_5Z
REG_S57
REG_5Z
REG_DWORD

Data

{value nok set)
0

0

il

000000001 {13
HP23374385722
Adrniniskrator

1

000000001 {1}
ooo

10

no
HP23374385722

Adrninistrator

1

0500000000 {07
000000001 {1}

000000001 {13
00000008 {14
i

1

i

000000000 (07
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Network Architecture and Design

Active Ports Available rﬁ

Web Enabled RTU and PLC o

No Segregation of Network



e,
People First, Ministry of Science,
Performance Now Technology and Innovation

Colls Read & Write

== modScan32 - [ModScal] =10 x|
g File  Conneckion  Setup  Wiew ‘Window Help =1&] x|

D= =& =fF & 27N

BE 5= EE &=

Device Id: 1

_ Mumber of Polls: 7
Address: MODBUS Point Type

Valid Slave Hesponses: 7

Length:  [100 |01: coIL sTATUS = Reset Ctrs |

ooool: <0 0O0017F: <0: O00033: <0> 0004%: <0 00065: <0: 00081: <0: 0O0097: <0
poooz: <0 00018: <1: 00034: «<0: 00050: «<0: O0O0066: «<0: 000B2: «<0: 00098: «<0:
oooos: «<0x 00019: <0x 00035: «<0: 00051: «<0x 00067: «<0x 00083: «<0: 00099: <0
oooo4: «<0x 00020: <0: 00036: «<0: 0O0052: «<0: 000&8: «<0: O000B84: <0: 00100: <0
pooaos: «<1: 00021: <0: 0003%: «<0: 00053: «<0: O000&9: «<0: O0008S: <0
ooooe: <0x 00022: <1x 00038: <0 00054: <0: 00070: <0: O00086: <0
pooao?¥: «<0x 00023: ¢<1: 00039: «<0: 00055: «<0: 00071: <0: 0008%: <0:
pooos: «<0x 00024: <0x 00040: <0 00056: «<0x O00072: «<0: 00088: <0
oooo9: «<0x 00025: <1: 00041: <0: 00057: «<0: 000%3: <0: O00089: <0:
pooio: «<1:x 00026: <0: O00042: «<0: 00058: «<0: O00074: «<0: 00090: <0:
ooo1ll: «<1x 00027: <1: 00043: <0 00059: <0x 00075: <0: 00091: <03
ooo1lz: «<1: 00028: <0: O00044: <0: 00060: «<0: O00076: <0: 00092: <0:
0oo1ls: «<0x 00029: <0: 00045: <0 00061: «<0: 00077: <0: 00093: <0:
0o0014: <0 00030: <0: O00046: <0x 00062: <0: O000F8: <0: 00094: <0:
0oo1s: «<0x 00031: <0: O00047: «<0: 00063: «<0: 00079: «<0: 00095: <0
0oo016: <1x 00032: <0: O00048: <0 00064: <0:x O00080: <0: 00096: <0

For Help, press F1 |F‘|:|Ils: 7 Resps: 7 L
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Antivirus Issues

Missing AV or Updates
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E}Symantec Anti¥irus Corporate Edition =10 x|
File Edit Wew Scan Configure Histories  Help
El@' Symankec Ankivirus Corporate Edition

E-f3g] View Symantec AntiVirus Corporate Edition

El@ Scan

. B Scan a Floppy Disk Symantec Antivirus can help keep pour computer protected
9 Sean Computer from computer viruses, Select an item to the left to perfarm

ah action.

(-] Configure .

‘j Hiskories — Gereral Infomation

Skartup Scans Parent zerver;  Mone

Customn Scans Group:
(8] Seheduled Scans Quarantine: 0 Items

- d Look for Help

— Pragram werzions
Prograrm: 3.00.9374
Scanengne: 4.1.015

— Wiz Definition File

Yerzion:  19-Jun-02 rew. 5
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Operating System & Applications

Obsolete OS, Missing Patches &

Services Packs \
No Hardening ,x

Vulnerable to Malware, DOS, r
Hacking, & etc
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Obsolete Svstem

Lystem Properties

Genesal | Network Iderdification | Hadvware | Uses Profies | Advanced |

Syshem:
Microsoft 'wWindows 2000

5.00.2195
Senvica Pack 3

M anufachued and suppored by Dell Compubes Corporaton

Dl Dphplen (=260

IrtelfFt] Peanitium
ot | Concel

R] 4 CPU 20GHz
ATAAT COMPATIELE
260,088 KB RAM

B s

18



|CyberSecurity|| i mosTi

MALAYSIA

People First, Ministry of Science,
Performance Now Technology and Innovation

Thank you

Corporate Office

CyberSecurity Malaysia,

Level 8, Block A,

Mines VWaterfront Business Park,

Mo 3 |alan Tasik, The Mines Resort City,
43300 Seri Kembangan,

Selangor Darul Ehsan, Malaysia.

T :+603 8946 0999 ’ :
www facebook com/CyberSecurityMalaysia
F:+603 8946 0888 0

H:+61 300 B8 2999 m s e
www cybersecurity.my —
infoi@cybersecurity.my iy www.youtube.comlcybersecuritymy
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