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1.

Executive Summary

At present, there has been a rapid change in the cyber threat landscape in Malaysia where children and
youngsters are becoming increasingly at risk in cyberspace. Thus, this paper explores the need of a
national baseline study in understanding the level of cyber security awareness in primary and secondary
school students in Malaysia.
An online survey method was deployed in administering the data collection exercise. Target groups were
divided into three (3) categories namely the primary school students aged between 7 to 9 years old,
primary school students aged between 10-12 years old and secondary school students aged between 13
to 17 years old. Each group answered a different set of questionnaire. The areas covered in the survey are
mainly focused on the usage of Internet and social media, parental control, general internet safety and
digital citizenship knowledge.
Respondents were randomly selected from rural and urban areas throughout all fourteen (14) states in
Malaysia. A total of 9,158 respondents participated in the survey, with most states meeting the
minimum sample size required to represent the country’s demographics.
Key findings indicated that social media accounts and device ownership starts from primary school and
parents are the main source of exposure to Internet usage since young. The findings and
recommendations from this baseline study are fundamental in developing the required teaching modules
for children to understand the security risks and threats associated with Internet, throughout theirs years
in school.
As ownership of a device starts at the tender age of 7, an early exposure and education will help to
ensure healthy cyber habits among the millennials in Malaysia.
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2.

Introduction

Information and Communications Technology (ICT) is transforming the global economy and connecting
people as never before. At the same time, our dependency on ICT increases our vulnerability to cyber
threats; hence acquiring the knowledge in dealing with various cyber threats becomes crucial in this day
and age. A recent Digital Literacy Survey by Kaspersky Lab has discovered that a majority of Malaysians
practise risky online habits. The survey looked into the cyber-savvy attitude of more than 18,000 Internet
users across the globe in 16 countries (“Are You Cyber Savy?,” 2016). The statistics indicated that 23% of
Malaysians were unconcerned about their online cyber security, whereby Malaysia scored lowest in this
area with 29% of its respondents conceded a tendency to agree to all terms and conditions without
reading thoroughly accompanying messages when installing various programmes online. It becomes more
alarming when the survey indicated that a third of the total number of users from Malaysia agree to
willingly disable their antivirus solution if it blocks the installation of a program on their device which then
resulted in the device being prone to potential harmful software.
Criminals are using cyberspace to gain access to personal information, steal businesses’ intellectual
property and collect sensitive information for financial or political gain or other malicious purposes. In
fact, the threat of cybercrime is increasing exponentially. According to statistics from Polis Diraja Malaysia
(PDRM) in 2013, cybercrime has surpassed drug trafficking as the most lucrative crime of which 70% of
commercial crime cases now can be categorised as cybercrime cases (PDRM, 2013).
Furthermore, the dependency on ICT increases the number of internet users which also contributes to
the changes of the cyber landscape in Malaysia. This is due to the government’s initiatives to boost the
industry by way of increasing the internet penetration in all parts of the country.
In addition, new technologies such as cloud services, 3D printing, Big Data, Internet of Things (IoT) and
mobile computing are also evolving and emerging every day which have either directly or indirectly
amount to the increase in cases of cyber threats and crimes within the country. As technology becomes
more sophisticated and advanced, cyber threats become more unique and complex.
Children and young people of the nation are among the many users of Internet. The growing access of
Internet among local youngsters is not only exposing them to greater knowledge and skills in ICT but at
the same time to various cyber-related threats. In common cases, they became victims of cyberbullying,
harassment, scams and paedophiles. Thus, in line with the increasing number of young Internet users in
the country, various Government agencies in partnership with NGOs and private companies have
introduced several initiatives to create awareness of cyber safety and more importantly to nurture digital
citizenship among the younger generation. Among the large-scale initiatives include, CyberSAFE in
Schools, Klik Dengan Bijak and R.AGE Against Bullying.
Therefore, in view of the increase in cyber-related threats concerning children in the ASEAN region as
well as the rise in Malaysian cyber citizens’ fallen victim of various cybercrimes, CyberSecurity Malaysia
(CSM), an agency under the Ministry of Science, Technology and Innovation has decided to develop
awareness modules to school students both in primary and secondary levels. The learning modules are
aimed at giving these target groups the exposure on the need of safe conduct while using the Internet.
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However, prior to developing the module, there is a need to identify the current level of cyber security
awareness among school students in Malaysia. Thus, the National Cyber Security Awareness (CSA)
Baseline Study would be of relevance. CSM as the main driver in this initiative adheres to its commitment
to ensure all necessary efforts are taken in order to acquire exhaustive and most relevant data for the
study.
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3.

Motivation of Conducting a Baseline Study

3.1

Current Scenario

Despite having its advantages, ICT revolution exposes children and young adults to various threats when it
comes to the utilization of the Internet. It has been reported that an increase in the number of children as
Internet users has led to the vulnerability of children by becoming preys of the Internet predators’
criminal behaviours (ILO, 2014). A survey conducted by DiGi.Com Berhad in 2015 with regards to digital
resilience on staying safe online among schoolchildren aged between 13 to 15 years old revealed that
96.5% (17,640) of the respondents use the Internet with 58% of them indicating that they used the
Internet frequently (DiGi, CyberSecurity Malaysia & Kementerian Pendidikan Malaysia, 2015). This may
indicate that Malaysia’s younger generation is reasonably internet-savvy and therefore, ensuring their
safety in cyberspace becomes our major responsibility.
Technological revolutions in the usage of mobile phones and Internet advancement have provided a great
impact towards the lifestyle that we lead today. Previously, children could only access the Internet via
personal computers, making the monitoring of their Internet usage by parents or teachers easier. These
days, supervision of children’s Internet-based activities becomes increasingly challenging due to the
availability of smartphones. The convergence of Internet access and mobile devices has resulted in a rapid
increase of Internet usage among children with minimal or no adult supervision. Although the
convergence becomes a phenomenological breakthrough for human communication in general, children
continue to be at greater risk if no precaution and safety measures are given (Mubarak, 2015).
It can also be seen clearly from Malaysian Communications and Multimedia Commissions (MCMC)
Communications and Multimedia Facts and Figures for Q1 2016 that mobile broadband subscription has
increased from 27.8 million in Q4 2016 to 28.2 million users in Q1 this year, whereas fixed broadband
subscription has reduced from 3.1 million to 2.7 million within the same time frame. Since 19.9% of
Internet users in Malaysia are 19 years old and below (MCMC, 2016), the trend of users migrating from
fixed to mobile broadband subscription will naturally expose this particular age group to higher risks of
cyber threats and crime due to the fact that access to mobile Internet comes along with minimal
supervision.

3.2

The Need for a Baseline Study

Malaysia is approaching its final transformation phase to attain High Income Advanced Nation status by
2020; hence it is important to recognise that security of the cyberspace can no longer be viewed only
from the technical side but also from the socio-economic perspective. School students and parents need
to be well-informed about online safety and security as well as practising good values that will ultimately
lead them into becoming responsible cyber citizens. This can be better achieved by having CSA modules
as part of the school’s curriculum so that the awareness is cultivated from early age.
Referring to the Eleventh Malaysia Plan (11MP): Strategic Thrust 2 - Improving wellbeing for all under
Strategy C3 - Promoting crime awareness for effective prevention, the Malaysian Government will
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implement targeted campaigns to high-risk groups, in particular the youth. The target groups will be
educated about the dangers of drugs and crime, to avoid them from becoming crime victims and to use
websites and social media responsibly. In relation to making this initiative possible, CSM in collaboration
with Ministry of Education (MoE) shall enhance the CyberSAFE in Schools programme (BrE) and
implement it in schools to cultivate safe online practices to protect the young from becoming victims of
cybercrime.
However, prior to developing and introducing CSA modules at schools it is necessary to establish
Malaysia’s baseline information on cyber security awareness level among primary and secondary school
students, and also parents. Findings from this baseline study will help to identify the right topics or focus
areas in designing and developing effective CSA teaching modules at the following phase.
In addition, with the national-level baseline information established, CSM will also be able to measure the
effectiveness of the to-be implemented CSA modules in improving the overall cyber security awareness
level among the mentioned target groups.

3.3

Objectives and Scope of Study

Two main objectives of the National CSA Baseline Study are identified as follows:
i.
ii.

Establish baseline information on the level of cyber security awareness among school
students (primary and secondary) and also parents; and
Utilise the baseline information in developing teaching modules in improving overall cyber
security awareness among school students under the purview of Ministry of Education.

The scope of the study includes:
i.
ii.
iii.
iv.
v.

identifying key stakeholders and establishing areas of collaboration;
formulating survey forms to be used for data gathering;
establishing data collection method and performing data collection;
providing data analysis and key findings of each target; and
developing strategic recommendations and putting forward a plan for development of CSA
teaching modules.
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4.

Methodology of Study

4.1

Overall Methodology

Method in executing this baseline study is divided into three (3) main stages throughout the engagement
period as depicted in Figure 1:
i.
ii.
iii.

Stage 1 – project initialization, one session of stakeholders’ engagement, questionnaire
development, sampling size and distribution, pilot study and survey roll-out;
Stage 2 – data collection exercise; and
Stage 3 – analysis of data, results finding, recommendations and conclusion.

All key activities and outcomes for each stage are demonstrated below:

Figure 1: Overall Study Approach

4.2

Stage 1

4.2.1 Project Initialization
An official project kick off meeting was held on 12th April 2016 with CSM. Key activities conducted at this
stage were mainly focused on finalising the following:
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i.
ii.
iii.
iv.
v.
vi.
vii.
viii.

Scope of baseline study;
Research Design;
Survey Mechanism;
Overall project timeline;
Key deliverables and milestone;
Project risks and mitigation plan;
Stakeholders’ involved and level of involvement; and
Communication channel.

The immediate action item agreed upon project kick-off was to conduct the external stakeholders’
engagement session immediately in lieu of getting the involvement of key ministries, agencies, NonGovernment Organisations (NGOs) and private sector from the beginning of the research process.

4.2.2 Stakeholders’ Engagement Session
Stakeholders’ workshop for this project was held from 27th till 28th April 2016 at Pullman Putrajaya
Lakeside.
Organisations invited for the workshop were as per listed in Table 1 below with all attendance recorded
except for BAE Systems:

No
1.

Category of Stakeholder
Internal Stakeholders

2.

External Stakeholders - Ministry and Agency

a.
b.

a.
b.
c.
d.

Identified Organisation
CyberSecurity Malaysia as Project Owner
Bahagian Teknologi Pendidikan (BTP), MoE
as Project Collaborator
Bahagian Pembangunan Ko-Kurikulum (BPK),
MoE
Kementerian Pembangunan Wanita,
Keluarga dan Masyarakat (KPWKM)
Suruhanjaya Komunikasi dan Multimedia
Malaysia (SKMM)
Malaysia Digital Economy Corporation
(MDEC)

3.

External Stakeholders – Private Sector

a.
b.
c.
d.

Eduspec Holdings Berhad
DiGi.com Berhad
BAE Systems Malaysia Sdn Bhd
VADS Berhad

4.

External Stakeholder - NGO

a.

UNICEF Malaysia

Table 1: Identified Internal and External Stakeholders
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Agenda of the workshop included:
i.
ii.
iii.
iv.
v.
vi.

Welcoming Remarks and Scene Setting by CSM;
Presentations by BPK, MDEC and DiGi on existing CSA modules available under their purview
(Etika Penggunaan Internet, DigitalTech@School and Digital Citizenship);
Overview of the National CSA Baseline Study;
Questionnaire Design Process and Methodology;
Draft Questionnaire Review for Component Mapping; and
Fieldwork Mechanism and Moving Forward Plan.

Workshop held was an interactive session across various categories of stakeholders which yielded in a
majority consensus on the questionnaires’ component mapping for each target group by end of Day 2.
Details of component mapping can be referred to Appendix 9.1 in Chapter 10 of this report.
At this juncture, an area of which CSM’s CSA modules (to be developed at a later phase) could fit into
under existing programs by MoE and MDEC was also identified as per Figure 2 below:

Figure 2: National CSA Baseline Study – The Big Picture

4.2.3 Questionnaire Development
Steps involved throughout the questionnaire design process can be seen in Figure 3:
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Figure 3: Questionnaire Design Process

Draft questionnaires for each target group went through a major revision, post-stakeholders’
engagement session held. A focus group discussion was then held with key external stakeholders to
review the revamped set of questionnaires on 13th of May at the office of BTP, MoE. Minor revisions were
made again based on feedbacks received from the focus group exercise.
Final review was then done internally within CSM before the questionnaires were sent for language
translation (from English to Bahasa Malaysia). Upon completion of the translation work, three set of
questionnaires (excluding parents) were made available on Survey Monkey platform for pilot study with
the school students’ purposes.

4.2.4 Targeted Respondents, Sample Size and Distribution
The identified target respondents for this National CSA Baseline Study were as following:
i.

ii.
iii.

Primary School Students;
a. Level 1 (Standard 1 – Standard 3); and
b. Level 2 (Standard 4 – Standard 5).
Secondary School Students;
a. All (Form 1 – Form 5).
Parents.
a. Adults with child or children.
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A minimum total respondent of 5,000 students was required for this exercise to be statistically
representative of the country’s population. However, based on feedback given by DiGi which had
previously conducted its series of DiGi-CyberSAFE national surveys among schools; rate of data rejection
was as high as 30%. Taking into account of this, the sample size required for school students under this
National CSA Baseline Study was set at minimum of 6,500 respondents for school students and 600
respondents for parents.
As for sampling distribution, number of samples of each target group must be representative of the total
population of primary and secondary school students in Malaysia, a 70-30 split between urban and rural
schools, and an equal split between male and female students. Simultaneously, a 30-70 split between the
lower and upper level for primary and a 50-50 split between lower and upper secondary students were
also required. An illustration of the sampling distribution can be seen in Table 2 below:

STATE
Example:
Johor
(Secondary)

Total
Split
Sample Type
450
Urban
(70%)

Rural
(30%)

Example:
Johor
(Primary)

400

Urban
(70%)

Rural
(30%)

Sample
Size
310

140

300

100

Level
Form 1,2,3
(50%)
Form 4,5
(50%)
Form 1,2,3

Sample
Size
155
155
70

Form 4,5

70

Year 1,2,3
(30%)
Year 4,5, 6
(70%)
Year 1,2,3

90

Year 4,5,6

70

210
30

Gender

Sample

Male
Female
Male
Female
Male
Female
Male
Female

78 (50%)
77 (50%)
78
77
35
35
35
35

Male
Female
Male
Female
Male
Female
Male
Female

78 (50%)
77 (50%)
78
77
35
35
35
35

Table 2: Sampling Distribution for Primary and Secondary School

Detailed breakdown of sampling distribution for each state can be referred in the Appendix 9.2 attached.

4.2.5 Pilot Study
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A pilot study took place at Sekolah Rendah Seri Bintang Selatan in Taman Pertama, Kuala Lumpur on 15th
of June 2016 at 10.00 am. Participants were from the three target groups of school students (primary
level 1 and2, and secondary level) from Sekolah Rendah Seri Bintang Selatan and Sekolah Menengah
Kebangsaan Seri Bintang Selatan. A total of thirty students participated, of which ten students answered
each respective set of questionnaire representing each target group.
Main objective of the pilot study was to assess the level of understanding of respondents to comprehend
the questions asked, validate the overall questionnaire flow and identify any potential technical issues
pertaining to Internet connection and also the Survey Monkey platform. Figure 4 below shows one of the
photos taken during the pilot study conducted at Sekolah Rendah Seri Bintang Selatan:

Figure 4: Pilot Study

Relevant amendments were then made to the overall survey mechanism and questionnaires to suit the
objectives of the study and ensure a better data gathering experience during the actual fieldwork. Also
identified were preliminary technical issues encountered during the pilot study and some settings were
modified on Survey Monkey platform to ensure minimum issues during survey roll-out later.

4.2.6 Survey Roll-Out
Prior to the survey roll-out, a workshop was held with all Jurulatih Utama (JU) organised by the project
collaborator, BTP of MoE from 20th till 21st of June 2016. The group of JU acted as the liaison officers
between the project team and schools for the purpose of data gathering based on the minimum required
sampling distribution for each state throughout Malaysia.
Other assigned roles of the JU include:
i.

Coordinate the data collection exercise at school level;
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ii.
iii.
iv.

Facilitate teachers in guiding the students on how to answer the questionnaire;
Liaise directly with the project team on execution and coordination issues relating to the survey
exercise; and
Ensure the data collection deadline and minimum sampling distributions are met.

During the workshop, each set of questionnaire was presented to the JU in gathering feedback from the
aspect of ease of answering survey questions. In addition, the group of JU also was given the experience
to participate in answering the questionnaire for parents. All feedback given had been taken into account
for the final modifications/corrections for each set of questionnaires in preparation for survey roll-out.
The finalized questionnaire for each target group can be referred to from Appendix 9.3 till 9.6.
Once all questionnaires have been finalised, each were uploaded into the Survey Monkey platform under
different URL addresses assigned below:
i.
ii.
iii.
iv.

Primary Level 1: https://www.surveymonkey.com/r/SKTahap1 ;
Primary Level 2: https://www.surveymonkey.com/r/SKTahap2 ;
Secondary: https://www.surveymonkey.com/r/Menengah; and
Parents: https://www.surveymonkey.com/r/Ibubapa .

In addition, back-up links were also created in case of any issues encountered with the main links above:
i.
ii.
iii.
iv.

https://www.surveymonkey.com/r/BackupSKT1 ;
https://www.surveymonkey.com/r/BackupSKT2 ;
https://www.surveymonkey.com/r/BackupSM ; and
https://www.surveymonkey.com/r/BackupIB .

To assist the JU and school teachers in guiding students to participate in the survey, a glossary and guide
sheets for school students were prepared to help provide explanations/clarifications on survey
questionnaires and also technical issues that might be encountered by the respondents. Details of the
glossary and guide sheets can be found in Appendix 9.7 till 9.10 of this report.
The National CSA Baseline survey was officially rolled out on 27 th June 2016 and survey cut off was set to
be on 27th July 2016.

4.3

Stage 2

4.3.1 Data Collection
Throughout the fieldwork exercise, there were some technical issues concerning the application of the
Survey Monkey software which required the assistance from the project team. These glitches had to be
resolved in a short period of time to ensure a smoother data gathering process. The fieldwork activities
were mainly administered by JU from respective states.
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The project team had to monitor closely throughout the data gathering progress. A report was churned
out every two days to gauge the performance of every state in meeting the required sampling, within the
specified timeline given.
A one week extension had to be allowed as some states were struggling to meet the minimum required
sampling towards the initially set cut-off date.
By 3rd of August 2016, the survey had successfully gathered:
i.
ii.
iii.

3,730 respondents from Primary Schools;
4,759 for Secondary Schools; and
959 for Parents.

Each target group exceeded the minimum number of respondents required.

4.4

Stage 3

4.4.1 Data Analysis and Findings
A total of 4 weeks were taken to complete the descriptive analysis for each line by line question for every
target group. All analysis was completed by 5th September 2016.
Detail analysis for each target group is available throughout Chapter 5 of this report.
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5.

Survey Findings and Analysis

5.1

Survey Findings: Primary School Level 1 (Year 1, 2, and 3)

5.1.1 Demographic
a)

Total Number of Respondents

The total number of Year 1, 2, and 3 students who responded to the survey was 1,189. Table 3 below
shows the corresponding number of students from each state in Malaysia.
STATE

NO. OF RESPONDENTS

Johor

64

Kedah

41

Kelantan

163

Melaka

58

Negeri Sembilan

4

Pahang

96

Perak

116

Perlis

23

Pulau Pinang

65

Sabah

41

Sarawak

150

Selangor

164

Terengganu

126

Wilayah Persekutuan

57

(Missing information)

21

TOTAL NO. OF RESPONDENTS

1,189

Table 3: Number of Respondents Based on State – Primary School Level 1

b)

Gender
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For this question, only 1,116 students responded with 73 students not answering the question. Out of
this, 48.92 percent were males and the remaining 51.08 percent were females (refer to Figure 5).

Females
51.08

Males
48.92

Figure 5: Distribution of Students Based on Gender - Primary School Level 1

c)

Distribution by Year

For this question, only 1,116 students responded with 73 students not answering the question. Out of
this, only 2.6 percent were Year 1 students. 13.08 percent were made up of Year 2 students and the
biggest percentage is 84.32, which consists of Year 3 students (refer to Figure 6).
Year 1 Year 2
2.6
13.08
Year 3
84.32

Figure 6: Distribution of Students Based on Year

5.1.2 Internet Usage
a)

Where do you use the Internet most frequently?

For this question, only 1,059 students responded with 130 students not answering the question. 60.53
percent of the students stated that they used the Internet most frequently at home and another 32.20
percent of students stated that they used the Internet most frequently at school. Only about 7 percent of
students stated that they used the Internet most frequently elsewhere (refer to Figure 7). Among the
answers of those who stated others are using Internet at cyber cafes and at parents’ workplace.
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1.61
3.87

32.2

1.79

At home

60.59

At school
At a relative's home
At a friend's home
Others

Figure 7: Distribution of Students Based on Where They Use the Internet Most Frequently

b)

How often do you use the Internet?

For this question, only 1,059 students responded with 130 students not answering the question. 30.12
percent of the students stated that they used the Internet every day and another 28.61 percent of
students stated that they used the Internet 2-3 days in a week. 26.25 percent of students stated that
they only use the Internet once a week and the remaining 15.01 percent stated that they use the Internet
on weekends only (refer to Figure 8).

Everyday
15.01 30.12
26.25
28.61

2-3
days/week
Once a week

Weekends

Figure 8: Distribution of Students Based on How Often They Use the Internet

c)

Which device do you use to use the Internet?

For this question, only 1,059 students responded with 130 students not answering the question. The
students mostly use desktops, laptops, and smartphones (40.79%, 37.96%, and 35.79% respectively).
24.74 percent uses tablet or iPad to use the Internet while only 13.31 percent uses the Internet via a
mobile phone (refer to Figure 9). The ‘others’ option includes using SMART TV and Chromebook to use
the Internet.
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40.79

Desktop

37.96

Laptop

35.79

Smartphone
24.74

Tablet/iPad
13.31

Mobile phone
0.76

Others
0

10

20

30

40

50

Figure 9: Distribution of Devices Used to Use the Internet

d)

What activities do you do when using the Internet?

For this question, only 1,059 students responded with 130 students not answering the question. From
Figure 10, it can be seen that the top three activities are watching videos online, playing games online,
and doing school work or e-learning. They also do browse web pages (32.67%) and chat with their friends
online (23.8%). Only 5.29 percent reported to making new friends when using the Internet. The ‘others’
option includes doing art online and watching Youtube.

47.88

Watching videos online

44.38

Playing games online
38.34

Doing school work
32.67

Browsing web pages
23.8

Chatting with friends
5.29

Making new friends
0.76

Others
0

10

20

30

40

50

Figure 10: Activities When Using the Internet

e)

Who taught you to use the Internet?

For this question, only 1,059 students responded with 130 students not answering the question. About
49 percent students stated that their parents as well as teachers were the ones who taught them to use
the Internet respectively. 27.01 percent stated that it was their siblings who taught them to use the
Internet. 19.83 percent stated that it was their friends who taught them to use the Internet and 27.48
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percent stated that they learnt to use the Internet by themselves (refer to Figure 11). The ‘others’ option
includes the school computer technician.

Parents

49.29

Teachers

48.82

Self learnt

27.48

Siblings

27.01
19.83

Friends
0.76

Others
0

10

20

30

40

50

Figure 11: Person Responsible for Teaching How to Use the Internet

Summary for Internet Usage
Students tend to use the Internet most frequently at home and at school. About 60% of students stated
that they use the Internet at least 2-3 days in a week. Students tend to use desktop the most to use the
Internet, followed by laptops and smartphones. They generally use the Internet to watch videos online,
play games online, and doing schoolwork. Parents and teachers seem to be the two main persons
responsible for teaching the students to use the Internet.

5.1.3 Social Media Usage
a)

Do you have social media accounts?

For this question, only 1,057 students responded with 132 students not answering the question. 45.88
percent of the students surveyed stated that they do have social media accounts (refer to Figure 12).

No,
54.12

Yes,
45.88

Figure 12: Percentage of Students Who Have Social Media Accounts
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b)

What types of social media accounts do you have?

Out of the 485 students who stated that they have social media accounts, only 482 students responded
to this question. 57.26 percent of the students stated that they have social network type of social media
accounts. More than half of the respondents also have video media accounts (50.83%). Documents and
blog accounts only make up about 6 percent of the number (refer to Figure 13). Some of the names of
accounts and applications mentioned by the students are FrogVLE, Wechat, and Snapchat.

57.26

Social networks
Video
Pictures
Music
Others
Documents
Blogs

50.83
27.39
16.6
7.68
6.02
5.81
0

10

20

30

40

50

60

Figure 13: Types of Social Media Accounts

c)

Who created the social media accounts for you?

Out of the 485 students who stated that they have social media accounts, only 482 students responded
to this question. A large percentage of students (57.68%) stated that it was their parents who created the
social media account for them (refer to Figure 14). The ‘others’ option includes relatives and cousins.

57.68

Parents

Siblings

24.69

Self

24.69
16.18

Teachers

12.03

Friends
1.45

Others
0

10

20

30

40

50

60

Figure 14: Person Who Helped Students to Create Social Media Accounts
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d)

Do you use your real photo as your profile picture for your social media account?

Out of the 485 students who stated that they have social media accounts, only 482 students responded
to this question. 62.24 percent of the students stated that they use their real photo as their profile
picture on their social media accounts (refer to Figure 15).

No,
37.76

Yes,
62.24

Figure 15: Percentage of Students Who Use Real Photo as Profile Picture

e)

Do you watch videos on YouTube?

For this question, only 1,051 students responded with 138 students not answering the question. 85.44
percent of the students stated that they watch videos on YouTube (refer to Figure 16).

No,
14.56
Yes,
85.44

Figure 16: Percentage of Students Who Watch Videos on YouTube

f)

Do you play online games?

For this question, only 1,051 students responded with 138 students not answering the question. Only
43.29 percent of the students stated that they play online games (refer to Figure 17).
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No,
56.71

Yes,
43.29

Figure 17: Percentage of Students Who Play Online Games

g)

Have you ever chatted with someone you have just met online?

For this question, only 1,051 students responded with 138 students not answering the question. Only
19.31 percent of the students stated that they have chatted with someone they have just met online
(refer to Figure 18).

Yes,
19.31
No,
80.69

Figure 18: Percentage of Students Who Has Chatted with Someone Just Met Online

Summary for Social Media Usage
Surprisingly, close to half of the students surveyed have social media accounts. The types of social media
accounts that they mostly have are social networking accounts and video accounts. Based on this, it is
clear which are the types of accounts the module need to focus on in terms of teaching students about
using them safely. Parents were the highest stated person who helped the students to create social
media accounts. About 60% of them use their real photo on their social media accounts. Not
surprisingly, 85% of the student surveyed said that they watch videos on YouTube and about 43% play
games online. The students also seem to be relatively aware of the danger of talking to strangers as only
19% have chatted with someone they have just met online.
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5.1.4 Parental Control
a)

Do you know what a password is?

For this question, only 1,049 students responded with 140 students not answering the question. 74.74
percent of the students stated that they know what a password is (refer to Figure 19).

No,
25.26
Yes,
74.74

Figure 19: Percentage of Students Who Knows About Passwords

b)

Do you share your social media accounts’ password with your parents?

Out of the 485 students who stated that they have social media accounts, only 376 students responded
to this question. 51.6 percent stated that they do share their social media accounts’ password with their
parents (refer to Figure 20). It is surprising however that the remaining 48.4 percent of the students do
not share their social media accounts’ password with their parents.

No,
48.4

Yes,
51.6

Figure 20: Percentage of Students Who Share Social Media Account’s Password with Their Parents

c)

Do your parents sit with you when you use the Internet?

For this question, only 1,044 students responded with 145 students not answering the question. 58.91
percent of the students stated that their parents do sit with them sometimes when they use the Internet.
Only 15.23 percent stated that their parents sit with them all the time when they use the Internet.
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Alarmingly, 25.85 percent of the students stated that their parents never sit with them when they are
using the Internet (refer to Figure 21).

No, never,
25.86

Yes, all the
time, 15.23

Yes,
sometimes
, 58.91

Figure 21: Percentage of Parents Monitoring Internet Use

d)

Are you free to browse any websites?

For this question, only 1,044 students responded with 145 students not answering the question. Only
31.42 percent of students stated that they are free to browse any websites (refer to Figure 22).

Yes,
31.42
No,
68.58

Figure 22: Percentage of Students Free and Able to Browse Any Websites

Summary for Parental Control
A large percentage of students (about 75%) said that they know what a password is. More than half of
the students share their social media accounts’ password with their parents. Parents also seem to
monitor what their children are doing on the Internet but about 25% of the students said that their
parents never sit with them when they are using the Internet.
Page 32 of 177

NATIONAL CYBER SECURITY AWARENESS BASELINE STUDY
Final Report

5.1.5 General Internet Safety
a)

Do you feel safe when browsing the Internet?

For this question, only 1,038 students responded with 151 students not answering the question. 65.99
percent of the students stated that they feel safe when browsing the Internet (refer to Figure 23).

No,
34.01

Yes,
65.99

Figure 23: Percentage of Students Who Feel Safe When Browsing the Internet

b)
Once you feel that the Internet is not a safe place, whom do you reach out to share your
concerns?
For this question, only 1,038 students responded with 151 students not answering the question. 64.26
percent of the students stated that they would reach out to their parents should they feel unsafe being
on the Internet (refer to Figure 24).

64.26

Parents
28.81

Teachers

28.52

Siblings

22.54

Friends
11.27

Other family

7.8

Don’t do anything

2.12

Authorities
0

20

40

60

80

Figure 24: Persons Students Would Reach Out To In Order to Share Their Concerns
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Summary for General Internet Safety

Generally, about 65% of the students said that they feel safe when browsing the Internet. If they do feel
unsafe, parents will be the first point of contact that they would reach out to.

5.2

Survey Findings: Primary School Level 2 (Year 4, 5, and 6)

5.2.1 Demographic
a)

Total Number of Respondents

The total number of Year 4, 5, and 6 students who responded to the survey was 2,541. Table 4 below
shows the corresponding number of students from each state in Malaysia.

STATE
Johor
Kedah
Kelantan
Melaka
Negeri Sembilan
Pahang
Perak
Perlis
Pulau Pinang
Sabah
Sarawak
Selangor
Terengganu
Wilayah Persekutuan
(Missing Information)
TOTAL NO. OF RESPONDENTS

NO. OF RESPONDENTS
48
112
210
129
1
214
300
40
361
93
239
447
142
121
84
2,541

Table 4: Number of Respondents Based on State (Primary School Level 2)

b)

Gender

For this question, only 2,482 students responded with 59 students not answering the question. Out of
this, 48.07 percent were males and the remaining 51.93 percent were females (refer to Figure 25).
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Males
48.07

Females
51.93

Figure 25: Distribution of Students Based on Gender - Primary School Level 2

c)

Distribution by Year

For this question, only 2,482 students responded with 59 students not answering the question. Out of
this, 17.61 percent were Year 4 students. 55.72 percent were made up of Year 5 students and 26.67
percent were Year 3 students (refer to Figure 26).

Year 6,
26.67

Year 4,
17.61
Year 5,
55.72

Figure 26: Distribution of Students Based on Standard

5.2.2 Internet Usage
a)

Where do you use the Internet most frequently?

For this question, only 2,445 students responded with 96 students not answering the question. 68.38
percent of the students stated that they used the Internet most frequently at home followed by 25.28
percent of students whom stated that they use the Internet most frequently at school. Only about 6
percent of students stated that they used the Internet most frequently elsewhere (refer to Figure 27).
Among the answers of those who stated others are using Internet at parents’ workplace.
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2.29

1.19

1.76

1.1

At home
At school

25.28

At a relative's home

68.38
At a friend's home
Cybercafe
Others

Figure 27: Distribution of Students Based on Where They Use the Internet Most Frequently

b)

How often do you use the Internet?

For this question, only 2,445 students responded with 96 students not answering the question. 39.68
percent of the students stated that they used the Internet every day and another 29.98 percent of
students stated that they used the Internet 2-3 days in a week. 13.46 percent of students stated that
they only use the Internet once a week and the remaining 16.88 percent stated that they use the Internet
on weekends only (refer to Figure 28).

16.88
39.68

13.46

Everyday
2-3 days/week

29.98

Once a week

Weekends

Figure 28: Distribution of Students Based on How Often They Use the Internet

c)

In a week, how many hours do you use the Internet?

For this question, only 2,278 students responded with 263 students not answering the question. 66.07
percent of the students surveyed stated that they use the Internet for less than 5 hours in a week (refer
to Figure 29). This is followed by 19.84 percent of students who use the Internet for 5-10 hours in a
week. Only 3.16 percent of the students use the Internet for more than 20 hours in a week.
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4.13
6.8

3.16

Less than 5
5-10 hours

19.84
66.07

11-15 hours
16-20 hours
More than 20

Figure 29: Distribution of Students Based on Hours of Internet Use

d)

Does your home have an Internet line?

For this question, only 2,278 students responded with 263 students not answering the question. Majority
of the students (77.0%) surveyed stated that they do have an Internet line at home (refer to Figure 30).

23
77

Yes

No

Figure 30: Percentage of Students Whose Home Has an Internet Line

e)

Which device do you use to use the Internet?

For this question, only 2,278 students responded with 263 students not answering the question. Topping
the list of devices are smartphones, with 54.13 percent of students using it to use the Internet. This is
followed by desktops and laptops at 34.15% and 43.24% respectively. 27.79 percent uses tablet or iPad
to use the Internet while only 16.94 percent uses the Internet via a mobile phone (refer to Figure 31).
The ‘others’ option includes using SMART TV and Chromebook to use the Internet.
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Figure 31: Distribution of Devices Used to Use the Internet

f)

Do you own your own devices?

For this question, only 2,278 students responded with 263 students not answering the question. 60.63
percent of the students stated that the do own a smartphone. 43.65 percent of the students own their
own tablet/iPad and 42.09 percent own a laptop. Only 28.16 percent own a mobile phone and 27.82
percent own a desktop (refer to Figure 32).

27.82

Desktop

72.18

Laptop

42.09

57.91

Tablet/iPad

43.65

56.35

28.16

Mobile phone

0%

No

71.84
60.63

Smartphone

Yes

20%

40%

39.37
60%

80%

100%

Figure 32: Percentage of Students Owning Stated Devices

g)

What do you use the Internet for? Three websites visited most frequently

For this question, only 2,278 students responded with 263 students not answering the question. Figure
33 shows the activities the students use the Internet for (in order of ranking from most important to least
important) and its percentage for each rank. It can be seen that the top three activities are browsing web
pages, looking up specific information, and playing online games.
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9.15
8.82

Browsing web pages
Looking up sepcific info
Playing online games
Using chat/Messenger
Social networking
Watching videos online
E-mailing
E-learning
Making new friends
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Figure 33: Activities When Using the Internet

When asked about the three most frequently visited websites, these are the ones that the students tend
to visit the most: YouTube, Google, Facebook, Instagram, and FrogVLE.

h)

Who taught you to use the Internet?

For this question, only 2,278 students responded with 263 students not answering the question. About
45 percent students stated that their parents as well as teachers were the ones who taught them to use
the Internet respectively. 43.63 percent stated that they learnt to use the Internet by themselves. 34.11
percent stated that it was their siblings who taught them to use the Internet while 26.34 percent stated
that it was their friends who taught them to use the Internet and (refer to Figure 34). The ‘others’ option
includes cousins and relatives.

Parents

45.3

Teachers

44.91
43.63

Self learnt
34.11

Siblings
26.34

Friends
1.14

Others
0

10

20
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Figure 34: Person Responsible for Teaching How to Use the Internet
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i)

Do you have an e-mail account?

For this question, only 2,278 students responded with 263 students not answering the question. 67.65
percent of the students surveyed stated that they do have an e-mail account (refer to Figure 35).

32.35
67.65

Yes

No

Figure 35: Percentage of Students Having an E-mail Account

Summary for Internet Usage
Students tend to use the Internet most frequently at home and at school. This is in line with the fact that
almost 75% of the students surveyed stating that they do have Internet connection at home. About 70%
of students stated that they use the Internet at least 2-3 days in a week. It is a good thing that the
students do not tend to spend so much time online, with only about 15% of them spending more than 10
hours on the Internet in a week. More than half of the students stated that they use smartphones to
access the Internet, and this is not surprising as 60% of them said that they own a smartphone. This high
number of ownership of devices means that these students at this age are very much exposed to the
Internet and this goes on to show that there is a serious need to educate them on using the Internet to
their benefit but to do it safely. It is also quite surprising that about 70% of them have an e-mail account.
The website that has the largest number of students visiting it is YouTube, and so it is essential to include
safety education on this particularly.

5.2.3 Social Media Usage
a)

Do you have social media accounts?

For this question, 2,282 students responded with 259 students not answering the question. 67 percent
of the students surveyed stated that they do have social media accounts (refer to Figure 36).
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33
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Figure 36: Percentage of Students Who Have Social Media Accounts

b)

Why do you not have a social media account and why do you have social media accounts?

753 students stated that they do not have social media accounts. Not allowed by their parents to have
social media accounts is the most commonly cited reason for not having a social media account (55.91%).
30.01 percent stated that they are not interested to have a social media account (refer to Figure 37). ).
The ‘others’ option includes do not have a device to access social media accounts and do not know how
to register for social media accounts.

55.91

Not allowed by parents
35.19

Not reached stated age

30.01

Not interested
2.52

Others
0
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Figure 37: Reasons for Not Having Social Media Accounts

1,529 students stated that they have social media accounts. However, only 1,513 students who do have
social media accounts responded to this question. The highest cited reason for having social media
accounts is that it is used for online learning (54.99%) followed by having it to have interaction with other
people (52.02%). 43.29 percent of the students stated that they have social media accounts because
their friends also have it (refer to Figure 38). The ‘others’ option includes communicating with friends, for
gaming and entertainment, to have fun, and to get latest news and current developments.
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Figure 38: Reasons for Having Social Media Accounts

c)

What types of social media accounts do you have?

Out of the 1.529 students who stated that they have social media accounts, only 1,513 students
responded to this question. 71.78 percent of the students stated that they have social network type of
social media accounts. More than half of the respondents also have video media accounts (52.68%).
40.71 percent of the students also have picture-related social media accounts. Documents and blog
accounts only make up for about 5.16 percent of the number (refer to Figure 39). The ‘others’ options
were more specific brand names of social media accounts that essentially can be included in one of the
types given in the questionnaire.
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Figure 39: Types of Social Media Accounts

d)

What do you do on your social media accounts?

Out of the 1.529 students who stated that they have social media accounts, only 1,485 students
responded to this question. 87.88 percent of the students stated that they use their social media
accounts to communicate with friends while 40.94 percent stated that they use it to share materials
(refer to Figure 40). The ‘others’ option includes playing games and watching videos online.
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Figure 40: Things the Students Do on Their Social Media Accounts

e)

How frequent do you post on your social media accounts?

Out of the 1.529 students who stated that they have social media accounts, only 1,485 students
responded to this question. A large percentage of the students (42.22%) stated that they do not post
often on their social media accounts (less than once a week). However, 20.47 percent stated that they
post a few times in a day (refer to Figure 41).

20.47
42.22

Few times a day

Once a day
2-3 days once

10.24
12.53
9.02 5.52

5-6 days once
Once a week
Less often

Figure 41: Frequency of Posts on Social Media Accounts

f)

How much time do you spend on social media daily?

Out of the 1.529 students who stated that they have social media accounts, only 1,485 students
responded to this question. A large percentage of the students (66.2%) stated that they only spend 1-2
hours on social media daily. 22.83 percent spends 3-4 hours on social media daily. However, it should be
noted that approximately 5 percent of the students stated that they spend more than 7 hours in a day on
social media (refer to Figure 42).
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Figure 42: Time Spend on Social Media Daily

g)

Do you use your real name or a nickname on social media account?

Out of the 1.529 students who stated that they have social media accounts, only 1,485 students
responded to this question. A large percentage of the students (63.5%) stated that they use their real
name on their social media accounts (refer to Figure 43).

36.5

63.5

Real name
Nickname

Figure 43: Percentage of Students Using Real Name or Nicknames on Social Media

h)

Do you use your real photo as your profile picture for your social media account?

Out of the 1.529 students who stated that they have social media accounts, only 1,485 students
responded to this question. A large percentage of the students (60.27%) stated that they use their real
photo as their profile picture on their social media accounts (refer to Figure 44).
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Figure 44: Percentage of Students Who Use Real Photo as Profile Picture

i)

Are you aware that you are able to change your privacy setting for your social media accounts?

Out of the 1.529 students who stated that they have social media accounts, only 1,485 students
responded to this question. Only 56.30 percent of the students are aware that they are able to change
their privacy setting for their social media accounts (refer to Figure 45).

43.7

56.3

Yes
No

Figure 45: Percentage of Students Who Are Aware of Ability to Change Privacy Setting

j)

Do you know what is the minimum age to have a social media account?

Out of the 1.529 students who stated that they have social media accounts, only 1,485 students
responded to this question. 42.96 percent of the students do not know the minimum age to have a social
media account (refer to Figure 46).
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Figure 46: Percentage of Students Who Knows the Minimum Age to Have Social Media Accounts

h)

Do you do the following things on your social media accounts?

Out of the 1.529 students who stated that they have social media accounts, only 1,485 students
responded to this question. Only 14.30 percent of the students have accepted friend requests from
strangers. Only 8.48 percent of the students have talked to people whom they do not know in real life.
However, 19.07 percent of the students have shared their current location. A large number of students
(57.15%) have also shared their pictures on their social media accounts and 58.08 percent have shared
information they see online on their social media accounts (refer to Figure 47).

Share information you see online

58.08

41.92

Share pictures

57.15

42.85
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Figure 47: Percentage of Students Who Has Done the Things Stated

Summary for Social Media Usage
More than half of the students surveyed have social media accounts. The types of social media accounts
that they have include social networking accounts, video accounts, and pictures account. Based on this, it
is clear which are the types of accounts the module need to focus on in terms of teaching students about
using them safely. In terms of social media usage, the students do not tend to post so much; with only 30
percent posting at least once a day. This is also reflected by the time spent on social media daily, with 66
percent of the respondents only using it for 1-2 hours in a day. About 60 percent of them use their real
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name as well as their real photo on their social media accounts. In terms of safety issues in social media
usage, students tend to not do share their location, tend to not talk to people they don’t know and accept
friend requests from strangers. This is very important as students (as users) need to understand the
danger and implication of doing all these things.

5.2.4 Parental Control
a)

Do you share your e-mail password with your parents?

For this question, only 1,449 out of 1,541 students who have e-mail accounts responded. 49.83 percent
of the students share their e-mail password with their parents (refer to Figure 48).

50.17

49.83

Yes
No

Figure 48: Percentage of Students Who Share Their E-mail Password with Their Parents

b)

Do you share your social media accounts’ password with your parents?

For this question, only 1,412 out of 1,529 students who have social media accounts responded. 44.69
percent of the students share their social media accounts’ password with their parents (refer to Figure
49).

55.31

44.69

Yes
No

Figure 49: Percentage of Students Who Share Social Media Account’s Password with Their Parents
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c)

Does your parent check on what you do on the Internet?

For this question, only 2,222 students responded with 319 students not answering the question. 62.15
percent of the students stated that their parents do check on what they do on the Internet (refer to
Figure 50).

37.85
Yes

62.15

No

Figure 50: Percentage of Parents Monitoring Internet Use

d.

Does your parent install parental control apps to filter unsuitable content?

For this question, only 2,222 students responded with 319 students not answering the question. Only
21.56 percent of the students stated that their parents have installed parental control apps to filter
unsuitable content. 28.89 percent stated that their parents did not install parental control apps with the
remaining 49.55 percent does not know (refer to Figure 51).

21.56
49.55

Yes
No

28.89

Not sure

Figure 51: Percentage of Parents Who Install Parental Control Apps

e)

Are your parents ‘connected’ to you on your social media accounts?
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For this question, only 1,409 out of 1,529 students who have social media accounts responded. 64.58
percent of the students stated that their parents are ‘connected; to them on their social media accounts
(refer to Figure 52).

35.42
64.58

Yes
No

Figure 52: Percentage of Students Whose Parents Are ‘Connected’ to Them on Social Media

Summary for Parental Control
More than half of the students share their e-mail and social media accounts’ password with their parents.
Their parents also seem to monitor what their children are doing on the Internet but only 22 percent of
parents have installed some sort of parental control apps to filter unsuitable content.

5.2.5 General Internet Safety
a)

In general, do you share your password with other people?

For this question, only 2,217 students responded with 324 students not answering the question. Only
9.34 percent of the students stated that they share their password with other people (refer to Figure 53).

9.34
Yes
90.66

No

Figure 53: Percentage of Students Who Share Their Passwords with Other People
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Out of the 207 students who share their password with other people, only 201 responded to the next
question of whom do they share their password with. 53.73 percent of the students share their password
with their parents (refer to Figure 54). 41.79 percent share it with their family members 11.94 percent
share it with their teachers. However, 38.31 percent of the students stated that they share their
password with their friends. The ‘others’ option are cousins.
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Others

11.94
1
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Figure 54: Distribution of People Students Share Their Passwords With

b)

Do you have different passwords for different Internet accounts?

For this question, only 2,186 students responded with 355 students not answering the question. Out of
2,186 students, only 1,769 students have various Internet accounts. Out of this, 45.39 percent stated
that they do have different passwords for different Internet accounts (refer to Figure 55).

54.61

45.39

Yes
No

Figure 55: Percentage of Students Who Have Different Passwords for Different Internet Accounts

c)

Do you change your passwords often?

For this question, only 2,186 students responded with 355 students not answering the question. 84.13
percent of the students surveyed stated that they do not change their passwords often (refer to Figure
56).
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Figure 56: Percentage of Students Who Change Their Passwords Often

c)

Do you do the following things when using the Internet?

Most of the items listed in the questionnaire represent security measures taken when using the Internet.
Generally, the students do take the necessary precautionary measures but the percentage can still be
improved (refer to Figure 57). 70.4 percent of the students do log out after using a public computer.
About half of the students also scan downloaded files, use latest browser settings, set privacy settings
accordingly, and only use public computers for general surfing only. However, 21.37 percent have clicked
on advertisement links and 11.22 percent have entered personal information when asked.
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Figure 57: Distribution of Students Who Takes the Above Security Measures When Using the Internet

d.

Do you feel safe when browsing the Internet?

For this question, only 2,186 students responded with 355 students not answering the question. 58.83
percent of the students stated that they feel safe when browsing the Internet (refer to Figure 58).
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Figure 58: Percentage of Students Who Feel Safe When Browsing the Internet

e)
Once you feel that the Internet is not a safe place, whom do you reach out to share your
concerns?
For this question, only 2,186 students responded with 355 students not answering the question. 68.16
percent of the students stated that they would reach out to their parents should they feel unsafe being
on the Internet (refer to Figure 59). 10.06 percent stated that they will not do anything and only 5.03
percent will report it to relevant authorities.
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Figure 59: Persons Students Would Reach Out To in Order To Share Their Concerns

f)
Do you know of the existence of various authorities that can help when you face threats when
using the Internet?
For this question, only 2,186 students responded with 355 students not answering the question. 44.88
percent of the students stated that they do know of the existence of various authorities that can help
when they face threats when using the Internet (refer to Figure 60).
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Figure 60: Percentage of Students Who Knows of Authorities That Can Help

g)

Have you ever heard of the following?

Out of 2,147 students, only 19.0 percent have heard of Cyber999. Out of 2,118 students, only 12.51
percent have heard of Talian Nur 15999. Out of 2,130 students, 37.04 percent have heard of Aduan
SKMM Hotline (refer to Figure 61).
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Figure 61: Distribution of Students Who Have Heard of the Various Relevant Authorities

Summary for General Internet Safety
Only a small percentage of students share their password with other people. However, students need to
be educated on passwords as only about half of them have different passwords for different Internet
accounts and 84 percent of them do not change their passwords often. Also, the module should
emphasize on teaching the students to take the necessary precautionary measures when using the
Internet, for example not to click on advertisement links and only using public computers for general
surfing and to log out every time after that. Students generally feel safe when using the Internet but they
should be educated on the availability of relevant bodies and authorities they can reach out to should
they ever face any forms of threat when using the Internet.
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5.2.6 Digital Citizenship Knowledge
This section covers various things that can be done when on the Internet: Do you feel comfortable to do
the following on the Internet? Overall, Table 5 presents the percentage of students stating that they are
comfortable to do the following things on the Internet in order of highest to lowest percentage.

1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24

Items
Downloading movies/songs from websites
Uploading movies/songs from websites
Talking or chatting with people in online gaming portals
Posting daily activities and whereabouts
Using file-sharing sites
Playing games that are violent
Posting information about where you live and which school you go to
Deliberately exclude someone from an online group
Giving out personal details online
Name-calling
Sending photos of yourself to someone you have just known on the
Internet
Imitating someone online
Sharing information without first checking its truth
Sending rude messages to others
Texting or emailing intimidating, rude or cruel messages to people
Posting, forwarding or obtaining someone’s personal or private
information without permission from the person
Sending nasty messages to others
Spreading nasty rumors about others
Playing gambling games
Playing games that portray sexual nature
Teasing in a hurtful manner
Posting indecent photos online
Posting embarrassing videos
Posting embarrassing photos

Percentage
39.38
32.01
20.35
12.19
12.08
11.79
11.59
7.77
6.80
6.73
6.56
5.67
5.48
4.70
3.71
3.62
3.05
2.96
2.93
2.88
2.81
2.64
2.59
2.17

Table 5: Primary School Level 2 Students – Percentage of Comfortable Things To Do on the Internet

a)

Name-calling

Out of 2,141 students, only 6.73% percent stated that they are comfortable doing this on the Internet.

b)

Teasing in a hurtful manner

Out of 2,134 students, only 2.81% percent stated that they are comfortable doing this on the Internet.
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c)

Spreading nasty messages to others

Out of 2,130 students, only 3.05% percent stated that they are comfortable doing this on the Internet.

d)

Spreading nasty rumours about others

Out of 2,127 students, only 2.96% percent stated that they are comfortable doing this on the Internet.

e)

Sending rude messages to others

Out of 2,126 students, only 4.70% percent stated that they are comfortable doing this on the Internet.

f)

Posting embarrassing photos

Out of 2,123 students, only 2.17% percent stated that they are comfortable doing this on the Internet.

g)

Posting embarrassing videos

Out of 2,127 students, only 2.59% percent stated that they are comfortable doing this on the Internet.

h)

Texting or emailing intimidating, rude or cruel messages to people

Out of 2,128 students, only 3.71% percent stated that they are comfortable doing this on the Internet.

i)
Posting, forwarding or obtaining someone’s personal or private information without permission
from the person
Out of 2,130 students, only 3.62% percent stated that they are comfortable doing this on the Internet.

j)

Deliberately exclude someone from an online group

Out of 2,124 students, 7.77% percent stated that they are comfortable doing this on the Internet.

k)

Talking or chatting with people in online gaming portals

Out of 2,123 students, 20.35% percent stated that they are comfortable doing this on the Internet.
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l)

Playing games that are violent

Out of 2,121 students, 11.79% percent stated that they are comfortable doing this on the Internet.

m)

Playing games that portray sexual nature

Out of 2,117 students, only 2.88% percent stated that they are comfortable doing this on the Internet.

n)

Playing gambling games

Out of 2,118 students, only 2.93% percent stated that they are comfortable doing this on the Internet.

o)

Giving out personal details online

Out of 2,118 students, 6.80% percent stated that they are comfortable doing this on the Internet.

p)

Posting daily activities and whereabouts

Out of 2,124 students, 12.19% percent stated that they are comfortable doing this on the Internet.

q)

Posting information about where you live and which school you go to

Out of 2,122 students, 11.59% percent stated that they are comfortable doing this on the Internet.

r)

Posting indecent photos online

Out of 2,122 students, 2.64% percent stated that they are comfortable doing this on the Internet.

s)

Sending photos of yourself to someone you have just known on the Internet

Out of 2,119 students, 6.56% percent stated that they are comfortable doing this on the Internet.

t)

Sharing information without first checking its truth

Out of 2,118 students, 5.48% percent stated that they are comfortable doing this on the Internet.

u)

Using file-sharing sites
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Out of 2,119 students, 12.08% percent stated that they are comfortable doing this on the Internet.

v)

Downloading movies/songs from websites

Out of 2,123 students, 39.38% percent stated that they are comfortable doing this on the Internet.

w)

Uploading movies/songs from websites

Out of 2,121 students, 32.01% percent stated that they are comfortable doing this on the Internet.

x)

Imitating someone online

Out of 2,100 students, 5.67% percent stated that they are comfortable doing this on the Internet.

Summary for Digital Citizenship Knowledge
In terms of digital citizenship knowledge, students generally know what things that they should not be
doing online. However, this does not mean that they do not need to be educated on these matters, but
rather it has to be reinforced to them to ensure that they take all these values with them as they turn into
adult users of the Internet.

5.3

Survey Findings: Secondary School

5.3.1 Demographic
a)

Total Number of Respondents

The total number of secondary school students who responded to the survey was 4,759. Table 6 below
shows the corresponding number of students from each state in Malaysia.
STATE
Johor
Kedah
Kelantan
Melaka
Negeri Sembilan
Pahang
Perak
Perlis

NO. OF RESPONDENTS
82
224
1,157
151
337
266
408
103

Page 57 of 177

NATIONAL CYBER SECURITY AWARENESS BASELINE STUDY
Final Report
STATE
Pulau Pinang
Sabah
Sarawak
Selangor
Terengganu
Wilayah Persekutuan
(Missing information)
TOTAL NO. OF RESPONDENTS

NO. OF RESPONDENTS
244
171
355
595
211
248
207
4,759

Table 6: Number of Respondents Based on State (Secondary School)

b)

Gender

For this question, only 4,574 students responded with 185 students not answering the question. Out of
this, 46.79 percent were males and the remaining 53.21 percent were females (refer to Figure 62).

Females
53.21

Males
46.79

Figure 62: Distribution of Students Based on Gender – Secondary School

c)

Distribution by Form

For this question, only 4,574 students responded with 185 students not answering the question. Out of
this, the largest percentage of the respondent is made up of Form 4 students at 30.08 percent (refer to
Figure 63). Collectively, Forms 1, 2, and 3 students made up for about 46 percent of the respondents.
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Figure 63: Distribution of Students Based on Form

5.3.2 Internet Usage
a)

Where do you use the Internet most frequently?

For this question, only 4,496 students responded with 263 students not answering the question. 80.74
percent of the students stated that they used the Internet most frequently at home followed by 13.79
percent of students whom stated that they use the Internet most frequently at school. Only about 5
percent of students stated that they used the Internet most frequently elsewhere (refer to Figure 64).

0.8

0.49 3.38 0.8

At home

13.79

At school
At a relative's home

80.74

At a friend's home
Cybercafe
Others

Figure 64: Distribution of Students Based on Where They Use the Internet Most Frequently

b)

How often do you use the Internet?

For this question, only 4,479 students responded with 280 students not answering the question. 61.58
percent of the students stated that they used the Internet every day and another 19.54 percent of
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students stated that they used the Internet 2-3 days in a week. 6.47 percent of students stated that they
only use the Internet once a week and the remaining 12.41 percent stated that they use the Internet on
weekends only (refer to Figure 65).

6.47

12.41

19.54

Everyday

61.58

2-3 days/week
Once a week
Weekends

Figure 65: Distribution of Students Based on How Often They Use the Internet

c)

In a week, how many hours do you use the Internet?

For this question, only 4,214 students responded with 545 students not answering the question. Only
39.46 percent of the students surveyed stated that they use the Internet for less than 5 hours in a week
(refer to Figure 66). 26.32 percent of students use the Internet for 5-10 hours in a week. 13.24 percent
of the students use the Internet for more than 20 hours in a week.

13.24
8.57
12.41
26.32

Less than 5

39.46

5-10 hours
11-15 hours
16-20 hours
More than 20

Figure 66: Distribution of Students Based on Hours of Internet Use

d)

Does your home have an Internet line?

For this question, only 4,214 students responded with 545 students not answering the question. Majority
of the students (76.13%) surveyed stated that they do have an Internet line at home (refer to Figure 67).
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Figure 67: Percentage of Students Whose Home Has an Internet Line

e)

Which device do you use to use the Internet?

For this question, only 4,214 students responded with 545 students not answering the question. Topping
the list of devices are smartphones, with 77.08 percent of students using it to use the Internet. This is
followed by desktops and laptops at 22.64% and 41.55% respectively. 19.55 percent uses tablet or iPad
to use the Internet while only 16.04 percent uses the Internet via a mobile phone (refer to Figure 68).
The ‘others’ option includes using SMART TV and Chromebook to use the Internet.
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Figure 68: Distribution of Devices Used to Use the Internet

f)

Do you own your own devices?

For this question, only 4,214 students responded with 545 students not answering the question. 85.64
percent of the students stated that the do own a smartphone. 61.30 percent own a laptop and 35.62
percent of the students own their own tablet/ iPad. Only 39.03 percent own a mobile phone and 31.16
percent own a desktop (refer to Figure 69).
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Figure 69: Percentage of Students Owning Stated Devices

g)

Do you set a password for your device?

For this question, only 3929 students responded. 80.55 percent of the students stated that they do set a
password for their device (refer to Figure 70).

19.45
Yes

No
80.55

Figure 70: Percentage of Students Who Set Device Passwords

h)

What do you use the Internet for? And three websites visited most frequently

For this question, only 4,214 students responded with 545 students not answering the question. Figure
71 shows the activities the students use the Internet for (in order of ranking from most important to least
important) and its rank value. It can be seen that the top three activities are browsing web pages, looking
up specific information, and using chat/messenger applications.

Page 62 of 177

NATIONAL CYBER SECURITY AWARENESS BASELINE STUDY
Final Report

8.88
8.54
8.48
8.35

Browsing web pages
Looking up specific info
Using chat/Messenger
Social networking
Playing games online
E-learning
Watching videos online
Get latest news/info
Making new friends
E-mailing
Downloading videos
Uploading videos

6.62
6.57
6.21
5.9
5.49
5.39
4.38
3.19
0

1

2

3

4

5

6

7

8

9

Figure 71: Activities When Using the Internet

When asked about the three most frequently visited websites, these are the ones that the students tend
to visit the most: Facebook, YouTube, Google, Instagram, and FrogVLE.

i)

Who taught you to use the Internet?

For this question, only 4,214 students responded with 545 students not answering the question. About
25 percent of the students stated that their parents as well as teachers were the ones who taught them
to use the Internet respectively. Not surprisingly, 68.79 percent stated that they learnt to use the
Internet by themselves. 35.10 percent stated that it was their siblings who taught them to use the
Internet while 39.61 percent stated that it was their friends who taught them to use the Internet and
(refer to Figure 72). ). The ‘others’ option includes cousins, uncles, and other relatives.
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Figure 72: Person Responsible for Teaching Students How to Use the Internet

j)

Do you have an e-mail account?

For this question, only 4,214 students responded with 545 students not answering the question. 88.35
percent of the students surveyed stated that they do have an e-mail account (refer to Figure 73).

11.65
Yes
88.35

No

Figure 73: Percentage of Students Having an E-mail Account

Summary for Internet Usage
Students tend to use the Internet most frequently at home. This is in line with the fact that about 75% of
the students surveyed stating that they do have Internet connection at home. About 80% of students
stated that they use the Internet at least 2-3 days in a week. It is a good thing that the students do not
tend to spend so much time online, with only about 35% of them spending more than 10 hours on the
Internet in a week. More than three quarters of the students stated that they use smartphones to access
the Internet, and this is not surprising as 85% of them said that they own a smartphone. This high
number of ownership of devices means that these students are very much exposed to the Internet and
this goes on to show that there is a serious need to educate them on using the Internet to their benefit
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but to do it safely. About 88% of them have an e-mail account. The website that has the largest number
of students visiting it is Facebook, and so it is essential to include safety education on this particularly.

5.3.3 Social Media Usage
a)

Do you have social media accounts?

For this question, 4,210 students responded with 549 students not answering the question. 92.47
percent of the students surveyed stated that they do have social media accounts (refer to Figure 74).

7.53
Yes
92.47

No

Figure 74: Percentage of Students Who Have Social Media Accounts

b)

Why do you not have a social media account and why do you have social media accounts?

Only 317 students stated that they do not have social media accounts. Out of this, only 313 students
responded to this question. Not interested to have a social media account is the most commonly cited
reason for not having a social media account (49.52%) followed by not allowed by their parents to have
social media accounts (42.49%). Only 11.50 percent stated that they do not have social media accounts
because of age (refer to Figure 75).
Some of the other commonly cited reasons for not having social media accounts is they do not have a
device to use it on, not allowed by family members, and wanting to concentrate on their studies.
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Figure 75: Reasons for Not Having Social Media Accounts

3,893 students stated that they have social media accounts. However, only 3,862 students who do have
social media accounts responded to this question. The highest cited reason for having social media
accounts is that it is used for interaction (84.59%) followed by having it for online learning (52.02%).
44.15 percent of the students stated that they have social media accounts because their friends also have
it (refer to Figure 76).
Some of the most commonly cited reasons for having social media accounts is the need to communicate
with friends, to have some entertainment, and to know current trends and issues.
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Figure 76: Reasons for Having Social Media Accounts

c)

What types of social media accounts do you have?

Out of the 3,893 students who stated that they have social media accounts, only 3,862 students
responded to this question. 88.27 percent of the students stated that they have social network type of
social media accounts. More than half of the respondents also have video media accounts (55.31%).
68.15 percent of the students also have picture-related social media accounts. Documents and blog
accounts only make up for about 23 percent of the number (refer to Figure 77). The options listed as
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‘others’ are specific brand names of social media accounts that can be included in one of the types of
social media listed in the questionnaire.
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Figure 77: Types of Social Media Accounts

d)

What do you do on your social media accounts?

Out of the 3,893 students who stated that they have social media accounts, only 3,811 students
responded to this question. 93.10 percent of the students stated that they use their social media
accounts to communicate with friends while 60.22 percent stated that they use it to share materials
(refer to Figure 78). The ‘others’ option includes online learning, for entertainment, to share information
with other people, to play games, to get latest news and information, to watch videos, and to stalk
people.
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Figure 78: Things the Students Do on Their Social Media Accounts

e)

How frequent do you post on your social media accounts?

Out of the 3,893 students who stated that they have social media accounts, only 3,811students
responded to this question. A large percentage of the students (49.07%) stated that they do not post
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often on their social media accounts (less than once a week). However, 17.11 percent stated that they
post a few times in a day (refer to Figure 79).

Few times a day

17.11

Once a day

7.82
49.07

2-3 days once
5-6 days once

13.09
7.4

5.51

Once a week

Less often

Figure 79: Frequency of Posts on Social Media Accounts

f)

How much time do you spend on social media daily?

Out of the 3,893 students who stated that they have social media accounts, only 3,811 students
responded to this question. A large percentage of the students (38.65%) stated that they only spend 1-2
hours on social media daily. 29.23 percent spends 3-4 hours on social media daily. However, it should be
noted that 8.27 percent of the students stated that they spend more than 9 hours in a day on social
media (refer to Figure 80).

8.27
1-2 hours

6.77
38.65
17.08

3-4 hours
5-6 hours
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More than 9

29.23

Figure 80: Time Spend on Social Media Daily

g)

Do you set your social media account profile as private?
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Out of the 3,893 students who stated that they have social media accounts, only 3,811students
responded to this question. A large percentage of the students (79.11%) stated that they set their social
media account profile as private (refer to Figure 81).

20.89
79.11

Yes
No

Figure 81: Percentage of Students Who Set Their Account Profile as Private

h)

Do you use your real name or a nickname on social media account?

Out of the 3,893 students who stated that they have social media accounts, only 3,811students
responded to this question. A large percentage of the students (63.63%) stated that they use their real
name on their social media accounts (refer to Figure 82).

36.37
63.63

Real name
Nickname

Figure 82: Percentage of Students Using Real Name or Nicknames on Social Media

i)

Do you use your real photo as your profile picture for your social media account?

Out of the 3,893 students who stated that they have social media accounts, only 3,811 students
responded to this question. A large percentage of the students (72.32%) stated that they use their real
photo as their profile picture on their social media accounts (refer to Figure 83).
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Figure 83: Percentage of Students Who Use Real Photo as Profile Picture

j)

Are you aware that you are able to change your privacy setting for your social media accounts?

Out of the 3,893 students who stated that they have social media accounts, only 3,811 students
responded to this question. 91.03 percent of the students are aware that they are able to change their
privacy setting for their social media accounts (refer to Figure 84).

8.97
Yes

91.03

No

Figure 84: Percentage of Students Who Are Aware of Ability to Change Privacy Setting

k)

Do you know what is the minimum age to have a social media account?

Out of the 3,893 students who stated that they have social media accounts, only 3,811 students
responded to this question. Only 24.48 percent of the students do not know the minimum age to have a
social media account (refer to Figure 85).
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Figure 85: Percentage of Students Who Knows the Minimum Age to Have Social Media Accounts

l)

Do you do the following things on your social media accounts?

Out of the 3,893 students who stated that they have social media accounts, only 3,811 students
responded to this question. 28.41 percent of the students have accepted friend requests from strangers.
18.56 percent of the students have talked to people whom they do not know in real life and 17.71
percent of the students have shared their current location. A large number of students (69.13%) have
also shared their pictures on their social media accounts and 66.12 percent have shared information they
see online on their social media accounts (refer to Figure 86).
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Figure 86: Percentage of Students Who Has Done the Things Stated

Summary for Social Media Usage
Almost all of the students surveyed have social media accounts (92.47%). The types of social media
accounts that they have include social networking accounts, pictures accounts, and video accounts. The
students who do have social media accounts mostly said that they have social media accounts to
interaction. Based on this information, it is clear which are the types of accounts the module need to
focus on in terms of teaching the secondary school students about using them safely. In terms of social
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media usage, the students do not tend to post so much; with only about 25 percent posting at least once
a day. However, about 32% of the students spend at least 5-6 hours on social media daily. About 63% of
them use their real name and 72% use their real photo on their social media accounts. About 65-70% of
the students share pictures and information that they see online on their social media accounts. In terms
of safety issues in social media usage, students tend to not do share their location, tend to not talk to
people they don’t know and accept friend requests from strangers. This is very important as students (as
users) need to understand the danger and implication of doing all these things.

5.3.4 Parental Control
a)

Do you share your e-mail password with your parents?

For this question, only 3,586 out of 3,723 students who have e-mail accounts responded. Only 27.91
percent of the students share their e-mail password with their parents (refer to Figure 87).

27.91
72.09

Yes

No

Figure 87: Percentage of Students Who Share Their E-mail Password with Their Parents

b)

Do you share your social media accounts’ password with your parents?

For this question, only 3,772 out of 3,893 students who have social media accounts responded. Only
19.96 percent of the students share their social media accounts’ password with their parents (refer to
Figure 88).
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Figure 88: Percentage of Students Who Share Social Media Account’s Password with Their Parents

c.

Does your parent check on what you do on the Internet?

For this question, only 4,103 students responded with 656 students not answering the question. About
half of the students stated that their parents do check on what they do on the Internet (51.18%, refer to
Figure 89).

48.82

51.18

Yes
No

Figure 89: Percentage of Parents Monitoring Internet Use

d)

Does your parent install parental control apps to filter unsuitable content?

For this question, only 4,103 students responded with 656 students not answering the question. Only
19.42 percent of the students stated that their parents have installed parental control apps to filter
unsuitable content. 38.75 percent stated that their parents did not install parental control apps with the
remaining 41.82 percent does not know (refer to Figure 90).
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Figure 90: Percentage of Parents Who Install Parental Control Apps

e)

Are your parents ‘connected’ to you on your social media accounts?

For this question, only 3,702 out of 3,893 students who have social media accounts responded. 73.18
percent of the students stated that their parents are ‘connected’ to them on their social media accounts
(refer to Figure 91).

26.82
73.18

Yes
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Figure 91: Percentage of Students Whose Parents Are ‘Connected’ to Them on Social Media

Summary for Parental Control
Only about a quarter of the students share their e-mail and social media accounts’ password with their
parents. About half of the students stated that their parents also seem to monitor what their children are
doing on the Internet but only 20 percent of parents have installed some sort of parental control apps to
filter unsuitable content. 73% of the student also stated that they are ‘connected’ to their parents on
their social media accounts.

5.3.5 General Internet Safety
a)

In general, do you share your password with other people?
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For this question, only 4,099 students responded with 660 students not answering the question. Only
10.30 percent of the students stated that they share their password with other people (refer to Figure
92).

10.3
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89.7

No

Figure 92: Percentage of Students Who Share Their Passwords with Other People

Out of the 422 students who share their password with other people, only 417 responded to the next
question of whom do they share their password with. 31.18 percent of the students share their password
with their parents (refer to Figure 93). 45.08 percent share it with their family members while only 3.36
percent share it with their teachers. However, 51.80 percent of the students stated that they share their
password with their friends. The ‘others’ option includes sharing their passwords with their
boy/girlfriends and their best friend.
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Figure 93: Distribution of People Students Share Their Passwords With

b)

Do you have different passwords for different Internet accounts?

For this question, only 4,062 students responded with 697 students not answering the question. Out of
4,062 students, only 3,793 students have various Internet accounts. Out of this, 64.75 percent stated
that they do have different passwords for different Internet accounts (refer to Figure 94).
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Figure 94: Percentage of Students Who Have Different Passwords for Different Internet Accounts

c)

Do you change your passwords often?

For this question, only 4,062 students responded with 697 students not answering the question. 77.18
percent of the students surveyed stated that they do not change their passwords often (refer to Figure
95).

22.82
77.18

Yes
No

Figure 95: Percentage of Students Who Change Their Passwords Often

d)

Do you do the following things when using the Internet?

Most of the items listed in the questionnaire represent security measures taken when using the Internet.
Generally, the students do take the necessary precautionary measures but the percentage can still be
improved (refer to Figure 96). 83.9 percent of the students do log out after using a public computer.
About 70 percent of the students also scan downloaded files, use latest browser settings, and set privacy
settings accordingly. However, 43.74 percent of them have purchased things online.
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Figure 96: Distribution of Students Who Takes the Above Security Measures When Using the Internet

e)

Do you feel safe when browsing the Internet?

For this question, only 4,062 students responded with 697 students not answering the question. 58.49
percent of the students stated that they feel safe when browsing the Internet (refer to Figure 97).

41.51

58.49

Yes
No

Figure 5.95:
Figure 97: Percentage of Students Who Feel Safe When Browsing the Internet

f)
Once you feel that the Internet is not a safe place, whom do you reach out to share your
concerns?
For this question, only 4,062 students responded with 697 students not answering the question. 59.01
percent of the students stated that they would reach out to their friends while 51.35 percent of the
students stated that they would reach out to their parents should they feel unsafe being on the Internet
(refer to Figure 98). 15.90 percent stated that they will not do anything and only 7.83 percent will report
it to relevant authorities.
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Figure 98: Persons Students Would Reach Out To in Order To Share Their Concerns

g)
Do you know of the existence of various authorities that can help when you face threats when
using the Internet?
For this question, only 4,062 students responded with 697 students not answering the question. 65.85
percent of the students stated that they do know of the existence of various authorities that can help
when they face threats when using the Internet (refer to Figure 99).
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Figure 99: Percentage of Students Who Knows of Authorities That Can Help

h)

Have you ever heard of the following?

Out of 3,993 students, only 32.68 percent have heard of Cyber999. Out of 3,987 students, only 34.96
percent have heard of Talian Nur 15999. Out of 4,007 students, 53.51 percent have heard of Aduan
SKMM Hotline (refer to Figure 100).
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Figure 100: Distribution of Students Who Have Heard of the Various Relevant Authorities

Summary for General Internet Safety
Only a small percentage of students share their password with other people. However, students need to
be educated on passwords as only about 65% of them have different passwords for different Internet
accounts and 77 percent of them do not change their passwords often. Also, the module should
emphasize on teaching the students to take the necessary precautionary measures when using the
Internet, for example not to click on advertisement links and to not open e-mails from strangers.
Students generally feel safe when using the Internet (about 59%) but they should be educated on the
availability of relevant bodies and authorities they can reach out to should they ever face any forms of
threat when using the Internet.

5.3.6 Digital Citizenship Knowledge
This section covers various things that can be done when on the Internet: Do you feel comfortable to do
the following on the Internet? Overall, Table 7 presents the percentage of students stating that they are
comfortable to do the following things on the Internet in order of highest to lowest percentage.

1
2
3
4
5
6
7
8
9
10
11
12
13

Items
Downloading movies/songs from websites
Uploading movies/songs from websites
Stating/quoting the original source of information
Talking or chatting with people in online gaming portals
Using file-sharing sites
Playing games that are violent
Posting information about where you live and which school you go to
Deliberately exclude someone from an online group
Posting daily activities and whereabouts
Name-calling
Imitating someone online
Sending rude messages to others
Sharing information without first checking its truth

Percentage
71.03
41.64
33.29
30.29
25.11
23.02
19.62
12.70
11.92
10.63
10.08
7.95
6.54
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14
15
16
17
18
19
20
21
22
23
24
25

Items
Giving out personal details online
Sending photos of yourself to someone you have just known on the
Internet
Playing gambling games
Teasing in a hurtful manner
Posting, forwarding or obtaining someone’s personal or private
information without permission from the person
Sending nasty messages to others
Playing games that portray sexual nature
Texting or emailing intimidating, rude or cruel messages to people
Posting embarrassing photos
Spreading nasty rumours about others
Posting embarrassing videos
Posting indecent photos online

Percentage
6.29
5.34
4.38
4.25
4.01
3.83
3.21
3.06
2.35
1.93
1.75
1.43

Table 7: Secondary School Students – Percentage of Comfortable Things To Do on the Internet

a)

Name-calling

Out of 4,006 students, 10.63% percent stated that they are comfortable doing this on the Internet.

b)

Teasing in a hurtful manner

Out of 3,999 students, only 4.25% percent stated that they are comfortable doing this on the Internet.

c)

Sending nasty messages to others

Out of 3,999 students, only 3.83% percent stated that they are comfortable doing this on the Internet.

d)

Spreading nasty rumours about others

Out of 3,996 students, only 1.93% percent stated that they are comfortable doing this on the Internet.

e)

Sending rude messages to others

Out of 3,999 students, 7.95% percent stated that they are comfortable doing this on the Internet.

f)

Posting embarrassing photos
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Out of 3,998 students, only 2.35% percent stated that they are comfortable doing this on the Internet.

g)

Posting embarrassing videos

Out of 3,992 students, only 1.75% percent stated that they are comfortable doing this on the Internet.

h)

Texting or emailing intimidating, rude or cruel messages to people

Out of 3,993 students, only 3.06% percent stated that they are comfortable doing this on the Internet.

i)
Posting, forwarding or obtaining someone’s personal or private information without permission
from the person
Out of 3,989 students, only 4.01% percent stated that they are comfortable doing this on the Internet.

j)

Deliberately exclude someone from an online group

Out of 3,991 students, 12.70% percent stated that they are comfortable doing this on the Internet.

k)

Talking or chatting with people in online gaming portals

Out of 3,991 students, 30.29% percent stated that they are comfortable doing this on the Internet.

l)

Playing games that are violent

Out of 3,992 students, 23.02% percent stated that they are comfortable doing this on the Internet.

m)

Playing games that portray sexual nature

Out of 3,992 students, 3.21% percent stated that they are comfortable doing this on the Internet.

n)

Playing gambling games

Out of 3,991 students, 4.38% percent stated that they are comfortable doing this on the Internet.

o)

Giving out personal details online

Out of 3,989 students, 6.29% percent stated that they are comfortable doing this on the Internet.
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p)

Posting daily activities and whereabouts

Out of 3,986 students, 11.92% percent stated that they are comfortable doing this on the Internet.

q)

Posting information about where you live and which school you go to

Out of 3,991 students, 19.62% percent stated that they are comfortable doing this on the Internet.

r)

Posting indecent photos online

Out of 3,991 students, only 1.43% percent stated that they are comfortable doing this on the Internet.

s)

Sending photos of yourself to someone you have just known on the Internet

Out of 3,989 students, 5.34% percent stated that they are comfortable doing this on the Internet.

t)

Sharing information without first checking its truth

Out of 3,990 students, 6.54% percent stated that they are comfortable doing this on the Internet.

u)

Stating/quoting the original source of information

Out of 3,986 students, 33.29% percent stated that they are comfortable doing this on the Internet.

v)

Using file-sharing sites

Out of 3,979 students, 25.11% percent stated that they are comfortable doing this on the Internet.

w)

Downloading movies/songs from websites

Out of 3,983 students, 71.03% percent stated that they are comfortable doing this on the Internet.

x)

Uploading movies/songs from websites

Out of 3,958 students, 41.64% percent stated that they are comfortable doing this on the Internet.
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y)

Imitating someone online

Out of 3,978 students, 10.08% percent stated that they are comfortable doing this on the Internet.

Summary for Digital Citizenship Knowledge
In terms of digital citizenship knowledge, students generally know what things that they should not be
doing online. However, this does not mean that they do not need to be educated on these matters, but
rather it has to be reinforced to them to ensure that they take all these values with them as they turn into
adult users of the Internet.

5.4

Survey Findings: Parents

5.4.1 Demographic
a)

Total Number of Respondents

The total number of parents who responded to the survey was 959.
corresponding number of parents from each state in Malaysia.

STATE
Johor
Kedah
Kelantan
Melaka
Negeri Sembilan
Pahang
Perak
Perlis
Pulau Pinang
Sabah
Sarawak
Selangor
Terengganu
Wilayah Persekutuan
TOTAL NO. OF RESPONDENTS

Table 8 below shows the

NO. OF RESPONDENTS
5
38
314
43
52
36
25
37
48
41
123
69
31
97
959

Table 8: Number of Respondents Based on State (Parents)

b)

Gender

For this question, all 959 parents responded. Out of this, 40.67 percent were fathers and the remaining
59.33 percent were mothers (refer to Figure 101).
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40.67

59.33

Males
Females

Figure 101: Distribution of Parents Based on Gender - Parents

b)

Age

For this question, all 959 parents responded. A majority of the parents are aged between 41 to 50 years
old (51.6%, refer to Figure 102).

0.7

0.6
<20

13.1

5.1
28.8

51.6

21-30
31-40
41-50
51-60

>60

Figure 102: Distribution of Parents Based on Age

5.4.2 Internet Usage
a)

Where does your child access the Internet most frequently?

For this question, only 933 parents responded with 26 parents not answering the question. 84.67
percent of parents stated that their child accessed the Internet most frequently at home followed by
12.11 percent who use the Internet most frequently at school (refer to Figure 103).
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0.64

0.21

0.64

1.71
At home

12.11
At school
At a relative's home
At a friend's home

84.67

Cybercafe
Others

Figure 103: Distribution Based on Where Children Use the Internet Most Frequently

b)

How often does your child use the Internet?

For this question, only 933 parents responded with 26 parents not answering the question. 60.99
percent of parents stated that their child used the Internet every day. 18.76 percent stated that their
child use the Internet only 2-3 days in a week. Only 12.54 percent stated that their child uses the Internet
on weekends only (refer to Figure 104).

2.47
5.25

12.54

18.76

Everyday

60.99

2-3 days/week
Once a week
Weekends
Never

Figure 104: Distribution Based on How Often Children Use the Internet

c)

In a week, how many hours does your child use the Internet?

For this question, only 852 parents responded with 107 parents not answering the question. 52.46
percent stated that their child uses the Internet for less than 5 hours in a week (refer to Figure 105).
25.70 percent use the Internet for 5-10 hours in a week and only 8.10 percent says that their child uses
the Internet for more than 20 hours in a week.
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4.34
9.39

Less than 5

8.1
52.46

25.7

5-10 hours
11-15 hours
16-20 hours
More than 20

Figure 105: Distribution Based on Hours of Internet Use

d)

Does your home have an Internet connection?

For this question, only 852 parents responded with 107 parents not answering the question. Majority of
the parents (86.74%) surveyed stated that they do have an Internet line at home (refer to Figure 106).

13.26
Yes
86.74

No

Figure 106: Percentage of Respondents Whose Home Has an Internet Connection

e)

Which device does your child use to surf the Internet?

For this question, only 852 parents responded with 107 parents not answering the question. Topping the
list of devices are smartphones, with 71.83 percent of children using it to surf the Internet. This is
followed by laptops and tablets/iPads at 54.81% and 33.33% respectively. 26.17 percent says their child
uses a desktop to surf the Internet while 22.42 percent says their child uses the Internet via a mobile
phone (refer to Figure 107). The ‘others’ option include television.
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71.83

Smartphone
Laptop
Tablet/iPad
Desktop
Mobile phone
Others

54.81
33.33
26.17
22.42
0.35
0

20

40

60

80

Figure 107: Distribution of Devices Used to Surf the Internet

f)

Does your child own his/her own devices?

For this question, only 852 parents responded with 107 parents not answering the question. 68.77
percent of parents stated that their child does own a smartphone. 47.79 percent said their child owns a
laptop and about 39 percent of parents said that their child owns their own tablet/ iPad and mobile
phones. Only 22.98 percent own their own desktop (refer to Figure 108).

22.98

Desktop

77.02

47.79

Laptop

52.21

Tablet/iPad

39.49

60.51

Mobile phone

39.34

60.66
68.77

Smartphone
0%

20%

40%

Yes
No
31.23

60%

80%

100%

Figure 108: Percentage Based on Devices Owned

g)

Does your child set a password for their device?

For this question, only 852 parents responded with 107 parents not answering the question. Only about
half of parents surveyed (50.12%) stated that their child does set a password for their device (refer to
Figure 109).
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27.7

Yes

2.35

No

69.95

I don't know

Figure 109: Percentage of Children Who Set Device Passwords

h)

What do you use the Internet for? And three websites visited most frequently

For this question, only 852 parents responded with 107 parents not answering the question. Figure 110
shows the activities children use the Internet for (in order of ranking from most important to least
important) and its rank value. It can be seen that the top three activities are looking up specific
information, browsing web pages, and social networking.

9.23
9.15

Looking up specific info
Browsing web pages
Social networking
Playing games online
Using chat/Messenger
E-learning
Watching videos online
E-mailing
Get latest news/info
Making new friends
Downloading videos
Uploading videos

7.86
7.69
7.53
6.57
6.52
5.79
5.46
4.68
4.58
2.95
0

2

4

6

8

10

Figure 110: Activities When Using the Internet

i)

Who taught your child to use the Internet?

For this question, only 852 parents responded with 107 parents not answering the question. 54.34
percent of parents stated that they themselves taught their children to use the Internet. 59.15 percent of
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parents stated that their children learnt how to use the Internet themselves (refer to Figure 111). The
‘others’ option includes cousins and uncles/aunties.

59.15

Self learnt

54.34

Parents
43.66

Teachers

40.38

Friends

37.91

Siblings
1.41

Others
0

10

20

30

40

50

60

Figure 111: Person Responsible for Teaching Children How to Use the Internet

j)

Does your child have an e-mail account?

For this question, only 852 parents responded with 107 parents not answering the question. 69.95
percent of parents surveyed stated that their child does have an e-mail account (refer to Figure 112).

27.7

2.35

Yes

69.95

No
I don't know

Figure 112: Percentage of Children Having an E-mail Account

Summary for Internet Usage

The parents surveyed stated that their children tend to use the Internet most frequently at home. This is
in line with the fact that about 85% of the parents surveyed stating that they do have Internet connection
at home. About 60% of the parents surveyed stated that their child uses the Internet everyday. 70% of
the parents surveyed stated that their child uses smartphones the most to access the Internet, and this is
not surprising as almost 70% of them do own a smartphone. Overall, high numbers of ownership of
devices means that school-age children are very much exposed to the Internet and this goes on to show
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that there is a serious need to educate them on using the Internet to their benefit but to do it safely.
Almost 70% of the parents stated that their child does set a password for their device. In terms of who
taught the children to use the Internet, almost 60% of parents said that their children learnt about the
Internet by themselves. About 70% of the children have an e-mail account.

5.4.3 Social Media Usage
a)

Does your child have social media accounts?

For this question, only 873 parents responded with 86 parents not answering the question. 74.57
percent of parents surveyed stated that their child does have social media accounts (refer to Figure 113).

25.43
Yes
No
74.57

Figure 113: Percentage of Children Who Have Social Media Accounts

b)

What types of social media accounts does your child have?

For this question, only 639 parents responded with 320 parents not answering the question. The most
preferred types of social media account are social networks accounts (93.43%) followed by pictures
accounts (52.74%) and video accounts (43.82%) (refer to Figure 114). The ‘others’ option includes
Whatsapp.
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93.43

Social networks
52.74

Pictures

43.82

Video
27.54

Music

15.65

Blogs

14.4

Documents

5.48

Others
0

20

40

60

80

100

Figure 114: Types of Social Media Accounts Held

c)

What does your child do on their social media accounts?

For this question, only 639 parents responded with 320 parents not answering the question. 88.89
percent of parents surveyed stated that their child uses their social media accounts to communicate with
friends while 62.44 percent stated that it is used to share materials (refer to Figure 115). The ‘others’
option includes online learning, playing games, and watching videos.

88.89

Communicate with friends
62.44

Share materials
7.67

I don't know

3.13

Others
0

20

40

60

80

100

Figure 115: Things Children Do on Their Social Media Accounts

d)

How frequent does your child post on their social media accounts?

For this question, only 639 parents responded with 320 parents not answering the question. A large
percentage of parents surveyed (39.59%) stated that their child does not post often on their social media
accounts (less than once a week). However, 17.37 percent stated that their child posts a few times in a
day (refer to Figure 116).
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Few times a day

13.15

17.37

Once a day

8.45
39.59

10.17
4.07
7.2

2-3 days once

5-6 days once
Once a week
Less often
I don't know

Figure 116: Frequency of Posts on Social Media Accounts

d)

How much time does your child spend on social media daily?

For this question, only 639 parents responded with 320 parents not answering the question. A large
percentage of parents surveyed (52.27%) stated that their children only spend 1-2 hours on social media
daily. 23 percent spends 3-4 hours on social media daily. However, it should be noted that 4.07 percent
of children spend more than 9 hours in a day on social media (refer to Figure 117).

1-2 hours

7.98
4.07
2.19

3-4 hours

10.49

5-6 hours
52.27

23

7-8 hours
More than 9
I don't know

Figure 117: Time Spent on Social Media Daily

e)

Does your child set their social media account profile as private?

For this question, only 639 parents responded with 320 parents not answering the question. Only about
half of the parents surveyed (49.45%) stated that their children set their social media account profile as
private (refer to Figure 118).
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16.12
49.45

34.43

Yes
No
I don't know

Figure 118: Percentage of Children Who Set Their Account Profile as Private

f)

Does your child use their real name or a nickname on social media account?

For this question, only 639 parents responded with 320 parents not answering the question. A large
percentage of parents surveyed (59.94%) stated that their child uses their real name on their social media
accounts (refer to Figure 119).

4.85
35.21

Yes
59.94

No
I don't know

Figure 119: Percentage of Children Using Real Name or Nicknames on Social Media

g)

Do you use your real photo as your profile picture for your social media account?

For this question, only 639 parents responded with 320 parents not answering the question. A large
percentage of parents surveyed (62.75%) stated that their children use their real photo as their profile
picture on their social media accounts (refer to Figure 120).

33.96

3.29

Yes

62.75

No
I don't know
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Figure 120: Percentage of Children Who Use Real Photo as Profile Picture

h)

Are you aware that you are able to change your privacy setting for your social media accounts?

For this question, only 639 parents responded with 320 parents not answering the question. 74.96
percent of parents are aware that they are able to change their privacy setting for their social media
accounts (refer to Figure 121).

25.04
74.96

Yes
No

Figure 121: Percentage of Parents Who Are Aware of Ability to Change Privacy Setting

i)

Do you know what is the minimum age to have a social media account?

For this question, only 639 parents responded with 320 parents not answering the question. Only 31.30
percent of parents do not know the minimum age to have a social media account (refer to Figure 122).

31.3
68.7

Yes
No

Figure 122: Percentage of Parents Who Knows the Minimum Age to Have Social Media Accounts

j)

Do you do the following things on your social media accounts?

For this question, only 639 parents responded with 320 parents not answering the question. Only 12.7
percent of parents have accepted friend requests from strangers. Only 7.45 percent of parents have
talked to people whom they do not know in real life and 12.3 percent have shared their current location.
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A large number of parents (50.32%) have shared their pictures on their social media accounts and 57.32
percent have shared information they see online on their social media accounts (refer to Figure 123).

57.32

Share information you see online

50.32

Share pictures
Share your current location

42.68
49.68

12.3

Talk to people you don’t know in… 7.45

87.7
92.55

Accept friend requests from… 12.7
0%

Yes
No

87.3

20% 40% 60% 80% 100%

Figure 123: Percentage of Parents Who Has Done the Things Stated

Summary for Social Media Usage
About 75% of the parents surveyed stated that their child does have social media accounts. The types of
social media accounts that they tend to have includes social networking accounts, pictures accounts, and
video accounts. Parents think that their children have social media accounts to communicate with their
friends. In terms of social media usage, parents say that their children does not tend to post much and
often on their social media accounts. Parents also say that their children tend to not spend too much
time on social media daily; with about 50% saying that their children only spend 1-2 hours daily on their
social media accounts. About 60% of parents say that their children uses their real name and 63% use
their real photo on their social media accounts.

5.4.4 Parental Control
a)

Does your child share their e-mail password with you?

For this question, only 857 parents responded with 102 parents not answering the question. Only 33.02
percent of parents say that their children share their e-mail password with them (refer to Figure 124).
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16.92

33.02

Yes
No

50.06

Don't have
email

Figure 124: Percentage of Children Who Share Their E-mail Password with Their Parents

b)

Does your child share their social media accounts’ password with you?

For this question, only 857 parents responded with 102 parents not answering the question. Only 29.99
percent of parents stated that their children share their social media accounts’ password with them (refer
to Figure 125).

17.5

Yes

29.99
No

52.51

Don't have
social media

Figure 125: Percentage of Children Who Share Social Media Account’s Password with Their Parents

c)

Do you check on what your child does on the Internet?

For this question, only 857 parents responded with 102 parents not answering the question. 76.08% of
parents stated that they do check on what their children are doing on the Internet (refer to Figure 126).

23.92
76.08

Yes
No
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Figure 126: Percentage of Parents Monitoring Child’s Internet Use

d)

Did you install parental control apps to filter unsuitable content?

For this question, only 857 parents responded with 102 parents not answering the question. Only 36.64
percent of parents stated that they have installed parental control apps to filter unsuitable content (refer
to Figure 127).

19.42
41.82

Yes
No

38.75

Not sure

Figure 127: Percentage of Parents Who Install Parental Control Apps

e)

Are you ‘connected’ to your child on their social media accounts?

For this question, only 857 parents responded with 102 parents not answering the question. 57.18
percent of parents stated that they are ‘connected’ to their children on their social media accounts (refer
to Figure 128).

Yes

17.85
No

24.97

57.18
Don't have
social media

Figure 128: Percentage of Children Whose Parents Are ‘Connected’ to Them on Social Media

Summary for Parental Control
Only about 30% of parents say that their children shares their e-mail and social media accounts' password
with their parents. 76% of parents stated that they do check on what their child does on the Internet.
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However, only about 20% of parents have installed some sort of parental control apps to filter unsuitable
content. 57% of the parents surveyed also stated that they are 'connected' to their children on their
social media accounts.

5.4.5 General Internet Safety
a)

In general, does your child share their password with other people?

For this question, only 856 parents responded with 103 parents not answering the question. Only 3.97
percent of parents surveyed stated that their child share their password with other people (refer to
Figure 129).
3.97
10.98

Yes

85.05

No
I don't know

Figure 129: Percentage of Children Who Share Their Passwords with Other People

b)

Does your child have different passwords for different Internet accounts?

For this question, only 856 parents responded with 103 parents not answering the question. Only 27.57
percent of parents surveyed stated that their child does have different passwords for different Internet
accounts (refer to Figure 130).

22.9

9.35

27.57

Yes

No

40.19

I don't know
Only 1 account

Figure 130: Percentage of Children Who Have Different Passwords for Different Internet Accounts
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c)

Does your child change their passwords often?

For this question, only 856 parents responded with 103 parents not answering the question. 63.55
percent of parents surveyed stated that their child does not change their passwords often (refer to Figure
131).

23.36 13.08

Yes
No

63.55

I don't know

Figure 131: Percentage of Children Who Change Their Passwords Often

d)
Do you know of the existence of various authorities that can help when you face threats when
using the Internet?
For this question, only 856 parents responded with 103 parents not answering the question. 65.07
percent of parents surveyed stated that they do know of the existence of various authorities that can help
when they face threats when using the Internet (refer to Figure 132).

34.93
65.07

Yes
No

Figure 132: Percentage of Parents Who Knows of Authorities That Can Help

e)

Have you ever heard of the following?

Out of 827 parents, only 34.95 percent have heard of Cyber999. Out of 827 parents, 56.35 percent have
heard of Talian Nur 15999. Out of 840 parents, 68.45 percent have heard of Aduan SKMM Hotline (refer
to Figure 133).
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34.95
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Figure 133: Distribution of Parents Who Have Heard of the Various Relevant Authorities

Summary for General Internet Safety
Only a small percentage of children share their password with other people. However, the children needs
to be educated on passwords as only about 30% of them have different passwords for different Internet
accounts and almost 65% percent of them do not change their passwords often.

5.4.6 Digital Citizenship Knowledge
This section covers various things that can be done when on the Internet: Do you feel comfortable to do
the following on the Internet? Overall, Table 9 presents the percentage of parents stating that they are
comfortable to do the following things on the Internet in order of highest to lowest percentage.

1
2
3
4
5
=6
=6
8
9
10
11
12
13
=14
=14
16

Items
Percentage
Downloading movies/songs from websites
43.99
Stating/quoting the original source of information
24.09
Uploading movies/songs from websites
23.93
Using file-sharing sites
22.31
Talking or chatting with people in online gaming portals
6.37
Posting daily activities and whereabouts
3.89
Posting information about where you live
3.89
Playing games that are violent
3.06
Deliberately exclude someone from an online group
2.83
Sharing information without first checking its truth
2.25
Imitating someone online
1.65
Giving out personal details online
1.53
Playing gambling games
0.94
Name-calling
0.59
Sending photos of yourself to someone you have just known on the 0.59
Internet
Playing games that portray sexual nature
0.47
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=17
=17
19
=20
=20
=20
=20
=20
25

Items
Sending rude messages to others
Posting, forwarding or obtaining someone’s personal or private
information without permission from the person
Posting embarrassing photos
Teasing in a hurtful manner
Sending nasty messages to others
Posting embarrassing videos
Texting or emailing intimidating, rude or cruel messages to people
Spreading nasty rumours about others
Posting indecent photos online

Percentage
0.35
0.35
0.24
0.12
0.12
0.12
0.12
0.12
0

Table 9: Parents – Percentage of Comfortable Things to Do on the Internet
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6.

Recommendations

6.1

Key Comparisons

Before recommendations can be developed, it is essential for the key comparisons of the study to be
understood well. These key comparisons actually demonstrate some patterns/trends that can be found in
common questions set across the the three groups (Primary Level 1: students from Standard 1, 2 and 3;
Primary Level 2: students from Standard 4, 5 and 6; and Secondary school students).
a)

Which devices do you use to use the Internet?

It can be seen from Figure 134 that the devices used to use the Internet differs between the three
groups. The Primary Level 1 students tended to use desktops the most to use the Internet but the
Primary Level 2 students and the secondary school students tend to use smartphones to use the Internet.
The use of desktops fell considerably from Primary Level 1 students to secondary students. This could be
very well because the older students have better access to smartphones as compared to the younger
students. On the other hand, the usage of smartphones increased considerably from Primary Level 1
students to secondary students. The usage of mobile phones, tablets/ipads, and laptops did not see a big
increase or decrease between the three groups.

0.69
0.79
0.76

Others

16.04
16.94
13.31

Mobile phone

19.55
27.79
24.74

Tablet/iPad

Smartphone

Secondary

35.79

54.13

77.08

Primary Level2
Primary Level1

41.55
43.24
37.96

Laptop
22.64

Desktop
0

20

34.15
40.79
40

60

80

Figure 134: Comparison of devices used to use the Internet
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b)

Do youown your own devices?

Smartp Mobile Tablet/
Deskto
hone Phone Ipad Laptop
p

This question was asked to only the Primary Level 2 students and secondary school students so the
comparison made will be based on these two groups only. It can be seen from Figure 135 that there is a
15% jump in the ownership of smartphones in secondary school students. Similar trends can be seen for
laptop ownership with an increase of about almost 20%. There seems to only be a decrease in ownership
of tablet/ipad in secondary school students.

31.16

Secondary

27.82

Primary Level2

61.3

Secondary
42.09

Primary Level2

35.62

Secondary

43.65

Primary Level2

39.03

Secondary
28.16

Primary Level2

85.64

Secondary
60.63

Primary Level2
0

20

40

60

80

100

Figure 135: Comparison of Device Ownership

c)

Who taught you to use the Internet?

From figure 136, it can be seen that there is a clear trend in who taught the school children to use the
Internet. Primary Level 1 students stated that mainly it was their parents and teachers who taught them
to use the Internet. But for secondary school students, the highest percentage was for self-learnt; where
the students mostly stated that they learnt how to use the Internet by themselves followed by being
taught by their friends. So there is a clear increasing trend (from Primary Level 1 to secondary) for selflearnt and friends; whereas there is a clear decreasing trend for parents and teachers in terms of who
were the responsible persons who taught the school children to use the Internet.
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Figure 136: Comparison of persons responsible for teaching students how to use the Internet

d)

Do you have social media accounts?

From Figure 137, it can be seen that there is a steady increase in students having social media accounts
from Primary Level 1 students to secondary school students. The increase is about 20% percent from
Primary Level 1 to Primary Level 2, and there is a 25% increase from Primary Level 2 to secondary school.
92.47% of the secondary school students surveyed stated that they do have social media accounts.

7.53

No

Secondary

33

Primary Level2

54.12

Primary Level1

92.47
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Figure 137: Comparison of ownership of social media accounts
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d)

What types of social media accounts do you have?

From Figure 138, it can be seen that there is a general increasing trend of having social media accounts
for almost all types of social media accounts except for document-type of social media accounts. The
biggest percentage increase is for social networks accounts as well as picture accounts. For video
accounts and blog accounts the percentage increase is not that larger as compared to social networks
and picture accounts.

Others
Blogs

Primary Leve2

Video

Docume
Music
nts

Pictures

Primary Level1

Social
Networ
ks

10.07
7.34
7.68
11.81
10.97
5.81

Secondary

68.15

Secondary
40.71
Primary Level1

27.39

Primary Leve2

27.03

41.71
16.6
11.73

Secondary
5.16
6.02

Primary Level1

55.31
52.68
50.83

Primary Leve2

88.27

Secondary

71.78
57.26

Primary Level1
0

10

20

30

40

50

60

70

80

90

Figure 138: Comparison of types of social media accounts held

e)

Do you share your social media accounts’ password with your parents?

From Figure 139, it can be seen that there is a decrease in the number of students sharing their social
media accounts’ password with their parents from Primary Level 1 students to secondary school students.
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Figure 139: Comparison of students sharing social media accounts password with their parents

From the comparisons made above, it is clear that as the students grow older they do tend to utilize the
Internet more. It can be seen that there is a trend of how things change in terms of how they use the
Internet and what they use it for; hence there is a need to educate them on different things at different
stages.

6.2

General Recommendations based on the National Cyber Security Awareness Baseline Study

The National Baseline Study managed to shed some light to the current level of cyber security awareness
among the younger generation in the country. Hence, in order to be in tandem with the fast-changing IT
ecosystem and to keep abreast with the current key indices or trends in cyber security issues, it is highly
recommended that such survey to be conducted periodically and updated on periodic basis (ex: every 2
years).
Each new set of survey should include other schools which have not participated in the previous study
conducted. The composition of schools as samples could be extended to private schools as well as Special
Education schools which could suggest towards the development other teaching modules in the future
that cater for different groups of younger children. Periodical survey on cyber security awareness is also
crucial to measure the effectiveness of the to-be introduced CSA modules in schools.
In view of the awareness of Cyber999 services, further promotion and continuous reminder of the service
is needed. We could possibly consider collaboration with other relevant authorities and leveraging on
their relevant programmes or initiatives.
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Since the usage of mobile devices especially smartphones becomes prevalent and playing games online
seems to be one of the most preferred activity among the students in all three levels, this information can
be used to develop more mobile applications that connects parents and children, teachers and students
among peers. The content could possibly be related to online safety, social media or digital citizenship.
Should this initiative be in the form of a competition, awards could be given to winners during the yearly
Cyber Security Malaysia - Awards, Conference & Exhibition (CSM-ACE). It is a public-private-partnership
driven annual event and a knowledge sharing platform that recognises contribution of individuals and
organisations in the field of cyber security.
One of the key findings indicated that there is a large percentage of younger children in Primary school
owning a social media account. Therefore, there should be an impact study on social media use for
children below the minimum age requirement whereby it could be used as a reference for parents. In
relations to this, based on the level of children's cyber security awareness as indicated in the findings
along with a significant percentage of device ownership among younger children and willingness of many
parents opening up social media accounts for their children, it shows that at present, more exposure on
cyber security issues for parents is needed.

6.3

Recommendations for Cyber Security Module Development

The mobile internet platform should be introduced from an earlier stage (Primary Level 1) since the study
indicated that children as young as 7 to 9 years of age are already familiar with using the Internet on
mobile devices. Therefore, the module is best to be designed and customized for mobile devices, made
available online, game-based approached which consists of focused topics according to target groups.
Generally, as for Primary School Level 1 (Year 1 to Year 3) and Primary School Level 2 (Year 4 to Year 6) we
would suggest that the module focused on general internet safety, social media usage and basic digital
citizenship. Then, for the Secondary School Level (Form 1 to Form 5) main concentration is recommended
on social media usage and digital citizenship knowledge along with a refresher sessions on general
internet safety. As for parents and teachers, the content ought to be general and to cover a wider range
of topics on internet safety, parental control, social media and digital citizenship.
It is suggested that the modules should be designed in a way to instill the basis of having and practicing
ADAB or manners whilst online. Children ought to be reminded on the importance of practicing good
values in making decisions when faced with threats and challenges while in cyberspace. The concept of
ADAB as a digital citizen has been introduced in our previous CyberSAFE in Schools programmes.
Moreover, psychological aspects in understanding self-worth, self-esteem and managing relationships
with others are also crucial. It is imperative that the younger generation knows and understands ways to
behave and respond in public. Other than that, the module should also help to made-known the relevant
laws and regulations relating to cyber security for the public to be well-informed.
The recommended specific topics are summarized and listed in the Table 10 below:
Target Groups
1.0 Primary Level 1 (Year 1 to Year 3)

Recommended Topics
1.1 Social media usage
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Target Groups

Recommended Topics
1.2 General internet safety
1.3 Digital citizenship (Basic)
Examples of content:
a. How to watch videos online safely
b. List of games that are relatively 'safe' and age-appropriate
c. How to use YouTube safely
d. How to use social networking sites safely

2.0 Primary Level 2 (Year 4 to Year 6)

2.1 Social media usage
2.2 General internet safety
2.3 Digital Citizenship (Intermediate)
2.4 Device security
2.5 Application security
2.6 Privacy protection
Examples of content:
a. Appropriate Internet usage (time spent on the Internet)
b. How to use social networking and pictures accounts safely
c. How to secure devices
d. More advanced knowledge on YouTube application
e. Suggestion on how social media can be used for learning
f. Safety settings for social media accounts
g. Importance of passwords
h. Authorities related to cyber security
i. The list of the digital citizenship

3.0 Secondary Level (Form 1 to Form 5)

3.1 Social media usage
3.2 General internet safety
3.3 Digital Citizenship (Advance)
3.4 Device security
3.5 Application security
3.6 Privacy protection
3.7 Online transactions safe practices
Examples of content:
a. Online safety and ADAB online
b. Personal Data Protection Act
c. Application of Social Media
d. How to Overcome Cyberbullying
e. Current cyber threats

4.0 Parents and Teachers
The version should be a combination of the
existing topics and parent-version

4.1 Social media usage
4.2 General internet safety
4.3 Digital Citizenship
4.4 Device security
4.5 App security
4.6 Privacy protection
4.7 Online transactions safe practices
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Target Groups

Recommended Topics
Additional topics:
4.8 Parental control guidelines and solutions (Apps and/or
web browser Add-ons/Extensions modules) such as
a. Safe browsing for kids (based on target groups)
b. Safe online transactions practices for teenagers

Table 10: Recommended Topics for CSA Module for Various Target Groups
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7.

Conclusion

Based on the findings, it is now clear that young Malaysians are well-exposed to the usage of Internet at a
very young age. The ownership of devices starts as young as 7 years old. As the students grow older they
are more inclined to utilize the Internet. It can be seen that there is a changing trend in terms of how
they use the Internet and what they use it for. Hence, there is a need to educate them on different issues
and usage at different stages. Although it is important to educate the children, it is equally important to
educate the parents too since they can be regarded as the first ‘teachers’ of children’s Internet
experience. Their activities while being online need to be monitored more frequently and closely.
Children need to be well-informed on current threats in cyberspace and they must learn to nurture their
instinct to stay safe online.
The data gathered in this study will be of use to develop a teaching and learning module for Primary and
Secondary School students in Malaysia as well as a useful guideline for parents and teachers.
The findings of this study have given some valuable insights and have added more data to the existing
knowledge on cyber security among younger generation in Malaysia. It is hope that this study will create
public interest in initiating new research areas in cyber security as well as developing other relevant
programmes to enhance the security of our future generation.
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9.

Appendices

9.1

Questionnaire Component Mapping
Primary Level 1
COMPONENT
DEMOGRAPHIC

AREA OF ENQUIRY

1)
2)

INTERNET USAGE

-

Usage time
Ways of access
Activities online

i)
ii)
i)
ii)
iii)
iv)
v)

3)

SOCIAL MEDIA
USAGE

-

Social media
accounts
Activities on
social media
Social media
safety

i)
ii)
iii)
iv)
v)
vi)
vii)

4)

PARENTAL CONTROL

-

i)
ii)
iii)

5)

GENERAL INTERNET
SAFETY

- Dealing with threat

iv)
i)
ii)

POSSIBLE QUESTIONS
Gender
Age
Do you use the Internet?
Where do you use the Internet most
frequently?
How often do you use the Internet?
What is the main device you use to access
the Internet most often?
What activities do you do when using the
Internet for?
Do you have a social media account?
What social media accounts do you have?
Who created the social media accounts for
you?
Do you use you real photo as your profile
picture
Do you watch videos on YouTube?
Do you play online games?
Have you ever spoken to someone you have
just met online?
Do you know what is a ‘password’?
Do you share your social media accounts’
password with your parents?
Do your parents sit with you when you use
the Internet?
Are you free to browse any websites?
Do you feel safe when browsing the
Internet?
Once you feel that the Internet is not a safe
place, whom do you reach out to to share
your concerns?
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Primary Level 2
1)

COMPONENT
DEMOGRAPHIC

AREA OF ENQUIRY

2)

INTERNET USAGE

-

Usage time
Ways of access

3)

SOCIAL MEDIA
USAGE

-

Social media
accounts
Activities on social
media
Social media safety

-

4)

PARENTAL
CONTROL

-

POSSIBLE QUESTIONS
iii)
Gender
iv)
Age
vi)
Do you use the Internet?
vii)
How often do you use the Internet?
viii)
What is the main device you use to access
the Internet most often?
ix)
Where do you access the Internet most
often?
x)
Does your home have an Internet line?
xi)
Do you own the following devices?
xii)
What do you use the Internet for? (Rate
the activities accordingly)
xiii)
List THREE websites you visit most
frequently
xiv)
Do you have an e-mail account?
viii)
Do you have a social media account?
ix)
What social media accounts do you have?
x)
Why do you have social media accounts?
xi)
How often do you post on your social
media accounts?
xii)
How much time do you spend on social
media daily?
xiii)
Do you set your social media account
profile as private?
xiv)
Do you use your real name or a nickname
for your social media account?
xv)
Do you use your real photo as your profile
picture for your social media account?
xvi)
Are you aware that you are able to change
your privacy setting?
xvii)
Do you know the legal age to have social
media accounts?
xviii)
Do you do these things on your social
media accounts:
- accept friend requests from strangers
- talk to people you don't know in real life
- share your current location
- share pictures
- share information you see online
v)
Do you share your e-mail password with
your parents?
vi)
Do you share your social media accounts’
password with your parents?
vii)
Does your parent check on what you do on
the Internet?
viii)
Does your parent install parental control
apps to filter unsuitable contents?
iii)
Are your parents ‘connected’ to you on
your social media accounts?
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5)

COMPONENT
Safety on the
Internet

-

AREA OF ENQUIRY
Password
Browsing safety
Dealing with threat

iv)
v)
vi)
vii)
viii)
ix)

6)

Digital Citizenship
(Perception)

-

Cyberbullying
Online gaming
Posting content
Interaction with
others
(Covers: Digital
Communication, Digital
Etiquette, Digital Law, Digital
Security)

i)
-

-

POSSIBLE QUESTIONS
Do you share your password with other
people? If yes, whom do you share it with?
Do you have different passwords for
different Internet sites?
Do you change your passwords often?
Do you do the following things when using
the Internet?
Scanning all downloaded files
Opening e-mails from strangers
Logging out from accounts when using a public
computer
Using public computers for general surfing only
Using pop-up blocker
Using in-private/incognito browsing
Entered private information about yourself
when prompted
What would you do when you feel a threat
when using the Internet?
Have you heard of the following?
Do you think the following are OK to do on
the Internet
Texting or emailing intimidating, rude or cruel
messages to people
Posting, forwarding or obtaining someone’s
personal or private information without
permission from the person
Spreading rumours or lies about someone
Deliberately exclude someone from an online
group
Talking or chatting with people in online
gaming portals
Playing games that are violent
Playing games that portray sexual nature
Giving out personal details online
Posting daily activities and whereabouts
Posted indecent photos online
Sending photos of yourself to someone you
have just known on the Internet
Open up e-mails, files, or website links from
people you don't really know
Using file-sharing sites
Watch videos online
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Secondary School

1)

COMPONENT
DEMOGRAPHIC

AREA OF ENQUIRY

2)

INTERNET USAGE

-

Usage time
Ways of access

3)

SOCIAL MEDIA
USAGE

-

Social media
accounts
Activities on social
media
Social media safety

-

4)

PARENTAL
CONTROL

-

POSSIBLE QUESTIONS
Gender
Form
Do you use the Internet?
How often do you use the Internet?
What is the main device you use to access
the Internet most often?
xviii)
Where do you access the Internet most
often?
xix)
Does your home have an Internet line?
xx)
Do you own the following devices?
xxi)
What do you use the Internet for? (Rate
the activities accordingly)
xxii)
List THREE websites you visit most
frequently
xxiii)
Do you have an e-mail account?
xix)
Do you have a social media account?
xx)
Why?
xxi)
What social media accounts do you have?
xxii)
What do you on your social media
accounts?
xxiii)
How often do you post on your social
media accounts?
xxiv)
Do you set your social media accounts
profile as private?
xxv)
Do you use your real name or a nickname
for your social media accounts?
xxvi)
Do you use your real photo as your profile
picture on your social media accounts?
xxvii)
Are you aware that you are able to change
your privacy setting?
xxviii) Do you know the legal age to have social
media accounts?
xxix)
Do you do these things on your social
media accounts:
- accept friend requests from strangers
- talk to people you don’t know in real life
- reveal your whereabouts
xxx)
Do you tend to share things on social
media without first verifying its truth?
ix)
Does your parent know your e-mail
password?
x)
Does your parent know your social media
accounts’ password?
xi)
Does your parent check what you do on
the Internet?
xii)
Are your parents’ friends with you on your
social media accounts?
v)
vi)
xv)
xvi)
xvii)
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COMPONENT

AREA OF ENQUIRY

POSSIBLE QUESTIONS
Does your parent install parental control
apps to filter unsuitable contents?
i)
Do you share your password with other
people? If yes, whom do you share it with?
ii)
Do you have different passwords for
different Internet sites?
iii)
Do you change your passwords often?
iv)
Do you do the following things when using
the Internet?
- Scanning all downloaded files
- Opening e-mails from strangers
- Logging out from accounts when using a public
computer
- Using public computers for general surfing only
- Using pop-up blocker
- Using in-private/incognito browsing
- Entered private information about yourself
when prompted
v)
What would you do when you feel a threat
when using the Internet?
vi)
Do you know of the existence of various
authorities that can help when you face
threats when using the Internet?
xiii)

5)

GENERAL INTERNET
SAFETY

-

6)

DIGITAL
CITIZENSHIP
(Perception)

-

Password
Browsing safety
Dealing with threat

Cyberbullying
Online gaming
Posting content
Interaction with
others
(Covers: Digital
Communication, Digital
Etiquette, Digital Law, Digital
Security)

ii)
-

-

Do you think the following are OK to do on
the Internet
Texting or emailing intimidating, rude or cruel
messages to people
Posting, forwarding or obtaining someone’s
personal or private information without
permission from the person
Spreading rumours or lies about someone
Deliberately exclude someone from an online
group
Talking or chatting with people in online
gaming portals
Playing games that are violent
Playing games that portray sexual nature
Giving out personal details online
Posting daily activities and whereabouts
Posted indecent photos online
Sending photos of yourself to someone you
have just known on the Internet
Open up e-mails, files, or website links from
people you don't really know
Using file-sharing sites
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Parents
1)

COMPONENT
DEMOGRAPHIC

AREA OF ENQUIRY

2)

INTERNET USAGE

-

Usage time
Ways of access

3)

SOCIAL MEDIA
USAGE

-

Social media
accounts
Activities on social
media
Social media safety

-

POSSIBLE QUESTIONS
vii)
Gender
viii)
Age
ix)
No. of age
xxiv)
Does your child use the Internet?
xxv)
Where does your child access the Internet
most frequently?
xxvi)
How often does your child use the
Internet?
xxvii)
In a week, how many hours does your child
use the Internet?
xxviii) Does your home have an Internet
connection?
xxix)
Which device does your child use to surf
the Internet?
xxx)
Does your child own his/her own devices?
xxxi)
Does your child set a password for their
device?
xxxii)
What does your child use the Internet for?
xxxiii) List THREE websites your child visits most
frequently
xxxiv) Does your child have an e-mail account?
xxxi)
Does your child have a social media
account?
xxxii)
What types of social media accounts do
you have?
xxxiii) What does your child frequently do on
their social media accounts?
xxxiv) How often does your child post on their
social media accounts?
xxxv)
How much time does your child spend on
social media daily?
xxxvi) Does your child set their social media
accounts profile as private?
xxxvii) Does your child use their real name or a
nickname for their social media accounts?
xxxviii) Does your child use their real photo as a
profile picture on their social media
accounts?
xxxix) Are you aware that you are able to change
your privacy setting?
xl)
Do you know the legal age to have social
media accounts?
xli)
Do you do these things on your social
media accounts:
- accept friend requests from strangers
- talk to people you don’t know in real life
- reveal your whereabouts
- share pictures
- share information you see online
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4)

COMPONENT
PARENTAL
CONTROL

AREA OF ENQUIRY
-

xiv)
xv)
xvi)
xvii)
xviii)

5)

GENERAL INTERNET
SAFETY

-

Password
Browsing safety
Dealing with threat

vii)
viii)
ix)
x)

6)

DIGITAL
CITIZENSHIP
(Perception)

-

Cyberbullying
Online gaming
Posting content
Interaction with
others
(Covers: Digital
Communication, Digital
Etiquette, Digital Law, Digital
Security)

iii)
-

-

POSSIBLE QUESTIONS
Does your child share their e-mail
password with you?
Does your parent know your social media
accounts’ password?
Does your parent check what you do on
the Internet?
Did you install parental control apps to
filter unsuitable contents?
Are you ‘connected’ to your child on their
social media accounts?
In general, does your child share their
password with other people?
Does your child have different passwords
for different Internet accounts?
Does your child change their passwords
often?
Do you know of the existence of various
authorities that can help when you face
threats when using the Internet?

Do you think the following are OK to do on
the Internet
Texting or emailing intimidating, rude or cruel
messages to people
Posting, forwarding or obtaining someone’s
personal or private information without
permission from the person
Spreading rumours or lies about someone
Deliberately exclude someone from an online
group
Talking or chatting with people in online
gaming portals
Playing games that are violent
Playing games that portray sexual nature
Giving out personal details online
Posting daily activities and whereabouts
Posted indecent photos online
Sending photos of yourself to someone you
have just known on the Internet
Open up e-mails, files, or website links from
people you don't really know
Using file-sharing sites
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9.2

Sampling Distribution
Primary School

STATE
WP

Total
Sample
150

Split Type
KL

Putrajaya

Labuan

Johor

400

Urban

Rural

Melaka

150

Urban

Rural

Negeri
Sembilan

200

Urban

Rural

Selangor

450

Urban

Sample
Size
90

30

30

300

100

100

50

130

70

300

Level 1
or 2
Years
1,2,3
Years
4,5,6
Years
1,2,3
Years
4,5,6
Years
1,2,3
Years
4,5,6
Years
1,2,3
Years
4,5,6
Years
1,2,3
Years
4,5,6
Years
1,2,3
Years
4,5,6
Years
1,2,3
Years
4,5,6
Years
1,2,3
Years
4,5,6
Years
1,2,3
Years
4,5,6
Years

Sample
Size
26
64
10
20
10
20
90
210
30
70
30
70
15
35
40
90
20
50
90

Gender

Sample

Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male

13
13
32
32
5
5
10
10
5
5
10
10
45
45
105
105
15
15
35
35
15
15
35
35
8
7
18
17
20
20
45
45
10
10
25
25
45
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Rural

Perak

400

Urban

Rural

Pulau
Pinang

200

Urban

Rural

Kedah

250

Urban

Rural

Perlis

50

Urban

Rural

Pahang

250

Urban

Rural

150

300

100

130

70

170

80

45

15

170

80

1,2,3
Years
4,5,6
Years
1,2,3
Years
4,5,6
Years
1,2,3
Years
4,5,6
Years
1,2,3
Years
4,5,6
Years
1,2,3
Years
4,5,6
Years
1,2,3
Years
4,5,6
Years
1,2,3
Years
4,5,6
Years
1,2,3
Years
4,5,6
Years
1,2,3
Years
4,5,6
Years
1,2,3
Years
4,5,6
Years
1,2,3
Years
4,5,6
Years
1,2,3

210
45
105
90
210
30
70
40
90
20
50
50
120
30
50
15
30
5
10
50
110
30

Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female

45
105
105
23
22
53
52
45
45
105
105
15
15
35
35
20
20
45
45
10
10
25
25
25
25
60
60
15
15
25
25
8
7
15
15
3
2
5
5
25
25
55
55
15
15
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Kelantan

200

Urban

Rural

Terengganu

200

Urban

Rural

Sabah

200

Urban

Rural

Sarawak

300

Urban

Rural

TOTAL

130

70

130

70

130

70

200

100

Years
4,5,6
Years
1,2,3
Years
4,5,6
Years
1,2,3
Years
4,5,6
Years
1,2,3
Years
4,5,6
Years
1,2,3
Years
4,5,6
Years
1,2,3
Years
4,5,6
Years
1,2,3
Years
4,5,6
Years
1,2,3
Years
4,5,6
Years
1,2,3
Years
4,5,6

50
40
90
20
50
40
90
20
50
40
90
20
50
60
140
30
70

Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female

25
25
20
20
45
45
10
10
25
25
20
20
45
45
10
10
25
25
20
20
45
45
10
10
25
25
30
30
70
70
15
15
35
35

3400
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Secondary School
STATE
WP

Total
Sample
200

Split Type
KL

Putrajaya

Labuan

Johor

450

Urban

Rural

Melaka

100

Urban

Rural

Negeri
Sembilan

150

Urban

Rural

Selangor

450

Urban

Rural

Sample
Size
120

40

40

310

140

70

30

100

50

310

140

Level
Form
1,2,3
Form
4,5
Form
1,2,3
Form
4,5
Form
1,2,3
Form
4,5
Form
1,2,3
Form
4,5
Form
1,2,3
Form
4,5
Form
1,2,3
Form
4,5
Form
1,2,3
Form
4,5
Form
1,2,3
Form
4,5
Form
1,2,3
Form
4,5
Form
1,2,3
Form
4,5
Form

Sample
Size
36
84
12
28
12
28
155
155
70
70
35
35
15
15
50
50
25
25
155
155
70

Gender

Sample

Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male

18
18
42
42
6
6
14
14
6
6
14
14
78
77
78
77
35
35
35
35
18
17
18
17
8
7
8
7
25
25
25
25
13
12
13
12
78
77
78
77
35
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Perak

350

Urban

Rural

Pulau
Pinang

200

Urban

Rural

Kedah

250

Urban

Rural

Perlis

100

Urban

Rural

Pahang

250

Urban

Rural

Kelantan

250

Urban

240

110

140

60

170

80

70

30

170

80

170

1,2,3
Form
4,5
Form
1,2,3
Form
4,5
Form
1,2,3
Form
4,5
Form
1,2,3
Form
4,5
Form
1,2,3
Form
4,5
Form
1,2,3
Form
4,5
Form
1,2,3
Form
4,5
Form
1,2,3
Form
4,5
Form
1,2,3
Form
4,5
Form
1,2,3
Form
4,5
Form
1,2,3
Form
4,5
Form
1,2,3

70
120
120
55
55
70
70
30
30
85
85
40
40
35
35
15
15
85
85
40
40
85

Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female

35
35
35
60
60
60
60
28
27
28
27
35
35
35
35
15
15
15
15
43
42
43
42
20
20
20
20
18
17
18
17
8
7
8
7
43
42
43
42
20
20
20
20
43
42
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Rural

Terengganu

200

Urban

Rural

Sabah

200

Urban

Rural

Sarawak

250

Urban

Rural

TOTAL

80

140

60

140

60

170

80

Form
4,5
Form
1,2,3
Form
4,5
Form
1,2,3
Form
4,5
Form
1,2,3
Form
4,5
Form
1,2,3
Form
4,5
Form
1,2,3
Form
4,5
Form
1,2,3
Form
4,5
Form
1,2,3
Form
4,5

85
40
40
70
70
30
30
70
70
30
30
85
85
40
40

Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female
Male
Female

43
42
20
20
20
20
35
35
35
35
15
15
15
15
35
35
35
35
15
15
15
15
43
42
43
42
20
20
20
20

3400
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Parents
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9.3

Survey Questionnaire: Primary School Level 1

UNTUK SEKOLAH RENDAH (TAHUN 1, 2 dan 3)
FOR PRIMARY SCHOOL (YEAR 1, 2 and 3)
Komponen: Demografik
Component: Demographic
Kod sekolah:
(UNTUK DIISI OLEH GURU / JURULATIH UTAMA)
1)

Jantina:
Gender:
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Lelaki
Male
Perempuan
Female

2)

Tahun:
Standard:
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
1
2
3

Komponen: Penggunaan Internet
Component: Internet Usage
3)

Selalunya, di manakah anda menggunakan Internet?
Where do you use the Internet most frequently?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Di rumah
At home
Di sekolah
At school
Di rumah saudara-mara
At a relative’s home
Di rumah kawan
At a friend’s home
Di tempat lain:
Others:

4)

Berapa kerapkah anda menggunakan Internet?
How often do you use the Internet?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Setiap hari
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Everyday
2-3 hari seminggu
2-3 days a week
Sekali seminggu
Once a week
Hujung minggu sahaja
Weekends only
5)

Peranti apakah yang anda gunakan untuk menggunakan Internet?
Which device do you use to use the Internet?
BOLEH PILIH LEBIH DARIPADA 1 JAWAPAN / MULTIPLE ANSWERS
Komputer meja
Desktop
Komputer riba
Laptop
Telefon pintar
Smartphone
Tablet/iPad
Tablet/iPad
Telefon bimbit
Mobile phone
Lain-lain:
Others:

6)

Semasa menggunakan Internet, apakah yang anda buat?
What activities do you do when using the Internet for?
BOLEH PILIH LEBIH DARIPADA 1 JAWAPAN / MULTIPLE ANSWERS
Melayari laman sesawang
Browsing web pages
Bermain permainan dalam talian
Playing games online
Bersembang dengan kawan-kawan
Chatting with friends
Berkenalan dengan kawan baru
Making new friends
Menonton video dalam talian
Watching videos online
Membuat kerja sekolah atau melakukan e-pembelajaran dalam talian
Doing school work or e-learning
Lain-lain:
Others:

7)

Siapakah yang mengajar anda menggunakan Internet?
Who taught you to use the Internet?
BOLEH PILIH LEBIH DARIPADA 1 JAWAPAN / MULTIPLE ANSWERS
Ibu bapa
Parents
Guru
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Teachers
Adik – beradik
Siblings
Kawan
Friends
Belajar sendiri
Learnt it myself
Lain-lain:
Others:
Komponen: Penggunaan Media Sosial
Component: Social Media Usage
8)

Adakah anda mempunyai akaun media sosial?
Do you have social media accounts?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
(SILA JAWAB SOALAN SETERUSNYA / GO TO THE NEXT QUESTION)
Tidak
No
(SILA PERGI KE SOALAN Q12 / PLEASE GO TO Q12)

9)

Apakah jenis akaun media sosial yang anda ada?
What types of social media accounts do you have?
BOLEH PILIH LEBIH DARIPADA 1 JAWAPAN / MULTIPLE ANSWERS
Jalinan sosial (spt. Facebook)
Social networks (e.g. Facebook)
Video (spt. YouTube)
Video (e.g. YouTube)
Dokumen (spt. Scribd)
Documents (e.g. Scribd)
Muzik (spt. Soundcloud, Spotify, Smule)
Music (e.g. Soundcloud, Spotify, Smule)
Gambar (spt. Flickr, Instagram)
Pictures (e.g. Flickr, Instagram)
Blog (spt. Blogspot, Wordpress)
Blogs (e.g. Blogspot, Wordpress)
Lain-lain:
Others:

10)

Siapakah yang membuatkan akaun media sosial untuk anda?
Who created the social media accounts for you?
BOLEH PILIH LEBIH DARIPADA 1 JAWAPAN / MULTIPLE ANSWERS
Ibu bapa
Parents
Guru
Teachers
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Adik- beradik
Siblings
Kawan
Friends
Diri sendiri
Own self
Lain-lain:
Others:
11)

Adakah anda menggunakan gambar sebenar anda sebagai gambar profil untuk akaun media
sosial anda?
Do you use your real photo as your profile picture for your social media account?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No

12)

Adakah anda menonton video dalam YouTube?
Do you watch videos on YouTube?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No

13)

Adakah anda bermain permainan video dalam talian?
Do you play online games?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
SILA NYATAKAN SATU PERMAINAN DALAM TALIAN YANG ANDA
BERMAIN DENGAN KERAP / PLEASE STATE ONE ONLINE GAME THAT
YOU PLAY REGULARLY:
Tidak
No

14)

Pernahkah anda bersembang dengan orang yang baru dikenali dalam talian?
Have you ever chatted with someone you have just met online?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No

Komponen: Kawalan Ibu bapa
Component: Parental Control
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15)

16)

Tahukah anda maksud kata laluan?
Do you know what a password is?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No
Adakah anda berkongsi kata laluan akaun media sosial anda dengan ibu bapa anda?
Do you share your social media accounts’ password with your parents?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No
Tidak mempunyai akaun media social
Do not have social media accounts

17)

Adakah ibu bapa anda bersama-sama anda semasa anda menggunakan Internet?
Do your parents sit with you when you use the Internet?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya, setiap masa
Yes, all the time
Ya, kadang-kadang
Yes, sometimes
Tidak, tidak pernah
No, never

18)

Adakah anda bebas untuk melayari apa-apa juga laman sesawang?
Are you free to browse any websites?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No

Komponen: Keselamatan Internet
Component: General Internet Safety
19)

Adakah anda berasa selamat apabila melayari Internet?
Do you feel safe when browsing the Internet?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No
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20)

Apabila anda berasa Internet tidak selamat, dengan siapakah anda berkongsi perasaan anda
itu?
Once you feel that the Internet is not a safe place, whom do you reach out to share your
concerns?
BOLEH PILIH LEBIH DARIPADA 1 JAWAPAN / MULTIPLE ANSWERS
Ibu bapa
Parents
Guru
Teachers
Adik – beradik
Siblings
Ahli keluarga yang lain
Other family members
Kawan
Friends
Pihak berkuasa
Relevant authorities
Saya tidak berbuat apa-apa
I don’t do anything
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9.4

Survey Questionnaire: Primary School Level 2

UNTUK SEKOLAH RENDAH (TAHUN 4, 5 DAN 6)
FOR PRIMARY SCHOOL (YEAR 4, 5 AND 6)
Komponen: Demografik
Component: Demographic
Kod sekolah: (utk diisi oleh guru / jurulatih utama)
1)
Jantina:
Gender:
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Lelaki
Male
Perempuan
Female
2)
Tahun:
Standard:
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
4
5
6
Komponen: Penggunaan Internet
Component: Internet Usage
3)
Di manakah anda sering menggunakan Internet?
Where do you use the Internet most frequently?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Di rumah
At home
Di sekolah
At school
Di rumah saudara-mara
At a relative’s home
Di rumah kawan
At a friend’s home
Di kafe siber
At a cybercafé
Di tempat lain:
Others:
4)
Berapa kerapkah anda menggunakan Internet?
How often do you use the Internet?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
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Setiap hari
Everyday
2-3 hari seminggu
2-3 days a week
Sekali seminggu
Once a week
Hujung minggu sahaja
Weekends only
Tidak pernah (Pergi ke bahagian seterusnya)
Never (Move on to the next section)
5)
Dalam seminggu, berapa jamkah anda menggunakan Internet?
In a week, how many hours do you use the Internet?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Kurang daripada 5 jam
Less than 5 hours
5-10 jam
5-10 hours
11-15 jam
11-15 hours
16-20 jam
16-20 hours
Lebih daripada 20 jam
More than 20 hours
6)
Adakah rumah anda mempunyai talian Internet?
Does your home have an Internet line?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No
7) Peranti apakah yang anda gunakan untuk melayari Internet?
Which device do you use to use the Internet?
BOLEH PILIH LEBIH DARIPADA 1 JAWAPAN / MULTIPLE ANSWERS
Komputer meja
Desktop
Komputer riba
Laptop
Telefon pintar
Smartphone
Tablet/iPad
Tablet/iPad
Telefon bimbit
Mobile phone
Lain-lain:
Others:
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8)
Adakah anda memiliki peranti anda sendiri dan apakah jenisnya?
Do you own your own devices?
SATU JAWAPAN UNTUK SETIAP PILIHAN / ONE ANSWER FOR EACH OPTION
YA
YES

TIDAK
NO

i

Telefon pintar
Smartphone
ii Telefon bimbit
Mobile phone
iii Tablet/iPad
Tablet/iPad
iv Komputer riba
Laptop
v Komputer meja
Desktop
9)
Apakah tujuan anda menggunakan Internet? (Pilih mengikut keutamaan dari 1 hingga 12)
What do you use the Internet for? (Choose based on importance from 1 to 12)
Melayari laman sesawang
Browsing web pages
Bermain permainan dalam talian
Playing games online
Mencari maklumat tertentu
Looking up specific information
Menggunakan aplikasi chat
Using chat/Messenger
Menggunakan media sosial untuk berhubung dengan rakan
Social networking
Menggunakan e-mel
E-mailing
Berkenalan dengan rakan baharu
Making new friends
Menonton video dalam talian
Watching videos online
Mendapatkan berita terkini
Getting latest news and information
Memuat turun video
Downloading videos online
Memuat naik video
Uploading videos online
Membuat kerja sekolah atau menggunakan platform pembelajaran
elektronik/pembelajaran dalam talian
Doing school work or e-learning
10)
Senaraikan TIGA laman web yang paling banyak/kerap anda layari
List THREE websites you visit most frequently
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a)
b)
c)
11)
Siapakah yang menunjuk ajar anda menggunakan Internet?
Who taught you to use the Internet?
BOLEH PILIH LEBIH DARIPADA 1 JAWAPAN / MULTIPLE ANSWERS
Ibu bapa
Parents
Guru
Teachers
Adik - beradik
Siblings
Rakan
Friends
Belajar sendiri
Learnt it myself
Lain-lain:
Others:
12)
Adakah anda mempunyai akaun e-mel?
Do you have an e-mail account?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No
Komponen: Penggunaan Media Sosial
Component: Social Media Usage
13)
Adakah anda mempunyai akaun media sosial?
Do you have social media accounts?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
(SILA JAWAB SOALAN SETERUSNYA / GO TO THE NEXT QUESTION)
Tidak
No
(SILA PERGI KE SOALAN Q16 / PLEASE GO TO Q16)
14)
Apakah jenis akaun media sosial yang anda ada?
What types of social media accounts do you have?
BOLEH PILIH LEBIH DARIPADA 1 JAWAPAN / MULTIPLE ANSWERS
Jalinan sosial (spt. Facebook)
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Social networks (e.g. Facebook)
Video (spt. YouTube)
Video (e.g. YouTube)
Dokumen (spt. Scribd)
Documents (e.g. Scribd)
Muzik (spt . Soundcloud, Spotify, Smule)
Music (e.g. Soundcloud, Spotify, Smule)
Gambar (spt. Flickr, Instagram)
Pictures (e.g. Flickr, Instagram)
Blog (spt. Blogspot, Wordpress)
Blogs (e.g. Blogspot, Wordpress)
Lain-lain:
Others:
15)
Mengapakah anda mempunyai akaun media sosial?
Why do you have social media accounts?
BOLEH PILIH LEBIH DARIPADA 1 JAWAPAN / MULTIPLE ANSWERS
Kerana kawan-kawan mempunyai akaun media sosial
Because my friends also have social media accounts
(SILA PERGI KE SOALAN Q17 / PLEASE GO TO Q17)
Untuk pembelajaran dalam talian
For online learning
(SILA PERGI KE SOALAN Q17 / PLEASE GO TO Q17)
Untuk berinteraksi
For interaction
(SILA PERGI KE SOALAN Q17 / PLEASE GO TO Q17)
Lain-lain:
Others:
(SILA PERGI KE SOALAN Q17 / PLEASE GO TO Q17)
16)
Mengapakah anda tidak mempunyai akaun media sosial?
Why do you not have a social media account?
BOLEH PILIH LEBIH DARIPADA 1 JAWAPAN / MULTIPLE ANSWERS
Tidak berminat
Not interested
(SILA PERGI KE SOALAN Q25 / PLEASE GO TO Q25)
Belum mencapai umur yang ditetapkan
Have not reached the stated age
(SILA PERGI KE SOALAN Q25 / PLEASE GO TO Q25)
Tidak dibenarkan oleh ibu bapa
Not allowed by my parents
(SILA PERGI KE SOALAN Q25 / PLEASE GO TO Q25)
Lain-lain:
Others:
(SILA PERGI KE SOALAN Q25 / PLEASE GO TO Q25)
17)
Apakah yang anda lakukan dalam akaun media sosial anda?
What do you do on your social media accounts?
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BOLEH PILIH LEBIH DARIPADA 1 JAWAPAN / MULTIPLE ANSWERS
Berkongsi bahan
Share materials
Berkomunikasi dengan rakan-rakan
Communicate with friends
Lain-lain:
Others:
18)
Berapa kerapkah anda melakukan pos dalam akaun media sosial anda?
How frequent do you post on your social media accounts?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Beberapa kali sehari
Few times in a day
Sekali setiap hari
Once a day
Sekali setiap 2-3 hari
Once every 2-3 days
Sekali setiap 5-6 hari
Once every 5-6 days
Seminggu sekali
Once a week
Jarang-jarang
Less often
19)
Berapa lamakah masa yang anda luangkan untuk media sosial setiap hari?
How much time do you spend on social media daily?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
1-2 jam
1-2 hours
3-4 jam
3-4 hours
5-6 jam
5-6 hours
7-8 jam
7-8 hours
Lebih daripada 9 jam
More than 9 hours
20)

Adakah anda menggunakan nama sebenar atau nama samaran untuk akaun media sosial
anda?
Do you use your real name or a nickname for your social media account?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Nama sebenar
Real name
Nama samaran
Nickname
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21)

Adakah anda menggunakan gambar sebenar anda sebagai gambar profil untuk akaun media
sosial anda?
Do you use your real photo as your profile picture for your social media account?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No
22)

Adakah anda tahu bahawa anda boleh menukar tetapan privasi untuk akaun media sosial
anda?
Are you aware that you are able to change your privacy setting for your social media accounts?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No
23)
Adakah anda tahu umur minimum untuk membuka sesuatu akaun media sosial?
Do you know what is the minimum age to have a social media account?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No
24)
Adakah anda melakukan perkara yang berikut dalam akaun media sosial anda?
Do you do these things on your social media accounts?
SATU JAWAPAN UNTUK SETIAP PILIHAN / ONE ANSWER FOR EACH OPTION
YA TIDAK
YES
NO
i
Menerima/memenuhi permintaan berkawan daripada orang
yang tidak dikenali
Accept friend requests from strangers
ii Berbual dalam talian dengan orang yang tidak dikenali dalam
alam nyata
Talk to people you don’t know in real life
iii Berkongsi lokasi semasa anda
Share your current location
iv Berkongsi gambar
Share pictures
v Berkongsi maklumat yang didapati dalam talian
Share information you see online
Komponen: Kawalan Ibu bapa
Component: Parental Control
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25)
Adakah anda berkongsi kata laluan e-mel anda dengan ibu bapa anda?
Do you share your e-mail password with your parents?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No
Tidak mempunyai akaun e-mail
Do not have an e-mail account
26)
Adakah anda berkongsi kata laluan akaun media sosial anda dengan ibu bapa anda?
Do you share your social media accounts’ password with your parents?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No
Tidak mempunyai akaun media social
Do not have social media accounts
27)
Adakah ibu bapa anda menyemak/memantau apa yang anda lakukan dalam Internet?
Does your parent check on what you do on the Internet?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No
28)

Adakah ibu bapa anda memasang /menggunakan aplikasi kawalan keibubapaan untuk
menapis bahan-bahan yang tidak sesuai?
Does your parent install parental control apps to filter unsuitable content?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No
Saya tidak tahu
I don't know
29)
Adakah ibu bapa anda ‘berhubung’ dengan anda melalui akaun media sosial anda?
Are your parents ‘connected’ to you on your social media accounts?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No
Tidak mempunyai akaun media sosial
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Do not have social media accounts
Komponen: Keselamatan Internet
Component: General Internet Safety
30)
Secara umumnya, adakah anda berkongsi kata laluan anda dengan orang lain?
In general, do you share your password with other people?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
(SILA JAWAB SOALAN SETERUSNYA / GO TO THE NEXT QUESTION)
Tidak
No
(SILA PERGI KE SOALAN Q32 / PLEASE GO TO Q32)
31)
Jika anda berkongsi kata laluan anda, dengan siapakah anda kongsikan kata laluan tersebut?
If you do share your password, with whom do you share it with?
BOLEH PILIH LEBIH DARIPADA 1 JAWAPAN / MULTIPLE ANSWERS
Ibu bapa
Parents
Ahli keluarga
Family members
Guru
Teachers
Kawan
Friends
Lain-lain:
Others:
32)
Adakah anda mempunyai kata laluan yang berbeza untuk akaun Internet yang berbeza?
Do you have different passwords for different Internet accounts?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No
Hanya ada satu akaun Internet
Only have one Internet account
33)
Adakah anda selalu menukar kata laluan anda?
Do you change your passwords often?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
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No
34)
Adakah anda melakukan perkara-perkara di bawah apabila menggunakan Internet?
Do you do the following things when using the Internet?
SATU JAWAPAN UNTUK SETIAP PILIHAN / ONE ANSWER FOR EACH OPTION
YA
YES
i
ii
iii
iv
v
vi

vii
viii

TIDAK
NO

Menetapkan had privasi mengikut keperluan
Set my privacy settings accordingly
Mengimbas semua fail yang telah dimuat turun
Scanning all my downloaded files
Membuka e-mel daripada orang yang tidak dikenali
Opening e-mails from strangers
Log keluar setiap kali selesai menggunakan komputer
awam
Logging out every time when using a public computer
Menggunakan komputer awam untuk melayari laman
sesawang secara am
Using public computers for general surfing only
Memasukkan data peribadi jika diminta untuk berbuat
demikian tanpa menyemak kesahihan laman sesawang
yang berkenaan
Entered personal information about yourself when
prompted
Mengklik dan melayari pautan iklan
Click on advertisement links
Mengemas kini pelayar web dengan versi terkini Update
browser to latest version

35)
Adakah anda berasa selamat apabila melayari Internet?
Do you feel safe when browsing the Internet?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No
36)

Apabila anda berasa Internet tidak selamat, dengan siapakah anda berkongsi perasaan anda
itu?
Once you feel that the Internet is not a safe place, whom do you reach out to to share your concerns?
BOLEH PILIH LEBIH DARIPADA 1 JAWAPAN / MULTIPLE ANSWERS
Ibu bapa
Parents
Guru
Teachers
Adik – beradik
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Siblings
Ahli keluarga lain
Other family members
Kawan
Friends
Pihak berkuasa
Relevant authorities
Saya tidak berbuat apa-apa
I don’t do anything
37)

Adakah anda tahu bahawa ada pihak berkuasa yang dapat membantu apabila anda
berhadapan dengan ancaman semasa menggunakan Internet?
Do you know of the existence of various authorities that can help when you face threats when using
the Internet?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No
38)
Pernahkan anda mendengar tentang:
Have you ever heard of the following:
SATU JAWAPAN UNTUK SETIAP PILIHAN / ONE ANSWER FOR EACH OPTION
YA
YES
i
ii
iii

TIDAK
NO

Cyber999
Talian Nur 15999
Aduan SKMM Hotline/Whatsapp/SMS

Komponen: Pengetahuan Kewargaan Digital
Component: Digital Citizenship Knowledge
39)
Adakah anda berasa selasa untuk membuat perkara yang berikut secara dalam talian?
Do you feel comfortable to do the following on the Internet?
SATU JAWAPAN UNTUK SETIAP PILIHAN / ONE ANSWER FOR EACH OPTION
YA
YES
i
ii
iii
iv

TIDAK
NO

Mempersendakan atau mengejek orang lain
Name-calling
Mengusik dengan cara yang melampau/tidak sopan Teasing
in a hurtful manner
Menghantar mesej yang tidak senonoh/kasar/tidak sopan
Sending nasty messages to others
Menyebarkan khabar angin yang tidak sopan mengenai orang
lain
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v
vi
vii
viii

ix

x
xi
xii
xiii
xiv
xv
xvi
xvii

xviii
xix

xx
xxi

Spreading nasty rumours about others
Menghantar pesanan dengan menggunakan bahasa yang
kasar kepada orang lain
Sending rude messages to others
Memuat naik atau mengirim/mengepos gambar yang
memalukan
Posting embarrassing photos
Memuat naik atau mengirim/mengepos video yang
memalukan
Posting embarrassing videos
Menghantar teks atau e-mel atau mesej yang menakutkan,
bersifat/berunsur biadap atau kejam kepada orang lain
Texting or emailing intimidating, rude or cruel messages to
people
Mengepos, menghantar atau mendapatkan data atau
maklumat peribadi seseorang tanpa kebenaran
Posting, forwarding or obtaining someone’s personal or private
information without permission from the person
Mengeluarkan orang lain secara sengaja daripada sesuatu
kumpulan dalam talian
Deliberately exclude someone from an online group
Bercakap dengan orang dalam portal permainan dalam talian
Talking or chatting with people in online gaming portals
Bermain permainan yang berunsur keganasan
Playing games that are violent
Bermain permainan yang mengandungi unsur seks Playing
games that portray sexual nature
Bermain permainan yang berunsur perjudian
Playing gambling games
Memberikan data/maklumat peribadi dalam talian
Giving out personal details online
Sentiasa memberitahu aktiviti harian dan tempat di mana
anda berada
Posting daily activities and whereabouts
Berkongsi maklumat tempat anda tinggal dan di mana anda
bersekolah
Posting information about where you live and which school you
go to
Memuat naik gambar yang berunsur lucah
Posting indecent photos online
Memberikan gambar anda kepada orang yang baru anda
kenali dalam talian
Sending photos of yourself to someone you have just known on
the Internet
Berkongsi atau menyebarkan maklumat sebelum membuat
pengesahan
Sharing information without first checking its truth
Menggunakan laman perkongsian fail
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xxii
xxiii
xxiv

Using file-sharing sites
Memuat turun cerita atau lagu daripada laman sesawang
Downloading movies/songs from websites
Memuat naik cerita atau lagu daripada laman sesawang
Uploading movies/songs from websites
Menyamar sebagai orang lain dalam talian
Imitating someone online
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9.5

Survey Questionnaire: Secondary School

UNTUK SEKOLAH MENENGAH
FOR SECONDARY SCHOOL
Komponen: Demografik
Component: Demographic
Kod Sekolah:
(utk diisi oleh guru / jurulatih utama)
1)
Jantina:
Gender:
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Lelaki
Male
Perempuan
Female
2)
Tingkatan:
Form:
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
1
2
3
4
5
6
Komponen: Penggunaan Internet
Component: Internet Usage
3)
Di manakah anda sering menggunakan Internet?
Where do you use the Internet most frequently?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Di rumah
At home
Di sekolah
At school
Di rumah saudara-mara
At a relative’s home
Di rumah kawan
At a friend’s home
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Di kafe siber
At a cybercafé
Di tempat lain:
Others:
4)
Berapa kerap anda menggunakan Internet?
How often do you use the Internet?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Setiap hari
Everyday
2-3 hari seminggu
2-3 days a week
Sekali seminggu
Once a week
Hujung minggu sahaja
Weekends only
Tidak pernah (Pergi ke bahagian seterusnya)
Never (Move on to the next section)
5)
Dalam seminggu, berapa jamkah anda menggunakan Internet?
In a week, how many hours do you use the Internet?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Kurang daripada 5 jam
Less than 5 hours
5-10 jam
5-10 hours
11-15 jam
11-15 hours
16-20 jam
16-20 hours
Lebih daripada 20 jam
More than 20 hours
6)
Adakah rumah anda mempunyai talian Internet?
Does your home have an Internet line?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No
7)
Peranti apakah yang anda gunakan untuk menggunakan Internet?
Which device do you use to use the Internet?
BOLEH PILIH LEBIH DARIPADA 1 JAWAPAN / MULTIPLE ANSWERS
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Komputer meja
Desktop
Komputer riba
Laptop
Telefon pintar
Smartphone
Tablet/iPad
Tablet/iPad
Telefon bimbit
Mobile phone
Lain-lain:
Others:
8)
Adakah anda memiliki peranti anda sendiri dan apakah jenisnya?
Do you own your own devices?
SATU JAWAPAN UNTUK SETIAP PILIHAN / ONE ANSWER FOR EACH OPTION
YA
YES
i
ii
iii
iv
v

TIDAK
NO

Telefon pintar
Smartphone
Telefon bimbit
Mobile phone
Tablet/iPad
Tablet/iPad
Komputer riba
Laptop
Komputer meja
Desktop

9)
Adakah anda menetapkan kata laluan untuk peranti anda?
Do you set a password for your device?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No
Tidak mempunyai peranti sendiri
Do not own any device
10)
Apakah tujuan anda menggunakan Internet? (Pilih mengikut keutamaan dari 1 hingga 12)
What do you use the Internet for? (Choose based on importance from 1 to 12)
Melayari laman sesawang
Browsing web pages
Bermain permainan dalam talian
Playing games online
Mencari maklumat tertentu
Looking up specific information
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Menggunakan aplikasi chat
Using chat/Messenger
Menggunakan media sosial untuk berhubung dengan rakan
Social networking
Menggunakan e-mel
E-mailing
Berkenalan dengan rakan baharu
Making new friends
Menonton video dalam talian
Watching videos online
Mendapatkan berita terkini
Getting latest news and information
Memuat turun video
Downloading videos online
Memuat naik video
Uploading videos online
Membuat kerja sekolah atau menggunakan platform pembelajaran
elektronik/pembelajaran dalam talian
Doing school work or e-learning
11)
Senaraikan TIGA laman web yang paling kerap anda layari
List THREE websites you visit most frequently
a)
b)
c)
12)
Siapakah yang menunjuk ajar anda menggunakan Internet?
Who taught you to use the Internet?
BOLEH PILIH LEBIH DARIPADA 1 JAWAPAN / MULTIPLE ANSWERS
Ibu bapa
Parents
Guru
Teachers
Adik - beradik
Siblings
Rakan
Friends
Belajar sendiri
Learnt it myself
Lain-lain:
Others:
13)
Adakah anda mempunyai akaun e-mel?
Do you have an e-mail account?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
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Yes
Tidak
No

Komponen: Penggunaan Media Sosial
Component: Social Media Usage
14)
Adakah anda mempunyai akaun media sosial?
Do you have social media accounts?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
(SILA JAWAB SOALAN SETERUSNYA / GO TO THE NEXT QUESTION)
Tidak
No
(SILA PERGI KE SOALAN Q17 / PLEASE GO TO Q17)
15)
Apakah jenis akaun media sosial yang anda ada?
What types of social media accounts do you have?
BOLEH PILIH LEBIH DARIPADA 1 JAWAPAN / MULTIPLE ANSWERS
Jalinan sosial (spt. Facebook)
Social networks (e.g. Facebook)
Video (spt. YouTube)
Video (e.g. YouTube)
Dokumen (spt. Scribd)
Documents (e.g. Scribd)
Muzik (spt . Soundcloud, Spotify, Smule)
Music (e.g. Soundcloud, Spotify, Smule)
Gambar (spt. Flickr, Instagram)
Pictures (e.g. Flickr, Instagram)
Blog (spt. Blogspot, Wordpress)
Blogs (e.g. Blogspot, Wordpress)
Lain-lain:
Others:
16)
Mengapakan anda mempunyai akaun media sosial?
Why do you have social media accounts?
BOLEH PILIH LEBIH DARIPADA 1 JAWAPAN / MULTIPLE ANSWERS
Kerana kawan-kawan mempunyai akaun media sosial
Because my friends also have social media accounts
(SILA PERGI KE SOALAN Q18 / PLEASE GO TO Q18)
Untuk pembelajaran dalam talian
For online learning
(SILA PERGI KE SOALAN Q18 / PLEASE GO TO Q18)
Page 149 of 177

NATIONAL CYBER SECURITY AWARENESS BASELINE STUDY
Final Report
Untuk berinteraksi
For interaction
(SILA PERGI KE SOALAN Q18 / PLEASE GO TO Q18)
Lain-lain:
Others:
(SILA PERGI KE SOALAN Q18 / PLEASE GO TO Q18)
17)
Mengapakah anda tidak mempunyai akaun media sosial?
Why do you not have a social media account?
BOLEH PILIH LEBIH DARIPADA 1 JAWAPAN / MULTIPLE ANSWERS
Tidak berminat
Not interested
(SILA PERGI KE SOALAN Q27 / PLEASE GO TO Q27)
Belum mencapai umur yang ditetapkan
Have not reached the stated age
(SILA PERGI KE SOALAN Q27 / PLEASE GO TO Q27)
Tidak dibenarkan oleh ibu bapa
Not allowed by my parents
(SILA PERGI KE SOALAN Q27 / PLEASE GO TO Q27)
Lain-lain:
Others:
(SILA PERGI KE SOALAN Q27 / PLEASE GO TO Q27)
18)
Apakah yang anda lakukan dalam akaun media sosial anda?
What do you do on your social media accounts?
BOLEH PILIH LEBIH DARIPADA 1 JAWAPAN / MULTIPLE ANSWERS
Berkongsi bahan
Share materials
Berkomunikasi dengan rakan-rakan
Communicate with friends
Lain-lain:
Others:
19)
Berapa kerapkah anda membuat pos di akaun media sosial anda?
How frequent do you post on your social media accounts?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Beberapa kali sehari
Few times in a day
Sekali setiap hari
Once a day
Sekali setiap 2-3 hari
Once every 2-3 days
Sekali setiap 5-6 hari
Once every 5-6 days
Seminggu sekali
Once a week
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Jarang-jarang
Less often
20)
Berapa lamakah masa yang anda luangkan untuk media sosial setiap hari?
How much time do you spend on social media daily?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
1-2 jam
1-2 hours
3-4 jam
3-4 hours
5-6 jam
5-6 hours
7-8 jam
7-8 hours
Lebih daripada 9 jam
More than 9 hours
21)
Adakah anda membuat tetapan privasi akaun media sosial anda?
Do you set your social media account profile as private?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No
22)
Adakah anda menggunakan nama sebenar atau nama samaran untuk akaun media sosial
anda?
Do you use your real name or a nickname for your social media account?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Nama sebenar
Real name
Nama samaran
Nickname
23)
Adakah anda menggunakan gambar sebenar anda sebagai gambar profil untuk akaun media
sosial anda?
Do you use your real photo as your profile picture for you social media account?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No
24)
Adakah anda tahu yang anda boleh menukar tetapan privasi untuk akaun media sosial
anda?
Are you aware that you are able to change your privacy setting for your social media accounts?
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SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No
25)
Adakah anda tahu umur minimum untuk membuka sesuatu akaun media sosial?
Do you know what is the minimum age to have a social media account?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No
26)
Adakah anda melakukan perkara berikut dalam akaun media sosial anda?
Do you do these things on your social media accounts?
SATU JAWAPAN UNTUK SETIAP PILIHAN / ONE ANSWER FOR EACH OPTION
YA
YES
i
ii
iii
iv
v

TIDAK
NO

Menerima/memenuhi permintaan berkawan daripada orang
yang tidak dikenali
Accept friend requests from strangers
Berbual dalam talian dengan orang yang tidak dikenali dalam
alam nyata
Talk to people you don’t know in real life
Berkongsi lokasi semasa anda
Share your current location
Berkongsi gambar
Share pictures
Berkongsi maklumat yang didapati dalam talian
Share information you see online

Komponen: Kawalan Ibu bapa
Component: Parental Control
27)
Adakah anda berkongsi kata laluan e-mel anda dengan ibu bapa anda?
Do you share your e-mail password with your parents?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No
Tidak mempunyai akaun e-mail
Do not have an e-mail account
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28)
Adakah anda berkongsi kata laluan akaun media sosial anda dengan ibu bapa anda?
Do you share your social media accounts’ password with your parents?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No
Tidak mempunyai akaun media social
Do not have social media accounts
29)
Adakah ibu bapa anda menyemak/memantau apa yang anda lakukan dalam Internet?
Does your parent check on what you do on the Internet?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No
30)
Adakah ibu bapa anda memasang /menggunakan aplikasi kawalan keibubapaan untuk
menapis bahan-bahan yang tidak sesuai?
Does your parent install parental control apps to filter unsuitable content?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No
Saya tidak tahu
I don't know
31)
Adakah ibu bapa anda ‘berhubung’ dengan anda melalui akaun media sosial anda?
Are your parents ‘connected’ to you on your social media accounts?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No
Tidak mempunyai akaun media sosial
Do not have social media accounts
Komponen: Keselamatan Internet
Component: General Internet Safety
32)
Secara umumnya, adakah anda berkongsi kata laluan anda dengan orang lain?
In general, do you share your password with other people?
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SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
(SILA JAWAB SOALAN SETERUSNYA / GO TO THE NEXT QUESTION)
Tidak
No
(SILA PERGI KE SOALAN Q34 / PLEASE GO TO Q34)
33)
Jika anda berkongsi kata laluan anda, dengan siapakah anda kongsikan kata laluan tersebut?
If you do share your password, with whom do you share it with?
BOLEH PILIH LEBIH DARIPADA 1 JAWAPAN / MULTIPLE ANSWERS
Ibu bapa
Parents
Ahli keluarga
Family members
Guru
Teachers
Kawan
Friends
Lain-lain:
Others:
34)
Adakah anda mempunyai kata laluan yang berbeza untuk akaun Internet yang berbeza?
Do you have different passwords for different Internet accounts?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No
Hanya ada satu akaun Internet
Only have 1 Internet account
35)
Adakah anda selalu menukar kata laluan anda?
Do you change your passwords often?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No
36)
Adakah anda melalukan perkara-perkara di bawah apabila menggunakan Internet?
Do you do the following things when using the Internet?
SATU JAWAPAN UNTUK SETIAP PILIHAN / ONE ANSWER FOR EACH OPTION
YA

TIDAK
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YES
i
ii
iii
iv
v
vi
vii

viii
ix
x

NO

Menetapkan had privasi mengikut keperluan
Set my privacy settings accordingly
Mengimbas semua fail yang telah dimuat turun
Scanning all my downloaded files
Membuka e-mel daripada orang yang tidak dikenali
Opening e-mails from strangers
Log keluar setiap kali menggunakan komputer
Logging out every time when using a public computer
Menggunakan komputer awam untuk melayari laman
sesawang secara am
Using public computers for general surfing only
Penghalang tetingkap/kotak timbul
Pop-up Blocker
Memasukkan data peribadi jika di minta untuk berbuat
demikian tanpa menyemak kesahihan laman sesawang yang
berkenaan
Entered personal information about yourself when prompted
Menekan dan melayari pautan iklan
Click on advertisement links
Membeli barang dalam talian
Purchase things online
Mengemaskini pelayar web dengan versi terkini Update
browser to latest version

37)
Adakah anda berasa selamat apabila melayari Internet?
Do you feel safe when browsing the Internet?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No
38)
Apabila anda berasa Internet tidak selamat, dengan siapakah anda berkongsi perasaan anda
itu?
Once you feel that the Internet is not a safe place, whom do you reach out to to share your concerns?
BOLEH PILIH LEBIH DARIPADA 1 JAWAPAN / MULTIPLE ANSWERS
Ibu bapa
Parents
Guru
Teachers
Adik – beradik
Siblings
Ahli keluarga lain
Other family members
Kawan
Friends
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Pihak berkuasa
Relevant authorities
Saya tidak berbuat apa-apa
I don’t do anything
39)
Adakah anda tahu ada pihak berkuasa yang boleh membantu apabila anda berhadapan
dengan ancaman semasa menggunakan Internet?
Do you know of the existence of various authorities that can help when you face threats when using
the Internet?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No
40)
Pernahkan anda mendengar tentang:
Have you ever heard of the following:
SATU JAWAPAN UNTUK SETIAP PILIHAN / ONE ANSWER FOR EACH OPTION
YA
YES
i
ii
iii

TIDAK
NO

Cyber999
Talian Nur 15999
Aduan SKMM Hotline/Whatsapp/SMS

Komponen: Pengetahuan Kewargaan Digital
Component: Digital Citizenship Knowledge
41)
Adakah anda berasa selesa untuk membuat perkara berikut di dalam talian?
Do you feel comfortable to do following on the Internet?
SATU JAWAPAN UNTUK SETIAP PILIHAN / ONE ANSWER FOR EACH OPTION
YA
YES
i
ii
iii
iv
v
vi

TIDAK
NO

Mempersendakan atau mengejek orang lain
Name-calling
Mengusik dengan cara yang melampau/tidak sopan Teasing
in a hurtful manner
Menghantar mesej yang tidak senonoh/kasar/tidak sopan
Sending nasty messages to others
Menyebarkan khabar angin yang tidak sopan mengenai orang
lain
Spreading nasty rumours about others
Menghantar pesanan dengan menggunakan bahasa yang kasar
kepada orang lain
Sending rude messages to others
Memuat naik atau mengirim/mengepos gambar yang
memalukan
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Posting embarrassing photos
Memuat naik atau mengirim/mengepos video yang
memalukan
Posting embarrassing videos
viii Menghantar teks atau e-mel atau mesej yang menakutkan,
bersifat/berunsur biadap atau kejam kepada orang lain
Texting or emailing intimidating, rude or cruel messages to
people
ix
Mengepos, menghantar atau mendapatkan data atau
maklumat peribadi seseorang tanpa kebenaran
Posting, forwarding or obtaining someone’s personal or private
information without permission from the person
x
Mengeluarkan orang lain secara sengaja daripada sesuatu
kumpulan dalam talian
Deliberately exclude someone from an online group
xi
Bercakap dengan orang dalam portal permainan dalam talian
Talking or chatting with people in online gaming portals
xii
Bermain permainan yang berunsur keganasan
Playing games that are violent
xiii Bermain permainan yang mengandungi unsur seks Playing
games that portray sexual nature
xiv
Bermain permainan yang berunsur perjudian
Playing gambling games
xv
Memberikan data/maklumat peribadi dalam talian
Giving out personal details online
xvi
Sentiasa memberitahu aktiviti harian dan tempat di mana
anda berada
Posting daily activities and whereabouts
xvii Berkongsi maklumat tempat anda tinggal dan di mana anda
bersekolah
Posting information about where you live and which school you
go to
xviii Memuat naik gambar yang berunsur lucah
Posting indecent photos online
xix
Memberikan gambar anda kepada orang yang baru anda
kenali dalam talian
Sending photos of yourself to someone you have just known on
the Internet
xx
Berkongsi atau menyebarkan maklumat sebelum membuat
pengesahan
Sharing information without first checking its truth
xxi
Memberi kredit kepada sumber asal maklumat
Give credit to original source of information
xxii Menggunakan laman perkongsian fail
Using file-sharing sites
xxiii Memuat turun cerita atau lagu daripada laman sesawang
Downloading movies/songs from websites
xxiv Memuat naik cerita atau lagu daripada laman sesawang
vii
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xxv

Uploading movies/songs from websites
Menyamar sebagai orang lain dalam talian
Imitating someone online
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9.6

Survey Questionnaire: Parents

UNTUK IBU BAPA
FOR PARENTS
Komponen: Demografik
Component: Demographic
1) Jantina:
Gender:
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Lelaki
Male
Perempuan
Female
2)

Umur:
Age:

3)

Bilangan anak:
No. of children:

4)

i) Umur anak sulung:
Age of first-born:
ii) Umur anak bongsu:
Age of last-born:

5)

Negeri:
State:

Komponen: Penggunaan Internet
Component: Internet Usage
6)
Di manakah anak anda sering mengakses Internet?
Where does your child access the Internet most frequently?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Di rumah
At home
Di sekolah
At school
Di rumah saudara-mara
At a relative’s home
Di rumah kawan
At a friend’s home
Di kafe siber
At a cybercafé
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Di tempat lain:
Others:
7)
Berapa kerapkah anak anda mengakses Internet?
How often does your child use the Internet?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Setiap hari
Everyday
2-3 hari seminggu
2-3 days a week
Sekali seminggu
Once a week
Hujung minggu sahaja
Weekends only
Tidak pernah
Never
8)
Dalam seminggu, berapa jamkah anak anda mengakses Internet?
In a week, how many hours does your child use the Internet?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Kurang daripada 5 jam
Less than 5 hours
5-10 jam
5-10 hours
11-15 jam
11-15 hours
16-20 jam
16-20 hours
Lebih daripada 20 jam
More than 20 hours
9)
Adakah rumah anda mempunyai kemudahan Internet?
Does your home have an Internet connection?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No
10)
Peranti apakah yang anak anda gunakan untuk melayari Internet?
Which device does your child use to surf the Internet?
BOLEH PILIH LEBIH DARIPADA 1 JAWAPAN / MULTIPLE ANSWERS
Komputer meja
Desktop
Komputer riba
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Laptop
Telefon pintar
Smartphone
Tablet/iPad
Tablet/iPad
Telefon bimbit
Mobile phone
Lain-lain:
Others:
11)
Adakah anak anda memiliki perantinya sendiri dan apakah jenisnya?
Does your child own his/her own devices?
SATU JAWAPAN UNTUK SETIAP PILIHAN / ONE ANSWER FOR EACH OPTION
YA
YES

TIDAK
NO

i

Telefon pintar
Smartphone
ii Telefon bimbit
Mobile phone
iii Tablet/iPad
Tablet/iPad
iv Komputer riba
Laptop
v Komputer meja
Desktop
12)
Adakah anak anda menetapkan kata laluan untuk perantinya?
Does your child set a password for their device?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No
Saya tidak tahu
I don't know
Tidak mempunyai peranti sendiri
Do not own any device
13)
Untuk apakah anak anda mengakses Internet? (Pilih mengikut keutamaan dari 1 hingga 12)
What does your child use the Internet for? (Choose based on importance from 1 to 12)
Melayari laman sesawang
Browsing web pages
Bermain permainan dalam talian
Playing games online
Mencari maklumat tertentu
Looking up specific information
Menggunakan aplikasi chat
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Using chat/messenger application
Menggunakan media sosial untuk berhubung dengan rakan
Social networking
Menggunakan e-mel
E-mailing
Berkenalan dengan rakan baru
Making new friends
Menonton video dalam talian
Watching videos online
Mendapatkan berita terkini
Getting latest news and information
Memuat turun video
Downloading videos online
Memuat naik video
Uploading videos online
Membuat kerja sekolah atau menggunakan platform pembelajaran
elektronik/pembelajaran dalam talian
Doing school work or e-learning
14)
Senaraikan TIGA laman web yang paling kerap anak anda layari.
List THREE websites your child visits most frequently.
a)
b)
c)
15)
Siapakah yang menunjuk ajar anak anda menggunakan Internet?
Who taught your child to use the Internet?
BOLEH PILIH LEBIH DARIPADA 1 JAWAPAN / MULTIPLE ANSWERS
Ibu bapa
Parents
Guru
Teachers
Adik - beradik
Siblings
Rakan
Friends
Belajar sendiri
Learnt it themself
Lain-lain:
Others:
16)
Adakah anak anda mempunyai akaun e-mel?
Does your child have an e-mail account?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
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Tidak
No
Saya tidak tahu
I don’t know
Komponen: Penggunaan Media Sosial
Component: Social Media Usage
17)
Adakah anak anda mempunyai akaun media sosial?
Does your child have social media accounts?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
(SILA JAWAB SOALAN SETERUSNYA / GO TO THE NEXT QUESTION)
Tidak
No
(SILA PERGI KE SOALAN Q28 / PLEASE GO TO Q28)
18)
Apakah jenis akaun media sosial yang anak anda ada?
What types of social media accounts does your child have?
BOLEH PILIH LEBIH DARIPADA 1 JAWAPAN / MULTIPLE ANSWERS
Jalinan sosial (spt. Facebook)
Social networks (e.g. Facebook)
Video (spt. YouTube)
Video (e.g. YouTube)
Dokumen (spt. Scribd)
Documents (e.g. Scribd)
Muzik (spt . Soundcloud, Spotify, Smule)
Music (e.g. Soundcloud, Spotify, Smule)
Gambar (spt. Flickr, Instagram)
Pictures (e.g. Flickr, Instagram)
Blog (spt. Blogspot, Wordpress)
Blogs (e.g. Blogspot, Wordpress)
Lain-lain:
Others:
19)
Apakah yang anak anda lakukan melalui akaun media sosialnya?
What does your child frequently do on their social media accounts?
BOLEH PILIH LEBIH DARIPADA 1 JAWAPAN / MULTIPLE ANSWERS
Berkongsi bahan
Share materials
Berkomunikasi dengan rakan-rakan
Communicate with friends
Lain-lain:
Others:
Saya tidak tahu
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I don’t know
20)
Berapa kerapkah anak anda membuat pos dalam akaun media sosialnya?
How frequent does your child post on their social media accounts?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Beberapa kali sehari
Few times in a day
Sekali setiap hari
Once a day
Sekali setiap 2-3 hari
Once every 2-3 days
Sekali setiap 5-6 hari
Once every 5-6 days
Seminggu sekali
Once a week
Jarang-jarang
Less often
Saya tidak tahu
I don’t know
21)
Berapa lamakah masa yang anak anda luangkan untuk media sosial setiap hari?
How much time does your child spend on social media daily?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
1-2 jam
1-2 hours
3-4 jam
3-4 hours
5-6 jam
5-6 hours
7-8 jam
7-8 hours
Lebih daripada 9 jam
More than 9 hours
Saya tidak tahu
I don’t know
22)
Adakah anak anda membuat tetapan had privasi akaun media sosialnya?
Does your child set their social media account profile as private?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No
Saya tidak tahu
I don’t know

Page 164 of 177

NATIONAL CYBER SECURITY AWARENESS BASELINE STUDY
Final Report
23)

Adakah anak anda menggunakan nama sebenar atau nama samaran untuk akaun media
sosialnya?
Does your child use their real name or a nickname for their social media account?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Nama sebenar
Real name
Nama samaran
Nickname
Saya tidak tahu
I don’t know
24)

Adakah anak anda menggunakan gambar sebenarnya sebagai gambar profil untuk akaun
media sosialnya?
Does your child use their real photo as their profile picture for their social media account?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No
Saya tidak tahu
I don’t know
25)

Adakah anda tahu bahawa anda boleh menukar tetapan privasi untuk akaun media sosial
anda?
Are you aware that you are able to change your privacy setting for your social media accounts?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No
26)
Adakah anda tahu umur minimum untuk membuka sesuatu akaun media sosial?
Do you know what is the minimum age to have a social media account?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No
27)
Adakah anda melakukan perkara yang berikut dalam akaun media sosial anda?
Do you do these things on your social media accounts?
SATU JAWAPAN UNTUK SETIAP PILIHAN / ONE ANSWER FOR EACH OPTION
YA
YES
i

TIDAK
NO

Menerima/memenuhi permintaan berkawan daripada orang
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ii
iii
iv
v
vi

yang tidak dikenali
Accept friend requests from strangers
Berbual dalam talian dengan orang yang tidak dikenali dalam
alam nyata
Talk to people you don’t know in real life
Berkongsi lokasi semasa anda
Share your current location
Berkongsi gambar
Share pictures
Berkongsi maklumat yang didapati dalam talian
Share information you see online
Tidak mempunyai akaun media sosial
Do not have social media accounts

Komponen: Kawalan Ibu bapa
Component: Parental Control
28)
Adakah anak anda berkongsi kata laluan e-melnya dengan anda?
Does your child share their e-mail password with you?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No
Tidak mempunyai akaun e-mail
Do not have an e-mail account
29)
Adakah anak anda berkongsi kata laluan akaun media sosialnya dengan anda?
Does your child share their social media accounts’ password with you?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No
Tidak mempunyai akaun media social
Do not have social media accounts
30)

Adakah anda memeriksa/memantau apa yang dilakukan oleh anak anda apabila
menggunakan Internet?
Do you check on what your child does on the Internet?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No

Page 166 of 177

NATIONAL CYBER SECURITY AWARENESS BASELINE STUDY
Final Report
31)

Adakah anda memasang/menggunakan aplikasi kawalan keibubapaan untuk menapis
bahan-bahan yang tidak sesuai?
Did you install parental control apps to filter unsuitable content?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No
32)
Adakah anda ‘berhubung’ dengan anak anda melalui akaun media sosialnya?
Are you ‘connected’ to your child on their social media accounts?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No
Anak tidak mempunyai akaun media sosial
My child does not have social media accounts
Komponen: Keselamatan Internet
Component: General Internet Safety
33)
Secara umumnya, adakah anak anda berkongsi kata laluannya dengan orang lain?
In general, does your child share their password with other people?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No
Tidak tahu
I don't know
34)

Adakah anak anda mempunyai kata laluan yang berbeza untuk akaun Internet yang
berbeza?
Does your child have different passwords for different Internet accounts?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No
Saya tidak tahu
I don't know
Hanya ada satu akaun Internet
Only have one Internet account
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35)
Adakah anak anda sering menukar kata laluannya?
Does your child change their passwords often?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No
Tidak tahu
I don't know
36)

Adakah anda tahu bahawa ada saluran aduan pihak berkuasa yang dapat membantu apabila
anda berhadapan dengan ancaman semasa menggunakan Internet?
Do you know of the existence of various authorities that can help when you face threats when using
the Internet?
SATU PILIHAN JAWAPAN SAHAJA / ONE ANSWER ONLY
Ya
Yes
Tidak
No
37)
Pernahkan anda mendengar tentang:
Have you ever heard of the following:
SATU JAWAPAN UNTUK SETIAP PILIHAN / ONE ANSWER FOR EACH OPTION
YA
YES
i
ii
iii

TIDAK
NO

Cyber999
Talian Nur 15999
Aduan SKMM Hotline/Whatsapp/SMS

Komponen: Pengetahuan Kewargaan Digital
Component: Digital Citizenship Knowledge
38)
Adakah anda berasa selesa untuk melakukan perkara berikut secara dalam talian?
Do you feel comfortable to do following on the Internet?
SATU JAWAPAN UNTUK SETIAP PILIHAN / ONE ANSWER FOR EACH OPTION
YA
YES
i
ii
iii
iv

TIDAK
NO

Mempersendakan atau mengejek orang lain
Name-calling
Mengusik dengan cara yang melampau/tidak sopan Teasing
in a hurtful manner
Menghantar mesej yang tidak senonoh/kasar/tidak sopan
Sending nasty messages to others
Menyebarkan khabar angin yang tidak sopan mengenai orang
lain
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Spreading nasty rumours about others
Menghantar pesanan dengan menggunakan bahasa yang kasar
kepada orang lain
Sending rude messages to others
vi
Memuat naik atau mengirim/mengepos gambar yang
memalukan
Posting embarrassing photos
vii
Memuat naik atau mengirim/mengepos video yang
memalukan
Posting embarrassing videos
viii Menghantar teks atau e-mel atau mesej yang menakutkan,
bersifat/berunsur biadap atau kejam kepada orang lain
Texting or emailing intimidating, rude or cruel messages to
people
ix
Mengepos, menghantar atau mendapatkan data atau
maklumat peribadi seseorang tanpa kebenaran
Posting, forwarding or obtaining someone’s personal or private
information without permission from the person
x
Mengeluarkan orang lain secara sengaja daripada sesuatu
kumpulan dalam talian
Deliberately exclude someone from an online group
xi
Bercakap dengan orang dalam portal permainan dalam talian
Talking or chatting with people in online gaming portals
xii
Bermain permainan yang berunsur keganasan
Playing games that are violent
xiii Bermain permainan yang mengandungi unsur seks Playing
games that portray sexual nature
xiv
Bermain permainan yang berunsur perjudian
Playing gambling games
xv
Memberikan data/maklumat peribadi dalam talian
Giving out personal details online
xvi
Sentiasa memberitahu aktiviti harian dan tempat di mana
anda berada
Posting daily activities and whereabouts
xvii Berkongsi maklumat tempat anda tinggal
Posting information about where you live
xviii Memuat naik gambar yang berunsur lucah
Posting indecent photos online
xix
Memberikan gambar anda kepada orang yang baru anda
kenali dalam talian
Sending photos of yourself to someone you have just known on
the Internet
xx
Berkongsi atau menyebarkan maklumat sebelum membuat
pengesahan
Sharing information without first checking its truth
xxi
Memberi kredit kepada sumber asal maklumat
Give credit to original source of information
xxii Menggunakan laman perkongsian fail
v
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Using file-sharing sites
xxiii Memuat turun cerita atau lagu daripada laman sesawang
Downloading movies/songs from websites
xxiv Memuat naik cerita atau lagu daripada laman sesawang
Uploading movies/songs from websites
xxv Menyamar sebagai orang lain dalam talian
Imitating someone online
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9.7

Glossary for Survey Questionnaire

INTERNET

MEDIA SOSIAL

PERANTI

PELAYAR WEB

MEMUAT TURUN

Rangkaian komputer antarabangsa yang membolehkan
pengguna komputer di seluruh dunia berhubung antara satu
sama lain dan mencapai maklumat pangkalan data dari
seluruh dunia.
Sumber:
http://prpm.dbp.gov.my/Search.aspx?k=internet
Saluran komunikasi yang digunakan atas talian (internet)
yang membolehkan para pengguna menyertai, berkongsi,
serta menyumbang isi kandungan di blog, rangkaian sosial,
wiki, forum dan lain-lain. Blog, rangkaian sosial dan wiki
merupakan bentuk media sosial yang paling umum
digunakan dalam internet yang membolehkan pengguna
berhubung antara satu sama lain.
Sumber:
i) https://ms.wikipedia.org/wiki/Media_sosial
ii)http://prpm.dbp.gov.my/Search.aspx?k=media+elektronik

Alat yang digunakan untuk melayari internet seperti telefon
pintar, tablet, komputer peribadi.

Pelayar web ditakrifkan sebagai program aplikasi yang
digunakan untuk melihat, dan berinteraksi dengan maklumat
pada World Wide Web. Ia menggunakan HTTP (Protokol
Pemindahan hiperteks) untuk menghantar permintaan
kepada pelayan web di seluruh Internet bagi pihak
pengguna. Kebanyakan pelayar web menyokong teks, grafik
dan audio. Pelayar web yang paling biasa digunakan adalah
Internet Explorer, Mozilla Firefox dan Opera.
Sumber: http://www.internetdict.com/ms/answers/what-isthe-definition-of-a-web-browser.html
Tindakan memindahkan fail atau data dari komputer pusat
ke komputer pengguna melalui talian rangkaian.
Sumber: http://prpm.dbp.gov.my/Search.aspx?k=muat+turun

MEMUAT NAIK

Tindakan memindahkan fail atau data dari komputer
pengguna ke komputer pusat melalui talian rangkaian.
Sumber: http://prpm.dbp.gov.my/Search.aspx?k=muat+naik
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TETAPAN PRIVASI

Kemudahan yang disediakan dalam aplikasi (cth: media
sosial) tertentu yang membolehkan pengguna menguruskan
atau melaraskan tahap kerahsiaan data peribadinya dari
dilihat atau diperolehi oleh pengguna/pihak lain
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9.8

Guide Sheet for Primary School Level 1
PANDUAN MENJAWAB SOAL SELIDIK
CYBER SECURITY AWARENESS BASELINE
UNTUK SEKOLAH RENDAH (TAHAP 1)

(UNTUK DIBACAKAN OLEH GURU BERTUGAS SEBELUM MEMULAKAN SESI)
Skrip pengenalan:
“Soal selidik yang akan dijawab adalah tentang penggunaan Internet dalam kalangan pelajar
sekolah. Murid-murid diminta untuk menjawab setiap soalan yang diberikan dengan jujur. Muridmurid tidak perlu risau kerana soal selidik ini bukan sejenis peperiksaan dan tiada jawapan yang
betul atau pun salah. Jawapan yang murid-murid berikan akan dilihat secara keseluruhan, pihak
kami tidak akan melihat jawapan murid-murid satu persatu. Murid-murid boleh baca setiap soalan
dengan sendiri dan jawab setiap soalan dengan jujur. Sekiranya ada soalan yang tidak difahami,
murid-murid boleh bertanya kepada guru yang bertugas. Soal selidik ini hanya akan mengambil
masa lebih kurang 10-15 minit”.
Skrip penutup:
“Terima kasih kerana telah menjawab soal selidik tadi dengan baik”.
UNTUK PERHATIAN GURU BERTUGAS
Panduan Penggunaan Survey Monkey
i)
Elakkan penggunaan ‘back’ button di web pelayar kerana ini akan menyebabkan
kehilangan data/soalan yang telah dijawab.
ii)
Gunakan ‘Back’ button untuk pergi semula ke laman yang telah dijawab.
iii)
Gunakan ‘Next’ button untuk pergi ke laman yang seterusnya.
iv)
Pastikan murid klik ‘Done’ button setelah selesai menjawab semua soalan bagi
memastikan semua piihan jawapan disimpan oleh sistem soal selidik itu.
BANTUAN UNTUK SOALAN
Soalan 19:
Adakah anda berasa selamat apabila melayari Internet?
Do you feel safe when browsing the Internet?
Penerangan: Semasa murid-murid menggunakan Internet, adakah murid-murid berasa yang
menggunakan Internet itu adalah satu aktiviti selamat yang tidak akan menyebabkan masalah
ataupun tidak akan ada perkara yang negatif tentang penggunaan Internet.
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9.9

Guide Sheet for Primary School Level 2
PANDUAN MENJAWAB SOAL SELIDIK
CYBER SECURITY AWARENESS BASELINE
UNTUK SEKOLAH RENDAH (TAHAP 2)

(UNTUK DIBACAKAN OLEH GURU BERTUGAS SEBELUM MEMULAKAN SESI)
Skrip pengenalan:
“Soal selidik yang akan dijawab adalah tentang penggunaan Internet dalam kalangan pelajar
sekolah. Murid-murid diminta untuk menjawab setiap soalan yang diberikan dengan jujur. Muridmurid tidak perlu risau kerana soal selidik ini bukan sejenis peperiksaan dan tiada jawapan yang
betul atau pun salah. Jawapan yang murid-murid berikan akan dilihat secara keseluruhan, pihak
kami tidak akan melihat jawapan murid-murid satu persatu. Murid-murid boleh baca setiap soalan
dengan sendiri dan jawab setiap soalan dengan jujur. Sekiranya ada soalan yang tidak difahami,
murid-murid boleh bertanya kepada guru yang bertugas. Soal selidik ini hanya akan mengambil
masa lebih kurang 20-25 minit”.
Skrip penutup:
“Terima kasih kerana telah menjawab soal selidik tadi dengan baik”.
UNTUK PERHATIAN GURU BERTUGAS
Panduan Penggunaan Survey Monkey
i)
Elakkan penggunaan ‘back’ button di web pelayar kerana ini akan menyebabkan
kehilangan data/soalan yang telah dijawab.
ii)
Gunakan ‘Back’ button untuk pergi semula ke laman yang telah dijawab.
iii)
Gunakan ‘Next’ button untuk pergi ke laman yang seterusnya.
iv)
Pastikan murid klik ‘Done’ button setelah selesai menjawab semua soalan bagi
memastikan semua piihan jawapan disimpan oleh sistem soal selidik itu.
BANTUAN UNTUK SOALAN
Soalan 9:
Apakah tujuan anda menggunakan Internet? (Pilih mengikut keutamaan dari 1 hingga 12)
What do you use the Internet for? (Choose based on importance from 1 to 12)
Sila minta pelajar untuk klik dan seret pilihan jawapan sehingga ianya menggambarkan tujuan
mereka menggunakan Internet dengan pilihan yang paling atas sebagai tujuan utama mereka dan
seterusnya.
Soalan 22:
Adakah anda tahu bahawa anda boleh menukar tetapan privasi untuk akaun media sosial anda?
Are you aware that you are able to change your privacy setting for your social media accounts?
Penerangan: Untuk akaun sosial media murid-murid, adakah murid-murid tahu yang murid-murid
boleh menetapkan setting di mana hanya orang yang dibenarkan sahaja akan boleh melihat profil
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akaun media sosial murid-murid. Sesiapa yang bukan ‘kawan/friends’ atau ‘pengikut/followers’
tidak akan boleh melihat profil akaun media sosial murid-murid.
Soalan 35:
Adakah anda berasa selamat apabila melayari Internet?
Do you feel safe when browsing the Internet?
Penerangan: Semasa murid-murid menggunakan Internet, adakah murid-murid berasa yang
menggunakan Internet itu adalah satu aktiviti selamat yang tidak akan menyebabkan masalah
ataupun tidak akan ada perkara yang negatif tentang penggunaan Internet.
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9.10

Guide Sheet for Secondary School
PANDUAN MENJAWAB SOAL SELIDIK
CYBER SECURITY AWARENESS BASELINE
UNTUK SEKOLAH MENENGAH

(UNTUK DIBACAKAN OLEH GURU BERTUGAS SEBELUM MEMULAKAN SESI)
Skrip pengenalan:
“Soal selidik yang akan dijawab adalah tentang penggunaan Internet dalam kalangan pelajar
sekolah. Pelajar diminta untuk menjawab setiap soalan yang diberikan dengan jujur. Pelajar tidak
perlu risau kerana soal selidik ini bukan sejenis peperiksaan dan tiada jawapan yang betul atau pun
salah. Jawapan yang diberikan akan dilihat secara keseluruhan, pihak kami tidak akan melihat
jawapan pelajar satu persatu. Pelajar boleh baca setiap soalan dengan sendiri dan jawab setiap
soalan dengan jujur. Sekiranya ada soalan yang tidak difahami, pelajar boleh bertanya kepada guru
yang bertugas. Soal selidik ini hanya akan mengambil masa lebih kurang 15 - 20 minit”.
Skrip penutup:
“Terima kasih kerana telah menjawab soal selidik tadi dengan baik”.
UNTUK PERHATIAN GURU BERTUGAS
Panduan Penggunaan Survey Monkey
i)
Elakkan penggunaan ‘back’ button di web pelayar kerana ini akan menyebabkan
kehilangan data/soalan yang telah dijawab.
ii)
Gunakan ‘Back’ button untuk pergi semula ke laman yang telah dijawab.
iii)
Gunakan ‘Next’ button untuk pergi ke laman yang seterusnya.
iv)
Pastikan murid klik ‘Done’ button setelah selesai menjawab semua soalan bagi
memastikan semua piihan jawapan disimpan oleh sistem soal selidik itu.
BANTUAN UNTUK SOALAN
Soalan 10:
Apakah tujuan anda menggunakan Internet? (Pilih mengikut keutamaan dari 1 hingga 12)
What do you use the Internet for? (Choose based on importance from 1 to 12)
Sila minta pelajar untuk klik dan seret pilihan jawapan sehingga ianya menggambarkan tujuan
mereka menggunakan Internet dengan pilihan yang paling atas sebagai tujuan utama mereka dan
seterusnya.
Soalan 21:
Adakah anda membuat tetapan privasi akaun media sosial anda?
Do you set your social media account profile as private?
Penerangan: Untuk akaun sosial media pelajar, adakah pelajar telah menetapkan setting di mana
hanya orang yang dibenarkan sahaja akan boleh melihat profil akaun media sosial pelajar. Sesiapa
yang bukan ‘kawan/friends’ atau ‘pengikut/followers’ tidak akan boleh melihat profil akaun media
sosial pelajar.
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Soalan 37:
Adakah anda berasa selamat apabila melayari Internet?
Do you feel safe when browsing the Internet?
Penerangan: Semasa murid-murid menggunakan Internet, adakah murid-murid berasa yang
menggunakan Internet itu adalah satu aktiviti selamat yang tidak akan menyebabkan masalah
ataupun tidak akan ada perkara yang negatif tentang penggunaan Internet.
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