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DIGITAL CRIMINALITY
Convergent trends in cyber and financial crime
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RISKS IN CYBER SPACE

~ir target data breach — Kreb % %}

L o C' [ krebsonsecurity.com/tag f DEC 2013
18 Sources: Target Investigating Data Initial disclosure

Jan 2014 .

<« C' [ krebsonsecurity.com/t ch/ C
' 10 Target: Names, Emalls Phone Numbers Full extent revealed Y

Black Priday.' on : tﬂfgét;tﬂ — s o o Fe b 20 14

krebsonsecurity.com/

=ir target data breach — Kre

- Nationwide . . .
’ pante B o e 12 Email Attack on Vendor Set Up Breach at b Supply chain link &
for up tolie a
: Targe WP Target CEO resigns after 1 x ’
‘ . he dise L C' | [ www.washingtonpost.com/business/economy/target-ceo-resigns-after-mass S.¢ May 2014
: The breach at'l H

origina o ool Target CEO resigns after massive data breach Ia rget CEO resigns

Jrigina 6 “ #

Accordinge| A5 Pa na = " t ‘

issuers, the| ¢

months befol€ Target’s president@ne CEO resigns in

SN wake of breach (129) postCtv

' Video: Target's massive data breach has no s Y Gregg Steinhafel has resigned

CH T .

Copyright © 2014 BAE Systems. All Rights Reserved.

BAE Systems is a trade mark of BAE Systems plc




Applied Intelligence

INSPIRED WORK

EVOLUTION OF FRAUD ATTACK METHODOLOGIES

Cyber Attack + Fraud
Phishing
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Definitions

lllegal or
damaging acts in cyber-space
(eg “hacking”, DDoS,
information theft)

Crimes facilitated or enhanced
through use of cyber-space

: Organised
criminals who specialise in
stealing money using cyber
techniques
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Definition

Method

Threat
Actor Goal

THE ROLE OF CYBER IN ENABLING FRAUD

Fraud Challenge

Fraud attacks are attacks
against a business process

Criminals seek to create or
manipulate transactions.

Financial Gain

Cyber Challenge

Cyber attacks are against
information technology
infrastructure

Criminals seek to steal
data or control/disrupt
systems.

Information Theft
System Manipulation
Economic Espionage

Denial of Service
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Understanding threat intelligence
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UNDERSTANDING THREAT INTELLIGENCE

THREAT DATA THREAT CONTEXT

* Malware signatures \  * Targets (sector / region)

* |IOCs/IOAs » Motivation / Persistence

* Domain bl.ackl'lsts THREAT - Too_Is/Tactlcs(_Pr_ocedures
* |IP reputation lists « Attribution / Affiliation

» Security mailing lists INTELLIGENCE | . Socio-political context

* RSS feeds * Business impacts

* Open-source reports « Suggested mitigations

Y ; <«

BUSINESS FOCUSED RISK LANGUAGE
TECHNOLOGY FOCUSED RISK LANGUAGE
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DRIVES THE BUILDING OF INTELLIGENCE MODELS

Investigators

Malware

Infrastructure

Researchers
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SIX STEPS TO INTELLIGENCE-LED SECURITY

PERFORM THREAT ASSESSMENT

DETERMINE INTELLIGENCE REQUIREMENTS

BUILD COLLECTION SOURCES ’

R

FE— ] i I

OPERATIONALIZE THREAT INTELLIGENCE

INTRODUCE SECURITY ANALYTICS

] ’ ] - i e

GAIN SITUATIONAL AWARENESS |
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Shylock Case Study
Use of threat intelligence to counter digital crime
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SHYLOCK — A CYBER CRIMINAL INTELLIGENCE PROBLEM

Criminal Group
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SHYLOCK FINANCIAL CRIME OPERATION

at over 50K machines compromised

victimisation, but with a for UK, US, and Italy
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HOW IT WORKS — COMPROMISING THE VICTIM
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HOW IT WORKS — MALWARE AUTOMATION
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HOW IT WORKS - BANKING WEBSITE MODIFICATION
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FINDING THE C2 INFRASTRUCTURE
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LINKS TO MULE RECRUITMENT
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PUTTING IT ALL TOGETHER

SHYLOCK.

BANKING MALWARE.
EVOLUTION OR REVOLUTION?

Applied Intelligence BAE SYSTEMS

INSPIRED WORK

Copyright © 2014 BAE Systems. All Rights Reserved.
BAE Systems is a trade mark of BAE Systems plc

21



Applied Intelligence

INSPIRED WORK

THE SHYLOCK TAKEDOWN = INTELLIGENCE INTO ACTION

Banking Users
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Making threat intelligence work
Turning people, process and technology into action
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FORMS OF THREAT INTELLIGENCE

INCREASING VOLUME, DETAIL AND URGENCY

_Tactical Intelligence Operational Intelligence Strategic intelligence

b
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Immediate Emerging Knowledge Investment Horizon
Trend analysis
threat threats of threats decisions scanning

SECURITY SECURITY
OPERATIONS MANAGEMENT

»
» <«

CORPORATE
STRATEGY

AND RISK

MONITORING

DIFFERENCES IN LANGUAGE AND PERSPECTIVE
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MAKING THREAT INTELLIGENCE WORK - PEOPLE

SECURITY
OPERATIONS
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MAKING THREAT INTELLIGENCE WORK - ACTION

APPLICATION OF THREAT INTELLIGENCE

PAST PRESENT FUTURE

Exposure Testing Current Investigations Sensor Enrichment

Apply the threat details to Apply the threat details to Apply the threat details to
historical log data, and even current alarms and incidents in monitoring infrastructure —to
closed alerts and incidents —to the queue or under investigation begin monitoring for and
easily identify previously —to immediately alert operators preventing new instances of the
unknown exposures to the threat and analysts to the active threat identified threat activity

Copyright © 2014 BAE Systems. All Rights Reserved.

BAE Systems is a trade mark of BAE Systems plc 26



Applied Intelligence
...IN A SECURITY OPERATIONS ENVIRONMENT

THREAT o— Information sharing with
trusted partners
INTELLIGENC
Centrally managed threat

intelligence repository Inrggr?itt?)rrisnzesﬁlgeerg Sto

— RAW DATA — &> INVESTIGATI

Contextual information
available to SOC analysts

Ingest of structure and
unstructured feeds

SECURITY . Integrated threat models for
ANALYTIC security analytics research
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