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Who are the bad guys??




Category

1. Organized crime gang

2. State sponsored
— Patriotism

3. Hacktivism
4. Disgruntled staff / ex-contractor
5. Ex-BF/GF/H/W



Famous Cybercriminal

D U.S. Departenent of Justice
United States Marshals Seavice

WANTED

BY U.S. MARSHALS

NOTICE TO ARRESTING AGENCY: 3efore arrest, validate warmand through Naticasl Ceisse kaformation Centet (NCIC),
Usited States Manhals Savice NCIC eatry aundes:  (NIC/, »

NAME: svescssatnaernassesss MITNICK, KEVIN DAVID

AXS(S): vvanvnnvnssnnsney e MITRIK, KEVIN DAVID
MERRILL, BRIAN ALLEX

DESCRIFTION:
Race:onnas cessense VHITE

sennenas VAN KUYS, CALIPOSNIA

core BLUE
e

Scars, Macks, THIOS: « « o e o+ » o KONE KHOWX

Saclal Seeurtty Numdes (1) , 1, ..+ . 550-39-3695

NCIC Fingergeiat Clatsficaton: , , ,DOPNZOPH13DIPKI9FM09

ADDRESS AND LOCALE: KNOWN TO RESIDE IX YHE SAR FERRANDO VALLEY AREA OF CALIFORRIA AND
LAS VEGAS, REVADA

WANTED FOR: VIOLATION OF SUPERVISED RELEASE

ORIGINAL CHARGES: Essios URAUTBORIZED DEVICE; CONPUTER FRAUD
Wacrios tsroed: - CEFTRAL DISTRICE OF CALLTORRIA . DoV o8
Wernat Nesbar: 9312-1112-0154-C

DATE WARRANT ISSUED. NOVEMSER 10, 1992

MISCELLANEOUS INFORMATION: SUBJECT SUFFERS FROM A WEICHT PROZLEM AXD MAY RAVE EXPERIENCED
WEIGHT CGAIR OX WEIGHT LOSS
VEHICLE/TAG INFORMATION:  RONE XNOWN  OFTZY USES PUBLIC TRANSPORTATION

M arrestad or whecsaboats kaown, nolify the Jocal Usited Stxtes Marshalt Olfiow, (Tedephont: 213-8494=2485 ).
umm,emwummwwmc«uhm
" 102: (24 hows teleph ) NLETS aceens code is VA
(20013360102 @ Form USH 132
PRI0K EDETIONS AP OSSOLETE AND NOT TO B USED Oov. NI

November 1992




Famous Cybercriminal

Oleg Nikolaenko aka “King of SPAM”
Estimated 1/3 worldwide SPAM

Mega-D botnet with 500k “zombies”

10 billion e-mails per day!

VIAGRA -~ CIALIS

100mg x 30 pills 20mg x 30 pills

only $139. 00 only $139.00
(WHEN)\YOU/ 36.HOURS
NEED]IT, ERECTION
OWER

WISH TO BUY2 GO TO WWW.PILLS10.COM



Malaysia

[ asia.marsh.com/Portals/59/Documents/Cybercrime%20in%20Asia%20A%20Changing%20Regulatory%20Environment.pdf

MALAYSIA

Cybercrime statistics

® In the first six months of 2013,
losses due to lapses in cyber
security and online fraud were in
the region of RM1 billion.

m Cybercrime recently surpassed
drug trafficking as the most
lucrative type of crime. In addition,
70% of commercial crime cases are
now categorized as cybercrime
Cases.

® Several dozen Nigerian nationals
were arrested in a series of raids in
December 2013 for cybercrimes,
such as online fraud and scams.

m Types of cybercrimes in Malaysia
consist of (in order of frequency)
fraud, security breaches, spam,
and virus attacks.

Government &

regulatory responses

In order to keep legislation against
cybercrime current, Malaysia is
considering amendments to the

Penal Code, Criminal Procedure Code,

Evidence Act 1950, Computer Crimes

Act 1997, and Cyber Crimes Act 2003.

Relevant laws

# The Communications and
Multimedia Act 1998.

® The Personal Data Protection
Act 2010.

# The Computer Crimes Act 1997.

RM1 billion

In the first six months of 2013,
losses due to lapses in cyber
security and online fraud were
in the region of RM1 billion.

Source: Cybercrime in Asia: A Changing Regulatory Environment Marsh LLC




23 Sept 2014.
Malaysia is sixth most vulnerable to cyber crime
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Malaysia is sixth most
vulnerable to cyber crime IAGUAR

HOW ALIVE ARE YOU?

BT O O

Most Viewed

MALAYSIA IS SIXTH MOST VULNERABLE TO
CYBER CRIME

~
10 Riskiest Countries
TER TER
1. Indonesia 23.54% 6. India 15.88%
2. China 21.26% 7. Mexico 15.66%
3. Thailand 20.78% 3. UAE 13.67%
4, Philippines 19.81% 9. Taiwan 12.66%
< 5. Malaysia 17.44% , 10. Hong Kong 11.47%
Threat exposure rate (TER): Measured as the percentage of PCs that
experienced a malware attack, whether successful or failed, over a
three month period.
k_ SOUrCE: S0pnosLans _j
5ays.com

*  http://www.thestar.com.my/News/Nation/2014/09/23/cyber-crime-malaysians-sixth-most-vulnerable/
8






ATM Skimmer

< > C A 7D www.malaysiaedition.net/skimming-devices-found-in-four-genting-highlands-atms/

Published On: Thu, Aug 14th, 2014 National | By henok

Skimming devices found in four Genting Highlands

ATMs
B oz | |
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Installation complete. Installation complete V/’
Your code is Your code is Qf‘

& C f [ m.themalaymailonline.com/m:

/police-atm-heist-syndicate-used-computer-virus-to-steal-money

Police: ATM heist syndicate used computer virus to steal money

September 30, 2014
SHARE THIS ARTICLE

M 50 m 85| WTweet 3 |[Bf Google + (46 |[AEmail 2

KUALA LUMPUR, Sept 30 — The syndicate that preyed
on bank Auto-Teller Machines (ATMs) the last two days

used a computer virus known as “ulssm.exe.." to steal
money from them

Federal police Commercial Crimes Investigation

virus would issue instructions to make withdrawals on
the amount still left in the ATM being hacked

of the machine without using a key and inserted a
compact disc into the machine's processing centre
which caused the ATM's system to reboot,” he told
Bernama here today

Department director Datuk Mortadza Nazerene said the

“The suspects were found to have opened the top panel

Source: http://www.mycert.org.my/en/services/advisories/mycert/2014/main/detail/1002/index.html
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ATM Hacking

~|Conx U Gybxy 2 Gar X\ [=]E] = ]

cation-process/ w1 @ =

Dz x \mRol X g yHor x ) Fide x (0 Net X

€ C ft [) www.thestar.com.my/Nev

Share «&

THE NEW BMW 320i SPORT EDITION.

Discover more 0

Most Viewed

Man buys many iPhone 6 to propos

colleague but turns him doy

Chief Justice heads list of Kelantan state award

recipients

Women o cellence Awart

next generation

CASH OPERATION PERMITTED.

INVALID CASSETTE NUMBER. TRY AGAIN.
20 START DISPENSE OPERATION - needed

'n CASSETTE NUMBER AND l‘ls ENTER.

3,000 army veteran pensions given between

2011 and 2013

Sarbaini's widow: We lived sir

porean racer was a 'humble, unassuming

ut airs' v
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Email Interception

C A | [) www.tv3.com.my/beritatv3/tajuk_utama/Pintas_Emel_Bank_Di_Labuan_Rugi_RM30_5_Juta.html

Tajuk Utama < Kembali ke Tajuk Utama

Pintas Emel - Bank Di Labuan Rugi RM30.5 Juta

3 Reconmens D

Sebuah bank tempatan dilapor kerugian RM30.5 juta selepas satu sindiket antarabangsa dikatakan berjaya memintas emel
dua buah syarikat bagi melakukan pembayaran.

=] 52 ]

Paling Popular Mutakhir

Video Buli Pelajar Tersebar Di Laman Sosial

Satu Lagi Kes Buli Tersebar Di Media Sosial

Pelajar MRSM Parah Dibelasah Senior

Pertengkaran Suami Isteri Membawa Maut

5,000 Set Mesin Judi Bernilai RM1 Juta Dirampas

Pelajar Mati Ditemui Tidak Jauh Dari Trek Perlumbaan

3 Maut Tanah Runtuh Di Cameron Highlands

Rakaman Penumpang MH17 Dikongsi Rakan-rakan

Pengumuman BAM Ujian Sampel B Disahkan Positif

Hala Tuju MAS Ditentukan Hari Ini

w @ =
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IMPACT




FUTURE ATTACK??




“Hackers”




“Hackers”

WINDOWS 95

ON ANDROID WEAR

http://www.telegraph.co.uk/technology/news/11220524/Chinese-hacker-instaIIs-Windows-98-q9-
an-iPhone-6.html



* NFC
* RFID

“Future” Attacks

18



“Future” Attacks

Infrastructure attacks
Real life crypto attack

— 3G networks / Kasumi
MiTM attack

— Imitate base station
— Femto cell

Software Defined Radio (SDR)
— Hacking satellite, Tetra etc




Financial Malware

Common credential-stealing techniques such as form grabbing and HTML
injection compatible with the major browsers (Internet Explorer, Firefox
and Chrome);

32- and 64-bit ring3 (user-mode) rootkit capable of also “defending from
other Trojans”;

Antivirus bypassing;

Malware-to-C&C communication encryption;
Sandbox bypassing.

Price: USD 7,000.00!!

Source: http://securityintelligence.com/the-father-of-zeus-kronos-malware-
discovered/#.VGIEQ_mUeSo

20



“Future” Attack

C A | [ www.ft.com/cms/s/0/1372ab46-2e5b-11e4-b760-00144feabdc0.html#axzz3113gNwoB

ft.com > companies > financials > Sign in Register Subscribe  Search srticles snd quotes m

Banks - =
S,

Home UK World v COmpanB Marketsv  Global Economy> Lexv Commentv Managementv Personal Financev Life & Artsv

‘Energyv Financialsv  Healthv industialsv Luxury360 Media Refail & Consumerv Techv Telecoms Transportv By Regionv

Lastupdated: August 28, 2014 11:07 pm m m m
US probes wave of cyber attacks on banks
By Tom Braithwaite in New York and Hannah Kuchler in San Francisco

Race to the top INTERACTIVE

RO . S Elevator technology matches skyscraper growth
US authorities are investigating a new wave - ke

of cyber attacks against American financial Swift decision ANALYSIS

institutions, including JPMorgan Chase, as Taylor Swift stuns industry with Spotify withdrawal
officials discuss how to safeguard the Brand it like Branson ANALYSIS

industry against increasingly-sophisticated The contradictions of the Virgin empire
computer hacking.

Spies vs nerds COMMENT
Silicon Valley ready to fight intelligence agencies

The Federal Bureau of Investigation is
working with the US Secret Service “to determine the scope of recently reported
cyber attacks against several American financial institutions”, including JPMorgan,

the largest US bank by assets. m EXEC S E N s E

A service from the Financial Times
a n ﬁ m Of the biggest banks in the country, G

Morgan Stanley, Bank of America, Citigroup and Wells Ch|ef Exe Cut“[e
Fargo, were not affected, said people close to the o :
More institutions. They have all been targeted in previous Tab let Tra NN g .
NS SioRY efforts to steal data or disrupt services. |OS 8 E d |t| on
Lex Cyber attacks — banking on - . ooz
safety “Combating cyber threats and criminals remains a top iPad Tips, Tricks, & Best Applications

Cuberwarfare news nrioritv for the United States government.” the FBI

21



DarkHotel

“This Is NSA-Level Infection Mechanism”

<« C AN www.wired.com/2014/11/darkhotel-ma

DarkHotel: A Sophisticated New Hacking Attack
Targets High-Profile Hotel Guests * Kaspersky Lab

BY KIM ZETTER 11034 1106 AM  PERMALINK

Eishore 532 wiweet 597 841 10 [N 72 Pz . .
e Spear Phishing

e 200 C&C
* Kernel mode keylogger
* Digital certificate

* Active at least for 7 years

Source: https://securelist.com/blog/research/66779/the-darkhotel-apt/ 22



DarkHotel

;M::C3jCCAkEgAWIEAqIDITUZMRGGCEqGS:h33QEHEQUEMGMxCzAJEgNVEHYTRklZ
?MREWGQYDWQQKExJEaWdPY?UydEETZG4u:EJDZCQxETAPHgN?ERSTCDQ]NzYwﬂClL
?MSDWIqEDVQDDExtEadecElnhiBTZHJEEKIqEUDgKEUu:mljaCkah:NMquHjE3
rMDgINTQLWhENHTRxHjEEMJqlNTQLWjCEquLMAkGﬁlUEEhMCTkaJIAlEqNUEHDT
iHkaUleRyEDbE]tdWEpY?FUaWQuEyETEGquthijEPMAUGH]UECxMGSkFEEUEH
i MEAWHgYDVQQODExd3dicuZmxleGl b3 wlnphemluZy SteTEWMBOGALUERXMNV y 50
iEXJZZWtLdHVhbthHEBGCSqGEIbﬂDQEJERYEEELZYWRtaWERamF?aWSanLSMRUW
: EwYDVOOIEwx LAWF s YSBMdW 1 wd X IwXDANBg kghkiG9wBAQEFARNLADBIAKEA TWHX
;EvDUGl#RiythBgdﬂzJTEHmUEWQBETEtEUQEYfLDBEHﬂQZKeAELKmGXWn?thJvE
?nfEEYDh?MiGUUuFG?WIDAQAHG4GKMIGHHEEGH:UdﬂgDKEthuYyELvdpLzEEHqu
;HEAEPTA?MDKGEWCJEqEBMJAquY:KwYEEQUHRgEHIthdHAELyBEdB:uEGLnaWHl
?chuY?Bthl5L2chy5ﬂdGﬂwHwYDVRGjEngFnAUxhaTThYK?HaujJRESQEthRu
?hHEwaEDVRGFEAQ]AquMHﬂGCEqGEIbﬂDQEEBDUAﬁ4GEAHE?EPPQEEiRﬂRipdruH
rtESqdychluUbMBvxZREMETTthv3ZAEGDmmSHvaquaHESHvEYfACEE95+3R5E
iECEMEPEzhHmDﬂEhFQZ:HErLEnEUEahPmePstkAquRiTPRDTPMEQqYquUMFEI
(EsZxzwloPUdt8sCeQUSDEAv+

END CERTIFICATE

EEertiﬂcatE: :

Data:

a a

Version: 3 (0x2)

Serial Number: 2674380 (Ox28cecc)
: Signature Algorithm: shalWithRSAEncryption
Issuer: C=MY, O=Digicert Sdn. EBhd., 0U=457608K,
CN=Digisign Server ID (Enrich)
Validity
Hot Before: Dec 7 0B:02:08 2009 GMT
Mot After : Dec 7 08:02:08 2010 GMT
SuhjEEt: C=MY, O="" MALAYSIA, OU= -
MALAYESIA, CH= Ty
Subject Public Key Info:
Fublic Key Algorithm: rsaEncryption

PublicKey: (512 bit)

Modulus:
00:a0:¢6:9%:£0:88:%a:1lcree£7:22:T2:5a:be:1£:
0Z2:40:68:£6:95:54:36:75:56:b3:31:0b:0c:54: 03
d46:29:39%9:ec:62:b4:83:61:2d:bl:ab:42:3b:a2:4f:
db:98:bb:6c:37:a8:3d:98:26:c8:2d:5€:75:86:3¢F:
b4:39:ba:41:53

Example of one of
the digital certificate
stolen to sign the malware.

23



FireEye Masque Attack vs WireLurker

WIRELURKER:

A New Era in i0S and 0S X Malware

reronr oy @B LML 42

Source:

http://www.fireeye.com/blog/technical/cyber-exploits/2014/11/masque-attack-all-your-ios-apps-belong-to-
us.html

https://www.paloaltonetworks.com/content/dam/paloaltonetworks.com/en_US/assets/pdf/reports/Unit_42/ -,
unit42-wirelurker.pdf



Conclusion

P INNOVATION = $5555555

2




Conclusion

Managing risks.

ISMS
risk and control
management

Risk assessment

Risk management

decision making K K
Implement system DB
of risk controls

N N

Risk review Implement
improvements of
risk controls

ISMS measurements

Risk re-assessment

26



Human

Application

Presentation

Session

Transport

Network

Data Link

Physical

—

THIS MUST BE THE MOST IMPORTANT ELEMENT
IN YOUR CYBER SECURITY STRATEGY AND PLANNING

CONCLUSION

A CRYPTO NERD'S WHAT WOULD
A IMAGINATION 1 ACTUALLY HAPPEN:
HIS LAPTOPS ENCRYPTED. H'S LAPTOP'S ENCRYPTED.
LETS BUILD A MILLION-DOLLAR, DRUG HIM AND HIT HIM WITH
cmsml To CRACK 1T: THIS $5 WRENCH UNTIL
NO GooD! [T’ Hamlsmwawm.
UosSe -BIT R‘&Pt" GOT T,
BLPﬁT' OUR
EVIL PLAN
1S FOILED! ™~

Source: http://xkcd.com/538/ .




s

28



:ggzcsm ace
$3°% e 2014

TERIMA KASIH



