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MS-111.112006: MyCERT Quarterly Summary (Q) 2006

Original Issue Date: 1st Nov 2006

The MyCERT Quarterty Summary includes some brief descriptions
and analysis of major incidents observed during that quarter, This
repart highlights statistics of attacks/incidents reported, as well as
other noteworthy incidents and new vulnerabiity information.

In addition this surmmary also directs to resources in dealing with
problems related to securty incidents, including patches, service
packs, upgrades and hardenings.

Recent Activities

In this quarter, a total of 5589 incidents were received which is a
65.4% Increase compared to Q2. Majority of incidents in this
quarter were contributed by spam reports. No major outbreak was
observed and some incidents had slightly dropped. However, under
the category of fraud we saw an increasa in phishing incidents this
quarter, with a total of 60 reported cases. We also continuad to
receive reports on mass defacements of websites hosted on virtual
hiosting servers.

Q2 2006 Q3 2006 o
Intrusicn 277 g9 64.20%
Denial of Sarvice 0 -
Malicious Code 27 13 51.80%
Hack Threat 1| 20 | 81.80%
Fraud a9 86 3.40%
Harassment 11 13 18.20%
Spam 2964 5356 80.70%

Mass Defacements of Websites

Hosted on Virtual Hosting Server

The third quarter of 2006 saw mass defacements of websites
hosted on virtual hosting servers as was in previous quarter with
more than 10 websites defaced on a single virtual hosting server.
However, overall there was a decrease in intrusion incidents with a
total of 99 incidents compared to 277 incidents in prévious quarter,
less than two folds from previous quarter. Intrusions reported mainky
imvolved web defacements of various domans belonging fo our
constituancy and mass defacemeants of websites hosted on virtual
hosting servers, inclusive of Windows and Linux platforms.

Though the number of intrusions is not alarming, system adminis-
trators are reminded to be vigilant. MyCERT would [#e to urge all
system administrators and virtual host administrators to upgrade
and patch systems/services/applications they are currently using.
In addition, we also recommend the disablement of
unnecessary/unneeded default services on the systems.

Further detailled steps in securing UNIX and Windows Servers,
please refer to: [% hittp:/Asaw. mycert.org.my/resource. hitm

Slight Decrease in Fraud Incidents

Fraud incidents had slightly decreased compared to previous
guarter. A total of 86 Incidents were reported comparad to B9 in
previous quarter, which represents a 3.4% decrease, As was in
previous guarter, in this quarter we continued to receve reports
from foreign financial organizations and foreign CERTs regarding
phishing sites hosted on Malaysian servers.  The respective ISPs,
Data Centers and organizations have been alerted to remove the
relevant websites and to investigate affected machines and rectify
therm accordinghy. In some cases, these hosts had been infected
with bots and require a thorough clean-up.

Users are advised to ignore/delete emails purport-
adly from financial institutions or online transaction
requesting to change their logon and password.
Users may refer and verify any such emails with their
|SPs, CERTs or with the particular financial
institutions stated in the email.

Besides phishing reports, MyCERT also received reports regarding
Internet scams from locals as well as foreigners.

These include the Advance Fee Scam, Nigeran Scam and Get
Rich Scams. Mevertheless, the number of victims and monetary
losses incurred were minimal. The common mode of operations of
the scams involves the use of spam 1o lure Intermet users to wisit
specific websites and eventually requests the deposit of certain
amount of funds to the fraudsters' accounts. Users are advised not
to deposit nor make payments to unidentified third party accounts.
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Increase in Hack Threat

Incidents imvohing hack threats showed an increase of 81.8% in
this quarter. A total of 20 reports werna received on hack attempts
for this quarter compared to 11 in the previous guarter Hack
threats targeted mainly organizations' systems and networks
involving network and host scanning activities,

MyCERT s findings for this quarter showed top ports commaonty
targeted were SSH (TCP/ 22), FTP (TCP/21), HTTP (TCP/ 80), MS
SOL (TCPRA433). Port scannings are actively done once a new bug
or exploit is released publich, by means of automated or non
-automated tools. Ports scannings are also camed out to locate
machines that are running vulnerable programs or scripts, such as
the vulnerable Unicode or the vulnerable PHP scripts.

Slight Increase in Harrassment

Incidents Imvolving harassment has increassed compared to
previous guarter with a total of 13 reports this quarter comparaed to
11 reports prévious quarter. This represents an increass of 18.2%.

Tne same trends were observed as previous guarter, in which
majority of harassment incidents reported involved emails, chat
forums and web forum communications. Most of the said reports
wera referred to law enforcement agencies for further invastigation.

Users who are harassed via Internet or who observe harassments
of any kind on web forums with religious, social, political or
economic implications are advised to report to MyCERT for further
analysis, Users are also advised not to reveal or upload their
personal nformation such as their contact numbers, home
address, photos or tranamit information on the net to untrustworthy
sources that could be open for abuse by parties concermed.
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Other Activities

Spam

Spam incidents had increased with a total of 5356 reports which is
an BO.7% increase compared fo previous quarter. Spam has
developed from a mere nuisance into an epidemic threatening end
users and organizations. Thare are no perfect methods or tools to
completely eradicate spams, however there are measures that can
rinimize them. Organizations are advised to Install anti-spam filters
at thair emall gateways 1o minimize spam emails and end users are
also advised to apply appropriate filters at ther email clients o
minimize spam emails. Our findings indicate there are local compa-
nies operating spam activities and selling email addresses as part of
thair business services,

Denial of Service

During this quarter, we recehlved two reports on denial of service
incidents compared to nona in previous quarter,

Conclusion

Cwerall, the number of incidents reported to us had increased to
about 65.4% compared to the previous quarter with incidents
mainty contrnbuted by sparm. Harassment, denial of senice, spam
and hack threat incidents had shown increases while the rest had
slightly decreased. MNeither crisis nor outbreak was observed for
this guarter. Nevertheless, users and organizations are advised to
take adeguate measures to protect their systems and networks
from threats, MyCERT also encourages users and organizations to
report and seek assistance in the event of any security incidents or
breach.

Further information on counter measures and recommendation
against malware infection and hack threats, please refer to our Q2
summary report available at:

E:Sn hitpafwww. mycert.org. my/advisonyMs-107 . 082006, hitml




Rogues gallery: who's behind Symbian malware

Symbian malware has been increasing over the past years. In June
2005 it exceaded the 100 threshold and since then, this figure has
nsen beyond 300 and shows no signs of stopping. Symbian
malware, like any other malware, does not appear out of thin air -
for new variants 1o appear someoneg must create them. In industry
parlance we call these people malware authors. These can be
divided into two groups; those that create a virus that is at least in
part unique and thus gets a new family name, and the copycats
who modify existing mahware to create new variants.

Typically, mahlwvare authors have no wish to reveal their real names
and as a result, anti-virus companies have no information who,
behind ther onling identities, they really are. And to make things
more difficult, in most malware cases thers is no signature left by
the malware author in his work through which we could trace the
SOUMCE.

In some cases, however, the malware authors can be tracked either
due to an intentional signature left in the malware, or by a mistake
in the malware code that reveals the author by default. The maost
notoricus Symbian matware authors are ValleZ - author of Cabir
and Mabir, Marcus Velasco - author of Lasco, and EldodQOr - author
of Commwarrior.

ValleZ, who is a long time member of the virug-writing group named
204, created Cabir.A and CabirB, which werea the first real cases of
Symbian makware. His motivation for creating Cabir was simple: he
wanted to be the first one to create malware for Symbian that
utiized Bluetooth wireless technology, This desire to be first to
create a new malware type on a new platform typifies all the
members of 204, who then later released their destructive code to
the wider malware community with predictable results.

Complex creations

The infamous Commwarrior virus is the recognized creation of a
Russian virus author going by the name EldodOr. Unike ValaZ, littke
is known about Eldodlr but he is not known to have created any
other malware than Commwarrior varants under that name. What
makes Eldod0r unique among his malware pesrs is the complaxity
of his creations. The principle motivation for him, it seems, is to
create mahware that is as difficult to detect as possible,

Commwarrior.A was the first Symbian malware to use simple
stealth techniques trying to hide by renaming its process to be a
duplicate of a randomly chosen systerm process.

Commwarrior.C was also a Symbian malware first with an inbuilt
feature designed to prevent its removal by deleting amy anti-virus
application it detected. Forfunately, this was a feature that was
defeated by F-Secure with its F-Commwarnior removal tool.

Unfortunately for us at F-Secure, for all we know about ValleZ,
EldodOr and other Symbian malware authors, we lack the most
important piece of nformation: their real life identities. Despite
varying international criminal legislation for virus writing, our policy
at F-Secure is to give any useful information about virus writers to
the authorities of that country.

But not all malware authors are shadowy figures hiding behind their
Internet handles. Marcos Velasco, author of Lasco.A and several
C-abir variants is a Brazilian ving in Rio de Janeiro who has even
given intendews to the media about the viruses he has created.
According to interviews, Velasco was motivated by curiosity and
the fame he gained by creating Symbian viruses. These two motiva-
tions would be a poor defence in any European or US court but
gince Brazil has no laws on computer crime, he can continue to
create virusas with no danger of being armasted,

Introducing the Symbian trojan authors

In addition to the infamous trio above, there are several authors of
Symbian SIS file trojans whom we know by their nicknameas. These
Symbian trojan authors include DU6230, Helzim, Raghu, Black
Symbian, Canisus, llaill Radic and many others. These authors
communicate with each other on several public forums trading
information about creating trojans and samples of trojans. When-
ever we detect any of these forums we contact the operators and
try to get them shut down.

The SIS file trojan authors work mainly by downloading existing
trojan samples, unpacking them and adding new files and function-
alities to the packages they create. We have noticed that several
authors copy heavily from ane another and many trojans also drop
Cabir, Commwarrior or other stand-alone malware,

Unlike Commwamor and its variants, their creations are rathear
simple technically and easy to detect with generic detection.
Curmently our F-Secure Mobile Anti-Virus has been able to detect
over 80% of the cases before we even get the first sample of the
malware. But, since many smartphone users have yet 1o install
Anti-Virus software, even the crudest trojan is able to break the
phane and prompt a complete reformat with much noconvenience
and loss of data.

So far the common themes with all Symbian malware authors are
that they create malware either for fame among peers, out of
cunosity, or simply fo do damage. [nterastingly, these weme the
rmotivations for PC malware authors before the year 2000, This,
however, changad at the end of February 2006 when the mobile
malware named Redbrowser, which is a trojan, emerged in Russia,
It was created explicitly for making maoney cut of urwary recipients.
Redbrowser, which is classified as J2ME malware targets all
phones using Java softwane and through social engineenng tricks
the user into sending SMS messages at a cost of $5 USD for every
message. While as a trojan, Redbrowser Is not self replicating, the
precedent has now bean set for more mahvare of ts type to onter
the scene.

In the PC environment, for example, over 95% of new malware is
profit motivated and it is only question of time when larger numbers
of PC malware authors attracted by green-field profits target mokbile
devices or mobile malware authors decide to abandon proof of
concept and make money with their creations. Smartphone users
beware!
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RISK MANAGEMENT IN
TODAY'S INFORMATION SOCIETY

Up until now, the accepted approach to information security has
been to undertake a risk assessment, develop an information
security policy and implement risk management strategies within
the framework of that policy. Generally the process is only revisited
in the context of forrmal reviews which may be several years apart.

Today's information ervironment is significantly different from the
past. Business models and technology change rapidly and new
threats and vulnerabilities emerge on a daily basis. Also ncreasses
in the use of information technology has led to more complex
systerns  within  organisations with many interdependencies
between the different elements of those systams.

The use of the traditional approach in this new emvironment is
increasingly difficult as risk assessments are quickly dated, policies
are often not flesable enough to adapt to changing risks and the
impact of nsk management strategies on interdependent elements
of a system are not adequately addressed.

In recent years principles of dynamic risk management have been
developed for managing general business risk. This approach
replaces a risk managemeant plan with a risk managesment model
that can be adjusted to reflect changes in risk factors as they occur.
The same approach can be applied to information security risk
management.

A dynamic risk management approach stil utiises the basic
principles of risk management. Information and technology assets
naad to be identified; threats, vulnerabilities and capahilities identi-
fied; and conseguences analysed so that a nsk assessment can be
undertaken. Risk management strategies can then be developed.
Modeling software can be used to develop a risk management
model. Once the model |s established any changes to elements of
the model can be assessed and strategies modified as required.
The model can also be used to review the effectiveness of risk
management strategies.

One advantage of the modelling approach is that as part of the
process interdependencies between different information systems
should be identified and the full impact of risk management sirate-
gies assessed. For example, will 2 genearal remote access control
strategy implemented to protect the customer data base
inadvertently also restrict access to remoie diagnostic

processes essential for maintenance of production equiprment.
As a result of the modeling approach separate strategles can
be developed for each element and for any interconnection
between the elements.

The dynamic risk management approach is only effective if
mechanisms are established to ensure changes are input to the
model. Changes to an organisations and information a technol-
ogy assets and changes to the business model that might
impact conseguences can be input by the organisation. Staff
incident reports, vendor reporits, CERT adwvisories and
audit/review results can be input to reflect identified vulnerabili-
ties. Gowvernment and CERT advisories as well as media
reports can be used fo identify new threats and changes in
capabilities.

The technique also allows new protective security measuras
such as vendor patches to be tested prior to implementation to
identify any unirntentional consequences for the organisations
risk management strategies,

A risk management model can also play an invaluable role in the
testing and reviewing of business continuity plans, Different
threat scenarios can be input to the model and the effective-
ness of business continuity measures assessed. Thiscanbe a
useful tool in situations where a physical simulation of a threat is
not practicable. However to be fully effective, such a review
needs to involve the human decision makers and their
decisions input into the moded to fully test the effectivenass of
the business continuity process.

To work effectively dynamic risk management needs to be
supported by an information security policy approach that
allows changes to be made to reflect changes arising from the
model. Typically an information securty policy is endorsed by
the organisations board or CEOQ. If the policy is too detailed or
specific, changes required to reflect changing nsk will need to
be endorsed by the orginal approving authority. This could
delay responses to those changes.

In Australia several groups have been advocating a structured
policy approach that allows increased flexibility and responsive-
ness. Under this approach an organisation's information
security policy is a short (typically one page) document which
outlines the organisation’s policy objectives, how they will be
achieved, the roles of managemeant, staff and users and compli-
anca requirements. This document is signed off by the CEQ or
Board and is capable of being displayed physically and
elactronically.

The policy is supported by a seres of sub policies for different
infarmation systems within the organisation with responsibility
for management of that sub policy delegated to a senior
manager. For example there may be a sub policy for the ernail
systermn managed by the CIO, one for the financial management
system managed by the CFO and one for production
processes managed by the COO. Changes In risk manage-
ment strategies arising from the risk management model need
only be reflected in the relevant sub policy or policies and
approved by the relevant delegate or delegates. The sub
policies are supported by procedural documents which can
alzo be easily changed to reflect changing clrcumstances.




3G Mobile Network

How secure is the network in the IP world?

Introduction

The mobile network has continued to offer cutting-edge services
such as multimedia and contents application on mobile connec-
tions, online gaming, video conference and real-time application to
the end-users. With these revenue-promising services to the
mobile operators, mobile networks are converging to the open
networks (IP-based network) from closed networks (CCST based
network) to provide high data speed of payloads.

Despite of latest mobde technology capabilities, the mobie
networks are stepping in the IP-based network and expose to the
vulnerabilities as cam pus and enterprise networks has been faced
several decades ago.

In this paper, the sacurity assessment will be discussed in order 1o
highkght potential threats in the 3rd Generation network, These
threats embark the new phase to haunt the mobile operators in
near future,

1. Analogue Network

The network 8 based on Freqguency Division Multiple Access
(FDMA) technigues and offers only voice senvices. Among the
known standards weare NMT (400 MHz, 200 MHz), TAC/ETAC (900
MHZ) and AMPS (B00 MHZz). These analogues network standards
are closed network,

| 2.2G Network

The network Is based on Time Division Multiple Access (TDMA)
technigues and offers voice and short messages. Among the
known standard were GSM (800 MHz) and PCS (1800 MHz).
These digital network standards are also closed network.

| 3. 2.5G Network

The packet data network is intfroduced to add-ons data capabilties
in the 2G network through GPRS and EDGE networks. These
networks offer WAP Browsing, Internet Browsing and MMS.
Through these networks, mobile networks are partially opened to
the IP word.,

4. 3G Network

By Introducing 3rd Generation network, the offered data speed of
ZMpbs (with High-Speed Downlink Packet Access (HSDPA) tends
to attract third party vendars to develop value-added services (VAS)
applications 1o add-ons the standards senvices offered in the 306
standard. In addition, the open protocols and IP-based network are
contributing factor for realizing these services. Now, the 3G
network are fully IP-based network in every domain (service layer,
core network layer, access network layer and user equipment
layer).
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Mobile Network Evolution

Basically, a mobile network evolved in four categornies: analogue
network, 2nd generation network, 2.5 generation and 3rd
generation network,

TYPES OF THREATS

The threat in the 3rd generation can be classified into three catego-
res i.e. classical thweat present threat and future threat. These
threats wil be increasing in numbers as the mobile network
converges o the IP-based network,

1. Classical Threat

1.1 Eavesdropping
Intruders may eavesdrop on user trafic, signaling or control
ciata on the radio interface. If there is a penetration of the
cryptographic mechanism, the confidential data would be
accessible on any user equipment layer.

1.2 Passive Traffic Analysis
Intruders may observe the time, rate, length, sources or
destination of messages on the radio interface to obtain
access to information. This information leads to manipulation
of transmitted data and stored data in Universal Subscriber
Identity Module (LISIM),

1.3 Confidentiality of Authentication Data in USIM
Intruders may obtain access to authentication data storad
by the mobile operator in USIM. This Information may be
useful in conducting active attacks on the cora network layer.

2. Present Threat

2.1 Mixed Ildentity Attack
Intruders madify the subscriber identity in HLRAAUGC (IMSI)
to other subscriber. This attack cause the victim is billed for
other party calls, denial of certain of senices and location
cancellation from VLR as other party moves 1o other coverage.
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2.2 Power-Off Power-On Attack
Intruders reset the victim profile in the HLR/AuC. This leads References

the network to reject any request from victim's phone.

Security Threat ProfileTM lan Arthur Murphy
2.3 Call Redirection Attack % UAL:hitp://www.attrition.org/errata/chariatan/murphyy/
Intruders change MSRN range in the MSC-S so that the
incoming calls are redirect to the different MSC-5. This

leads victims which roam that MSCs will never recene the security for tha Third Generation (3G) Mobila Systemn
calis, LIBRL wwewe isnc. vl ac. uki/usaca’ UtherPublications’
[‘\-S SGUMTS%20Security. pdi
2.4 Missed Call Attack
Intruders change the VLRI data in the HLR/AUC i.e. LAl 3G TS 33.120 Security Princinles and Obisctives
has been changed to the differant VLR. This leads victims URL:http://www.3gpp.org/ftp/tsg.sa/WG3_Security/
will never receive calls and receives continuous missed call % Specsa/33120-300.pdf

notification.
3G TS 33.120 Securty Threats and Requirements

UAL:http:/Awww. arib.or jp/IMT-2000/ARIBspec/ARIBY
3. Future Threat % 21133-310.pdi

3.1 Confidentiality Violation
Intruders may obtain confidential nformation through emails,
instant messaging, video mails and location mobility, These
can be realized through intrusion of Video Gateway server
(ViG]), Emall Server (Mobile Portal), and Geographical
Information Sarver (GIS),

3.2 Denial of Service
Intruders may penetrate to the DNS in the GPRS complex
and redirect all IPs to unwanted location. This leads to
impact all value added service such as instant messaging,
emails, MMS, WAP and Web Browsing.

3.3 Planting Threats (Trojan Horse)
Intruders may spread the known Trojan horses such as
Cabir, Gavno.a, Gavno.b and Skull.D in the mobile network
through emall attachment, application download, mp3 and
mpeq downloads from sarver 10 users and vice versa.,

The most historical intrusion into mobile network
occurs in 1990s by hacker known as Captain Zap.
The method was by changing the time stamps in the
mobile equipment from AM to PM. It led confusion in
the billing system as peak hour was charged at
off-peak hours and vice versa. This incident gave
catastrophic impact to whole subscribers within
network. These threats discussed in this paper will
be faced by mobile operators in the near future as
mobile technological converges to the |P-based
network. With these threats, the security of 3rd
generation network requires careful consideration to
mitigate the vulnerabilities in the network.




How to implement a holistic enterprise security
management by adopting the 3Ps approach

Continuing from last month's article on the challenges in implementing Enterprise Security Management (ESM),
this month we will discuss on how to implement a holistic enterprise security by adopting the 3Ps approach.

Getting the Right Products

Security products alone are no longer the only panacea to sacurity
isgues, yet for obvious reasons network cannot leave without
these procucts.

Buying and evaluating secunty products can be a daunting
exercise for many information security professionals. Hundreds of
vendors sell thousands of products across dozens of product
categories. Today choosing the best security solution does not
simply meant picking up the latest version of the toughest-

sounding product. Buying is not difficult, but you need to under-
stand what assets need protection, from what thraat, at what level,
and what the potential mpact is on the business. You certainly do
not want to end up with an investment that only sound too good
on papers but fail to basic security and quality tests.

Therefora, the next question you would probably ask is how would
you know if your investment is suitable for your organisation. How
should one go about evaluating these complex solutions? |s there
a common standard or guidelines?

The answer is yes.

In 1880% a Common Criteria Evaluation and Validation Scheme
(CCEVS) was designed. This Common Critesia provides a universal
sel of requirements for the security of information technology
products.

Common Criteria standards are built around a 354-page encyclo-
paedia of securty components with four general areas listed
below:

1. Security environment that the security product runs in,
including the physical environment, the information assets
that need protection, the purpose of the product, the threats
present, assumptions about the environment and the
organisation policies.

2. Security objectives that address the threats, assumptions
and policies.

3. [T security requirements that address the security objectives.

4, The product specification that addresses the [T security
requirgments.

Security products are getting more complex by day. Tha Common
Criteria is a useful tool that provides a good guideline by setting a
standardised language and scheme for descrbing complex
security products. Other important considerations when evaluating
sacurty investmeants include:

1. Consider a solution that aligns with your organisation's
business plan.

2. Consider your security budget.

Request for references from the vendor.

4. Engage a third independent party's opinion on the solution
if vour IT security team lacks the knowlaedge and expertise
in doing a proper envakluation,

o

Tapping the Human Factor

For many years, organisations around the world have channel tims,
energy and money into security products to protect their network
against outside virus and hacker attacks. MNevertheless, despite all
the security measures taken, statistics heve revealed security
breaches have occurred. Many times these incidents happened not
because of technology failure. The main culprit s always human
arrar.

Most users are not aware of the risks. According to recent Meta
Group research, more than 75 percent of organizations identify a
lack of user awareness as moderately or seversly reducing the
effectiveness of their current security program.

Some simple but cost effective pointers to share:

1. Encourage users to log out durng lunch hours and to choose
sensible passwords, can dramatically enhance security at very
little cost.

2. While antl virus forms one line of defence for all "unwelcome”
amailg, it is important to educate users take axtra precautions
measures by not opening unsolicited emails and always scan
the attachment for viruses.

3, Maintaining good password. It s important to select
passwords that are long, strong and non-dictionary word.

4, Regular security awarensass training is critical to a proactive
sacurty, Usars need fo understand, leam, and determine
the steps to undertake an effective security measure and
approach to minimise the sacurity risk.

5. Users are strongly advised not to provide their email
address in responsa 10 a website or newsgroup.

e-Security | Malaysian Cyber Security Centre | Volume 8 - (Q3/2006)




10.

Embrace In Security Process

Securty s a continuous process, not product or people alone.
Inevitably, products provide some protection, however the only way
lo effectively minimise the security exposure is 10 pul processsas in
place that recognise the inharent insecurity in the products.

Securty processas are how you avoid risk. Security processes are
not replacing products; rather they are ways of using the product
effectivaly.

An effective security processes generally follows through a PDCA
model (Plan-Do-Check-Act) which outlines the processes for
astablishing, implementing and operating, monitoring and review-
ing, maintaining and improving information security.

Plan: Establish an Information Security Management
System (ISMS) Policy

Defing the ISMS

of the risks

FPrepare a Statement of Applicability

: Implement and operate the ISMS
Fommulate and implement a nsk treatment plan
Implement controls selected to meet the control

Check: Monitor and Review ISMS

il  Execute incident and escalation

i} Regular reviews of ISMS effectivenass
Review the level of residual risk acceptable risk
Conduct 1ISMS audits at regular intervals

Act: Maintain and improve ISMS
Implemeant and identify improvemeants in the ISMS
Take approprate cormective and preventie actions
Communicate the results and actions taken
Ensure the improverments achieve its objectives

Thera is no single bullet-proof solution when it comes to security.
Security is a journey that requires cooperation and commitrment
from all levels of management to enforce information security in a
structured way.

The real securty solution would look at the security problem and
then structure both people processes and technologies to solve it.
Real-time detection and effective nsk management through best
practices of international standards and poficies can repel attack-
ars, bafore they do lasting damage. According to a Gartner report,
securty products will provide the most effectve information
gsecurity, but the most secure enterprises will tie them together with
consolidated efficiency from its people and processes,

Manipulating V
woducton

Computer Forensics, a relatively new field of science, involves the
collection, preservation, analysls and presentation of digital
evidences. Al of these four phasaes must be conducted in accor-
dance to the established and proven methodology accepted by
the court of law. The most critical phase s during the analysis
empioyed to retrieve and extract digital evidences with nesther
corruption nor tamper to the evidences.

The analysis of digital media s usually camed out with the
assistance of an analyzing tool. There are a great number of tools
available which provide a great depth of analysis and sometimes
involve recovering of deleted data. Nevertheless, these tools do
not show the actual environment of the subject in its original
operating system. Thus, it is possible for an examiner to overlook
additional source information or even important evidence. Whan
facing certain condition, the needs to analyze evidence in its real
environment becomes crucial.

ViMWare Workstation is an alternative technology to restore digital
evidence. It allows computer users 1o operate additional operating
systems as ‘virtual machines’ from within their ‘host” operating
systemn, in effect, it's analogous to running a computer within a
computer. Each virtual machine for Instance can execute its own
guest operating system, such as (but not imited to) Windows,
Linux, and BSD variants. In simple terms, ViMWare Woarkstation
alows one physical machine to run numernous operating systems
simultaneously.

Lising ViMWare as a computer forensics tool to directly access
digital evidence therein can save an examiner a lof of time. An
examiner can conduct an entire examination of the digital evidence
image within a virtual machine. This altemative method conforms
to the Principles of Computer Based Evidence by the Association
of Chief Police Officers, UK whera the principles underlie the
methods usaed in forensic computer examinations and dictate the
necessity of forensic imaging and any subsequent restoration,
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Figure 4: After the imaged hard disk was successfully restorad,
starts a new virtual machine using WhMware.

Figure 2: Select hard disk drive 1o restore the imaged hard disk.
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Figure 9: Select physical disk location of the restored hard disk.
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Figure11: i the restored operating system was using Windows XP,

it nead to be recover using any Windows XP recovery CD

Issues of VMWare

Application of ViMWare in an analysis gives a new revolution 1o the
world of digital investigation. In a given scenano where data exists
on the suspects systam it cannot be viewed without the propn-
etary software that is on the suspect’s system. The restoration of
digital evidence becomes a must. it is the simplest way to view
data created by that unique software, which is considered
evidence.

Exploring the subject data in its native environment would be much
easier, avoiding the nuisance of selting up the whole machine
traditionally. This method is also proven repeatable which means it
is also possible to virtually transport a restored system into almost
any setting, such as a Court. Consequently, live demonstrations
can be gven to installed applications or other data that may be
relevant to an investigation.

Of all the handiness provided by VMWare, there are few issues
encountered during the experiment. The attermpt to read the image
of digital evidence using external device has resulted an arror in
detecting IDE hard disk. Instead, ViWviWare recognized the hard disk
as SCS| and request driver to nstall SCS| hard disk.

A major problem occurs when restoring a Windows
XP during the booting process. A blue screen may
appear that needs to be repaired using Recovery
CD. During a repair install, the system files will be
replaced, however, the evidence files, l.e. those
individual files created by the suspect, will remain
unchanged and can be verified with checksums.
Worse still, if the blue screen problem is beyond
repair, the restoration will fail.

The restoration of digital evidence is only carried
out when there is a strong need for it. Besides the
time taken to complete the restoration process, the
complexity of the hardware setup such as RAID
system or networked system may also be very
complicated. Yet, when the necessity is vital, the
chance to discover other source of information or
even evidence is there. The visual impact of
observing how the suspect operating system
behaves can also be the pivotal decision maker
in a criminal or civil proceeding.

Good Practice Guide for Computer Based Evidence
E http:/ v acpo.police.uk/asp/polices/Data/
gpo_computer_based_evidence_v3.pdf

/
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Responding to

IT Security Incidents

Introduction

How prepared is your information technology (IT) department or
administrator to handle security incidents? Many organizations
learn how to respond to securty incidents only after suffering
attacks. By this time, incidents often become much more costly
than needed. Proper incident responsa should be an integral part
of your overall secunty policy and risk mitigation strategy.

There are clearly direct benefits in responding to security incidents.
However, there might also be indirect financial benefits. For
example, your insurance company might offer discounts if you can
demonstrate that your organization Is able to guickly and cost-
effectively handle attacks. Or, if you are a service provider, a formal
incident response plan might help win business, because it shows
that you take senously the process of good information sacurity,

This document will provide you with a recommended process and
procedures 1o use when responding to intrusions identified in a
small- to medium-basad (SMB) network emvironment. The value of
forming a security incident response team with explicit team
member roles is explained, as well as how to define a security
incident responsa plan.

To successfully respond to incidents, you need to:

* Minimize the number and severity of security incidents.

= Assemble the core Computer Security Incident
Response Team (CSIAT).

* Define an incident response plan.

* Contain the damage and minimize risks.

Before You Begin

Syatern administrators spend a lot of time with network environ-
ments, and are very familiar with networks. They document the
ervironments and have backups in place. There should be an
auditing process already in place to monitor performance and
utilization, There should be a level of awareness already achieved
prior to implementing an incident response team.

Mo matter how much detail you know about the network environ-
ment, the risk of being attacked remains. Amy sensible security
strategy must include details on how to respond to different types
of attacks.

Minimizing the Number and Severity

of Security Incidents

In most areas of life, prevention Is better than cure, and security 15
no exception. Wherever possible, you will want to prevent security
incidents from happening in the first place. However, it is Impos-
sible to prevent all securty incidents. When a security incident
does happen, you will need to ensura that its impact is minimized.
To minimize the number and impact of security incidents, you
should:

Clearly establish and enforce all policies and procedures.
Many security incidents are accidentally created by IT
personnel who have not followed or not understood

’ change management procedures or have improperly
configured security devices, such as firewalls and authen-
tication systerns. Your policles and procedures should be
thoroughdy tested to ensure that they are practical and
clear and provide the appropriate leval of security.

’ Gain management support for security policies and
incident handling.

Routinaly assess wulnerabilities in your snvironmant.
’ Assessments should be done by a security specialist with
the appropriate clearance to perform these actions |.e.
(bondable and given administrator nghts to the systems).

Routinely check all computer systems and network
} devices o ensure that they have all of the latest patches
installed.

Establish security training programs for both IT staff and
’ end users. The largest vulnerability in any system is the
inexperienced user? The ILOVEYOLU worm effectively
exploited that vuinerability among IT staff and end users,

Post security banners that remind users of their responsi-
bilities and restrctions, along with a waming of potential

} prosaecubon tor viclation. [hese banners make it easer (o
collect evidence and prosecute attackers. You should
obtain legal advice to ensure that the wording of your
sacunty banners 1 appropnata.

Develop, implement, and enforce a policy requiring strong
passwords, You can leam more about passwords in

} "Enforcing Strong Password Usage Throughout Your
Organization” in the Security Guidance Kit.




15.

Routinely monitor and analyze network trafiic and system When you create a CSIRT, prepare the team
periormiance. so they are equipped to handle incidents.
To prepare the team, you should:

Routinely check all logs and logging mechanisms, includ-
ng operating system event logs, application specific logs
and intrusion detection system logs. Train them on the proper use and location of critical
sacurity tools. You should also consider providing

Verify your back-up and restore procedures. You should
be aware of where backups are maintained, who can
access them, and your procedures for data restoration
and systemn recovery. Make sure that you regularly verify
backups and media by salectively restoring data.

lools to ensure that no tme s wasted instaling and

configunng tools so they can respond to an incident.

} portable computers that are preconfigured with these

These systems and the associated tools must be properly
protected when not In use,

Assemble all relevant communication information. You

Create a Computer Security Incident Response Team S e | L M
.Y . ; : should ensure that you have contact names and phone

{SIRT) to deal with securty incidents, You can leam ¢ - = ! W
L : . nurmbers for people within your organization who nead to

more about CSIRT in the following section of this B : : N e
be notified (including members of the CSIRT, those

document

responsible for supporting all of your systems, and those

in charge of media relations). You will also need details for
your Internet service provider (ISP) and local and national
law enforcement agencies. [Discuss with your legal

Assembling the Core Computer

counsel about contacting local law enforcement before
an Incident happens. This will help you to ensure that you
understand proper procedures for communicating
The CSIRT Is the focal point for dealing with computer security incidents and collecting evidence. Legal counsel should
incidents in your environment. Your team should consist of a group be informed of any contacts with law enforcement.

of people with responsibilities for dealing with any security incident. !
Team members should have clearly defined duties to ensure that
no area of your responsa is left uncoverad,

Security Incident Response Team

Place all emergency system information in a central,
offine location, such as a physical binder or an offline

: _ ; computer, This emergency information includes
Assamibling a team before an incident occurs Is very important to

your organization and will positively influence how incidents are
handled. A successful tearm will:

passwords to systems, Intermet Protocal (IF) addresses,
router configuration inforrmation, firewall rule set lists,
coples of certification authority keys, contact names and
phoné numbears, escalaton procedures, and so on. This

* Monitor systemns for security breaches. information must both be readlly available and be kept
extremeaty physically secure. One method of securing and
* Serve as a central communication point, both to receive making this information readily available is to encrypt it on

reports of security incidents and to disseminate vital

; : S a dedicated security portable computer that is placed in a
information to appropriate entities about the incident. 0 E ; o

secura vault and limit access to the vault 1o authorzed
* Document and catalog security incidents. :nflill'_.;-::luals such as the CSIRT leader and the CIO or
CTO.

* Promote security awareness within the company fo help
prevant incidents from occumng in your organization. : :
The ideal GSIRT membership and structure

* Support system and network auditing through processes depends on the type of your organization
such as vulnerability assessment and penatration testing. Eﬂd }r'ﬂlll" l"iﬁk mﬂﬂﬂgEmEHt Etfﬂtﬁg“j’-
* Learn about new vulnerabilities and attack strategies HQWEVEI} ﬁ‘lE CSIHT ShGU|d gEI"IEI'ally fﬂrﬁl
employed by attackers. part or all of your organization's security
team. Inside the core team are security
professionals responsible for coordinating
e Analyze and develop new technologies for minimizing security a response to any incident. The number of
vuinerabilities and risks. members in the CSIRT will typically
depend on the size and complexity of your
organization. However, you should ensure
« Continually hone and update current systems and that there are enough members to
ProCeoures. adequately cover all of the duties of the
team at any time.

= Hesearch new scftware patches.

» Provide security consulting senvices.
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Establishing Team Roles

A successful CSIRT team consists of several key members.

CSIRT Team Leader

The CSIRT must have an individual in charge of its activities. The
CHIRT Team Leader will generally be responsible for the activities
of the C3IRT and will coordinate reviews of its actions. This might
lead to changes in policies and procedures for dealing with future
incidents.

CSIRT Incident Lead
In the event of an incident, you should designate one individual
responsible for coordinating the response. The CSIRT Incident

CSIRT Associate Members

Besides the core CSIRT team, vou should have a number of
specific individuals who handle and respond to particular incidants.
Associate members will come from a varety of different
departments in your organization. They should specialize in areas
that are affected by securty incidents but that are not dealt with
directly by the core CSIRT. Associate members can either be
directly invotved in an incident or serve as entry points 1o delegate
responsibdity to a more appropriate individual within their depart-
ments., The following table shows some suggested associate

Lead has ownership of the particular incident or set of related members and their roles.
sacurity incidents. All communication about the event 5 coordi-
nated through the Incident Lead, and when speaking with those
autside the CSIRT, he or she represents the entire CSIRT. The
Incident Lead might vary depending on the nature of the incident,

and is often a different person than the CSIRT Team Leader.

CSIRT Associate Members

Associate Member Role Description

This member is primarily responsible for coordinating communication between the CSIRT Incident Lead
and the rest of the IT group. The IT Contact might not have the particular technical expertise to respond to
the particular incident; however, he or she will be primarily responsible for finding peopla in the [T group to
handle particular security events.

IT Contact

This member is a lawyer who is very familiar with estabished incident response policies. The Legal Repre-
sentative determines how to proceed during an incident with minimal legal liability and mexdimurm ability to
prosecute offendars.

Before an incident occurs, the Legal Representative should have nput on monitoring and response polices
to ensure that the organlization is not belng put at legal risk during a cleanup or containment operation. it is
very important to consider the legal implications of shutting down a system and potentially violating service
level agreements or membership agreements with your customers, or not shutting down a comprised
systemn and being lable for damages caused by attacks launched from that system.

Any communication to outside law enforcement or external Investigative agencies should also be coordl-
nated with the Legal Representative.

Legal Representative

Public Relations Generally, this member is part of the public relations department and is responsible for protecting and
Officer promoting the image of the organization.
This individual might not be the actual face to the media and customers, but he or she is responsible for
crafting the message (the content and objective of the message is generally the responsibility of manage-
ment). All media inguiries should be directed to Public Relations,

Management Depending on the particular incident, you might involve only departmental managers, or you might invohe

managers across the entlre organization. The appropriate management individual will vary according to the
impact, location, severity, and type of incident.

If you have a managerial point of contact, you can quickly identify the most appropriate individual for the
specific circumstances. Management is responsible for approving and directing security policy.,

Management |s also responsible for determining the total Impact (both financial and otherwiss) of the
incident on the organization. Management directs the Communications Officer regarding which information

should be disclosed to the media and determines the level of interaction between the Legal Representative
and law enforcement agencies.




Responding to an Incident

In tha event of an incident, the CSIRT will coordinate a rasponse from the core GSIRT and will communicate with the associate
members of the CSIRT, The following table shows the responsibilities of these indviduals during the incident response process.

1] i1
O T

Responsibilities of CSIRT During the Incident Response Process
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ACTIVITY ROLE

CSIRT Incident Lead | IT Contact | Legal Communications Management

Representative Officer

Initial Assessment Owner Advises None None None
Initial Response Owner Implements | Updates Updates Updates
Collects Forensic Implements Advises Owner None None
Bvidence
Irmplements Owner Implements | Updates Updates Advisas
Temporary Fix
Sends Advises Advises Advisas Implements Chwner
Communication
Check with Local Updates Updates Implements Updates Owner
Law Enforcement
Implements Cwner Implerments | Updates Updates Updates
Permanent Fix
Determines Updates Updates Advises Updates Owner
Financial Impact on
Business
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18.

Making an Initial Assessment

Defining an Incident Response Plan

All members of your IT environment should be aware of what to do
in the event of an incident. The CSIRT will perform most actions in
response to an incident, but all levels of your [T staff should be
aware of how 10 report incidents internaly. End users should report
suspicious activity to the |T staff directly or through a help desk
rather than directly to the CSIRT.

Ewvery team member should review the incidence response plan in
detail. Having the plan easily accessible to all [T staff will help to
ensure that when an incident does occur, the right procedures ane
followed.

To instigate a successful incident response plan, you should:

= Make an initial assessment.

* Communicate the incident.

= (.ontain the damage and minimize the risk.

= |dentify the type and severty of the compromise,
* Protect evidence.

= Notify external agencies if appropriate.

* Recover systems.

* Complle and organize incident documentation.

= Assass incident damage and cost.

* Raviaw the response and update polcies.

These steps are nol purely sequential. Rather, they happen
throughout the incident. For example, documentation starts at the
very baginning and continues throughout the entire life cycle of the
incident; communication also happens throughout the entire
incident,

Other aspects of the process will work alongside each other. For
example, as part of your initial assessment, you will gain an idea of
the general nature of the attack. It is important to use this informa-
tion to contain the damage and minimize risk as soon as possible.
It you act quicidy, you can help to save time and monay, and your
organization's reputation.

However, until you understand the type and sewverty of the
compromise in more detail, you will not be able to be truly effective
in containing the damage and minimizing the risk. An overzealous
response could even cause more damage than the initial attack.
By working these steps alongside each other, you will get the best
compromise between swift and effective action.

’ Mote: It 15 vary important that you thoroughty test

YOur incident response process before an incident
occurs. Without thorough testing, you cannot be
confident that the measures that you have In place
will be effective in responding to Incidents

Many activities could indicate a possible attack on your organiza-
tion, For example, a network administrator performing legitimate
systerm maintenance might appear similar to someone launching
some form of attack. In other cases, a badly configured system
might lead to a number of false positives in an imtrusion detection
systerm, which could make it more difficult to spot genuine
Incidents.

As part of your initial assessment, you should:

= Take steps to determine whether you are dealing with an
actual incident or a false positive.

* (Gain a general idea of the type and severity of attack. You
should gather at least enough information to begin
communicating it for further research and to begin
containing the damage and minimizing the risk.

* Record your actions thoroughly, These records will later
be used for documenting the incident (whether actual or
falze).

’ Note: You should avoid false positives wheneaver
possible; however, it B always better to act on a false
positiva than fail 1o act on a genuine iIncident. Your intia
assessment should, therefare, be as brief as possibie,

vet still eiminate obwvious false positives.

Communicating the Incident

Once you suspect that there is a security incident, you should
quickly communicate the breach to the rest of the core CSIRT. The
incident lead, along with the rest of the team, should quickly
identify who needs to be contacted outside of the core CSIRT. This
will help to ensure that appropriate control and incident coordina-
tion can be maintained, while minimizing the extent of the

damage.

Be aware that damage can come in many forms, and that a
headline in the newspaper describing a security breach can be
much more destructive than many system intrusions. For this
reason, and to prevent an attacker from being tipped off, only
those playing a role in the incident response should be Informed
until the incident is properly controlled. Based on the unigue
situation, your team will later determing who neads to be informed
of the Incident. This could be amyone from specific individuals up to
the entire company and external customers. Communication
externally should be coordinated with the Legal Represantative.




Containing the Damage and

Minimizing the Risks

By acting quickly to reduce the actual and potential effects of an
attack, you can make the difference between a minor and a major
one. The exact response will depend on your organization and
the nature of the attack that you face. However, the following
priorties are suggested as a starting point:

1 Protect human life and people's safety. This should,
of course, always be your first priority.

P Protect classified and sensitive data, As part of your
planning for incicent response, you should clearly define
which data Is classified and which is sensitive. This will enable

you to priceitize your responses in protecting the data,

3 Protect other data, including proprietary, scientific, and
managerial data. Other data in your environment rmight still be
of great value. You should act fo protect the most valuable
data first befora moving on to other, less usaful, data.

4 Protect hardware and software against attack. This includes
protecting against loss or alteration of system files and
physical damage to hardware, Damage to systems can result
in costly downtime.

5 Minimize disruption of computing resources (including
processes). Although uptime is very important in most
environments, keeping systems up during an attack might
result in greater problems later on. For this reason, minimizing
disruption of computing resources should generally be a
relatively kow priority.

There are a number of measures that you can take to
contain the damage and minimize the risk to your environ-
ment. At a minimum, you should:

Try to avoid letting attackers know that you are aware of their
activities. This can be difficult, because some essential
responses might alert attackers., For example, if there is an
emergency meeting of the CSIRT, or you require an immedi-
ate change of all passwords, any internal attackers might
know that you are aware of an incident.

’ Compare the cost of taking the compromised and related
systems offline against the risk of continuing operations. In the
vast majority of casas, you should immediately take the
systern off the network. Howewver, you might have service
agreaments in place that require keeping systems available
even with the possibility of further damage occurring. Under
these circumstances, you can choose fo keep a system
online with limited connectivity in order to gather additional
evidence during an ongoing attack.n some cases, the
damage and scope of an incident might be so extensive that
you might have to take action that invokes the penalty clauses
specified in your service level agreements. In any case, it is
very important that the actions that you will take in the event
of an incident are discussad in advance and outlined in your
responsa plan so that immediate action can be taken when an
attack occurs.

Determine the access point(s) used by the attacker and imple-
ment measures to prevent future access. Measuresmight
include disabling a modem, adding access control entries to
a router or firewall, or increasing physical security measures.

’ Consider rebuilding a fresh system with new hard disks (the
existing hard disks should be removed and put in storage as
these can be used as evidence If you decide 1o prosecules
attackers). Ensure that vou change any local passwords, You
should also change administrative and senvice account
passwords elsewhers in your environment.

Identifying the Severity of

the Compromise

To be able 1o recover effectively from an attack, you need to
determine how senously your systems have been compromised.
This will determine how to further contain and mnimize the risk,
how to recover, how quickly and to whom you communicate the
incident, and whether to seek legal redress.

You should attempt to:

= Determine the nature of the attack (this might be different
than the initial assessmeant suggests).

» Datermine the attack point of cnigin.

» Determine the intent of the attack. Was the attack
specifically diracted at your organization to acquire specific
information, or was it random’?

» |dentify the systems that have been compromised.

» |dentify the files that have been accessad and determine
the sansitivity of those files.

By performing these actions, you will be able to determine the
appropriate responsaes for your environment. A good incident
response plan will outling specific procaeduras to follow as you learn
more about the attack. Generally, the nature of the attack
symptoms will determine the order in which you follow the
procedures defined in your plan. Since time is crucial, less
time-consuming procedures should generally be camied out before

more lengthy ones.

To help determine the severity of the compromise, you
should:

= Contact other members of the response team to inform
themn of your findings, have them verify your results,
determine whether they are aware of related or othar
potential attack activity, and help identify whather the
incident is a false pasitive. In some cases, what might
appear to be a genuine incident on initial assessmant
will prove to be a false positive.

* Determine whether unauthorzed hardware has been
attached to the network or whather thera are any
signs of unauthonzed access throwgh the compromise
of phwsical security controls.

* Examine key groups (domain administrators, adminis
trators, and so on) for unautharized entries.
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Search for security assessment or exploitation software.
Cracking utilities are often found on compromised systemns
during evidence gatherning.

Look for unautharized processes or apphications currently
running or st 1o run using the startup folders or registry
antries.

Search for gaps in, or the absence of, systerm logs.
Review intrusion detection systern logs for signs of
intrusion, which systems might have been affected,
methods of attack, time and length of attack, and the
overall extent of potential damage.

Examine other log files for unusual connaections; security
audit failures; unusual security audit successes; failed
logon attempts; attempts to log on to default accounts;
activity during nonworking hours; file, directory, and share
parmission changes; and alevated or changed user
permisSIons.

Compare systemns to previously conducted file/system
integrity checks. This enables you to identify additions,
deletions, modifications, and permission and control
modifications to the file system and registry. You can

save a ot of time when responding to Incidents if you
identify exactly what has been compromised and what
areas need to be recovered.

Saarch for sensitive data, such as credit card numbers
and ampioyes or customer data, that might have baan
moved or hidden for future refrieval or modifications.

You might also have to check systems for non-business
data, iBegal copies of software, and e-mail or other records
that might assist in an investigation. If thare is a possibility
of violating privacy or other laws by searching on a system
for investigative purposes, you should contact your legal
department before you proceed.

Match the perfformance of suspected systems against
their baseline performance levels, This of coursa
presupposes that baselines have been created and
property updated.

When determining which systems have been

compromised and how, you will generally be
comparing your systems against a previously
recorded baseline of the same system before
it was compromised. Assuming that a recent
system shadow copy is sufficient for
comparison might put you in a difficult
situation if the previous shadow copy comes

from a system that has already been attacked.

Protecting Evidence

In many cases, i your environment has besn deliberataly
attacked, you may want to take legal action against the perpe-
trators. In order to preserve this option, you should gather
evidence thal can be used against them, even if a decision is
ufimately made not to pursue such action. It is exiremely
important to back up the compromised systems as soon as
possible. Back up the systems prior to performing any actions
that could affect data integrity on the original media.

Someone skilled in computer forensics should make at least
two complete bit-for-bit backups of the entire system using
new, never-before-used media. At least one backup should be
on a write-once, read-many media such as a CD-R or DVD-R.
This backup should be used only for prosecution of the
offender and should be physically secured until needed.

The other backup can be used for data recovery. These
backups should not be accessad except for legal purposes, so
wou should physicaly secure them. You will also need to
document information about the backups, such as who
backed up the aystems, at what time, how they were securad,
and who had access to them.

Once the backups are performed, you should remove the
original hard disks and store them in a physically secure
location. These disks can be used as forensic evidence in the
event of a prosecution. New hard disks should be used to
restore the system.

In some cases, the benefit of presaning data might not agual
the cost of delaying the response and recovery of the system.
The costs and benefits of preserving data should be compared
to those of faster recovery for each event.

For extremely large systems, comprehensive backups of all
compromised systems might not be feasible. Instead, you
shouid back up all logs and selected, breached portions of the

system.

If possible, back up system state data, as well. it can take
months or years until prosecution takes place, so it is important
to have as much detail of the incident archived for future use.

Often the most difficult legal aspect of prosecuting a cyber
crime Is collecting evidence In a manner acceptable to the
particular jurisdiction's laws of evidence submission. Hence,
the most critical component to the forensic process is detailed
and complete documentation of how systems were handled,
by whom, and when, in order to demonstrate reliable evidence.
Sign and date every page of the documentation.

Once you have working, verified backups, you can wipe the
infected systems and rebuild them. This will enable you to begin
running your operation again. The backups provide the critical,
untainted evidence requirad for prosecution. A different backup
than the forensic backup should be used to restore data.




21.

Notifying External Agencies

Recovering Systems

After the incident has been contained and data preserved for How you recover your system will generally depend on the extent
potential prosecution, you should consider whether you need of the security breach. You will need to determine whather you can
to start notifying appropriate external entities. All external restore the existing system while leaving Intact as much as
disclosures should be coordinated with your Legal Represen- possible, or if it is necessary to completely rebuild the system.
tative. Potential agencies include local and national law

enforcement, external security agencies, and virus experts. Restoring data presumes, of course, that you have clean backups?
External agencies can provide technical assistance, offer Backups made before the incident occurmed. File integrity software
faster resolution and provide information learned from similar can help pinpoint the first occurrence of damage. If the softwara
incidents to help you fully recover from the incident and alerts you to a changed file, then you know that the backup you
prevent it from occurring in the future. made before the alert is a good one and should be preserved for

use when rebuilding the compromised system.
For particular industries and types of breaches, you might

have to notify customers and the general public, particularly if An incident could potentially cormupt data for many months prior to
customers might be affected direcily Dy the incident. discovery. It is, therefore, very important that as part of your

incident response process, you determine the duration of the
If the event caused substantial financial impact, you might incident. (File/system integrity software and intrusion detection
want to report the incident to law enforcement agencies. systemns can assist you in this.) In some cases, the latest or even

several prior backups might not be long enough to get to a clean
For higher profile companies and incidents, the media might state, 50 you should regularly archive data backups in a secure
be involved., Media attention to a security incident is rarely off-site |ooation.

desirable, but it is often unavoidable. Media attention can
enable your organization to take a proactive stance in commu-

nicating the incident. At a minimum, the incident responsa Compiling and Organizing
procedures should clearly define the individuals authorized to Incident Evidence
speak to media representatives.

The CSIRT should thoroughly document all processes when
dealing with any incidant. This should include a description of the
breach and details of each action taken (who took the action, when
they took it, and the reasoning behind it). All people involved with
access must be noted throughout the response procesas,

MNormally the public retations department within your organiza-
tlon will speak to the media. You should not attemipt to deny to
the media that an incident has occumed, because doing so is
likely to damage your reputation more than proactive admis-
sion and visible responses ever will. This does not mean that
you need to notify the media for each and every incident
regardless of its nature or severity. You should assess the
appropriate media response on a case-by-case basls.

Afterward, the documentation should be chronologically
organized, checked for completeness, and signed and reviewed
with management and legal reprasantatives. You will also need to
safeguard the evidence collected in the protect evidence phase.
You should consider having two people present during all phases
who can sign off on each step. This will help reduce the likelihood
of evidence being inadmissible and the possibility of evidence
being modified afterward.

Remember that the offender might
be an employee, contractor,
temporary employee, or other
insider within your organization.
Without thorough, detailed

documentation, identifying an
inside offender will be very difficulit.
Proper documentation also gives
you the best chance of prosecuting
offenders.
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Assessing Incident Damage and Cost

When determining the darmage to your organization, you should
consider both direct and indirect costs. Incident damage and costs
will be mportant evidence needed if you decide to pursue any legal
action.

These could include:

* Costs due to the loss of competitive edge from the
refease of propnetary or sensitive information.

* | egal costs.

* | abor cosls o analyze the breaches, reinstall software,
and recover data.

= Costs relating to system downtime (for example, lost
employes productivity, lost sales, replacemeant of
hardwara, software, and other property).

= Costs relating to repairing and possibly updating
darmaged or ineflective physical security measures
(locks, walls, cages, and s0 on).

= Other consequential damages such as loss of
reputation or customer trust.

Reviewing Response and

Updating Policies

Once the documentation and recovery phases are complete, you
should review the process thoroughly. Determine with your team
which steps were executed successiully and which mistakes wera
made. In almost all cases, you will find some processes that need
to be modified so you can better handle future incidents.

You will find weaknesses in your incident response plan; the point
of this post-mortern exaercisa is you are looking for cpportunities for
improvermnent, which should initiate a whole new round of the
incident response planning process,

Related Information

Much of this document has dealt with measures that you can take
to minimize the rsk of being attacked. However, organizations
have the most success at reaching their security goals when they
do everything that they can to minimize their chances of attack,
and then plan what they will do when they are attacked. FPart of this
process s to audit carefully for attack. Another equally important
part iz to have a clearly defined, well-rehearsed set of responses
that vou can put into place if an attack does ocour,

For more information about creating an incidence response
plan, see the following:

[} Hacking Exposed Windows 2000 by Joel Scambray
and Stuart MeClure (McGraw-Hill Professional
Publishing, ISBN: D07292623).

Ll.i Incident Response: Investigating Computer Crime by
Chris Prosise and Kevin Mandia (McGraw-Hill
Professional Publishing, ISBN: 007238249,

Tearns on the SEl Web site at
http:/rgo.microsoft.comyfwlink T Linkld=22398.

R? Handbook for Computer Security Incident Response

% Forum of Incident Response and Security Teams (FIRST) on
the FIRST Web site at
http:/fgo.microsoft.comfwlink/TLinkld=22399.
For more information about creating an incidence
response plan, see the following:

L'u The Internet Security Guidebook: =From Planning to
Deployment by Juanita Elis and Tim Speed (Academic

Press, ISBN: 0223747).
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DIGITAL EVIDENCE
MANAGEMENT
FRAMEWORK FOR
COMPUTER FORENSIC

Computer forensic is commonly defined as the collection, preser-
vation, analysis and court presentation of computer-related
evidence i.e. digital evidence. 'Courts mandate the proper selzure
and analysis of digital evidence in any investigation where a
computer is the means or an instrument of a crime or other
offences or may contain evidence relevant to a criminal or civil
litigation matter. Digital evidence presents particular challenges for
authentication as such data can be easily altered or tampered if not
handied propearhy.

What testimony is required to authenticate computer data? How
does a witness establish that the data he or she recoverad from a
hard drive is not only genuine but completely accurate? Are the
available guidelines and rules sufficient to ensure the agmissibility
of digital evidence into the court of law? What expertise level
should the examiner be with the software used to collect and
analyze the digital evidence in order to establish a proper founda-
tion for the recovered data? These are some of the questions that
digital forensic analysts facing when seeking to introduce digital
evidence. This paper will address thesa questions.

“In order 1o ensure that digital evidence is collected, presenved,
examined or presented in a manner safeguarding the accuracy
and reliabfity of the evidence, law enforcement and forensic
organizations must establish and maintain an effective quality
system. Standard Operating Procedures (S0Ps) are
documentad guality-control guidelines that must be supported by
proper case records and use broadly accepted procedures, equip-
ments and materials.

The widaspread of computer usage in our daily life for businass
and pleasure has exposed us to security threats such as

ioyee misconduct,
imellectual property theft and so on. Statistics show that
computer related crime is on the increass. Unfortunately, thers is
still insufficiant information concerning the definition of what
constitutes a computer crime, and how should it be investigatad?

This paper will provide a comprenensive guideline and framework
o computar forensic invesbgators and analysts.

The paper will cover a generic method in managing digital
evidence. The focus will be fram the law and investigation

clive of the digital evidence management in ensuring the
admissibility of the evidence into the cowrt of law.

1. THE ISSUES OF DIGITAL EVIDENCE

The main factor that wery much determines the success of a
computer forensic investigation is maintaining the integrity of the
digital evidencea identified. Digital evidence is highly fragile and thus
can be sasily contaminated and falsified evidence can be easily
planted. For instance when a user boots up a computer (after the
computer is identified as an evidence in a court proceeding), the
last accessed timestamps and the content of several system files
will be modified and this can be challenged in the court.

Apart from that, other issues that engulfing the admissibility of
digetal evidence in the court of law are such as the chain of custody
of the evidence, the weight age of the evidence, the manner the
avidence was extracted and the methods used to authenticate the
avidence. Duty of care must be adopted to manage the digital
evidance and the forensic analyst must make sure that the proce-
dures usad are fully compliance with all applicable laws and regula-
tions in that particular jurisdiction. In Malaysia it is governed by the
"Malaysian Evidence Act, 19850,

2. TYPES OF DIGITAL EVIDENCE

There are two types of evidence; computer-generated
evidencea and computer-stored evidence. Computer-generated
evidencas contain the output of computer instructions without
manual intervention. This will include output of programs, log
files, receipts, reports and etc. This type of evidence is not
categorized as "hearsa*_.r evidence because N computer-
generated records a person is not making an assertion,

1 Gitas: Aubber Co, & Bands Chamical Indis., Lid, 1687 ER.D. 80 [D.C. Oal,, 19568
i niipeaas ipowhofan e backizsu s pAlZ 000 ewgda. hitm

ﬂf:r:.l the Bwdence amendment) Aot 1853 provesions wam macde for tha admission of
computar-generated and EDI {Bectronic Data Inerchange) evidenca, Section S$0401) was
infroduced to the Bddence Act 1550 which mads: “in any criminal or il procesding a
document produced by a computer or a staement contaned in such document, shall e
admigsie as evidenca of amy fact stated themin § the document was produced by a
compuser in the course of &s ondinary use, whethar or nod the parsen tendering the same is
the maker of such document or statement”

A Hearssy and Evidenca in tha CEAT = Susan E. E. B, Shirman, Esg. [SANS |nstiluis)

® Hinarsay s & stetement, othar than one made by the declarsnt whia tastiting at the trial or
haaring, offered In evidenca to prove the iuth of the matier assarted
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On the other hand, computer-stored evidences can be based on human generated contents. Emails, word decuments and even the columns
that a person enters into spreadsheets have a human base. If the person that entered the information does not testify on it, the computer-

stored information is considerad hearsay avidencs,

3. CHAIN OF CUSTODY

Computer forensic is a discipline dedicated to the collection of
digital evidence for judicial purposes. Proper procedures, tools and
methodologies must be adopted to collect, preserve, analyze and
presant the digital evidence and the forensic analysts performing
this duty should be very familiar with the laws of evidence in their
relevant jurisdictions.

In his book "E-Security Law & Strategy, Zaid Hamzah defines chain
of custody as a sequence of events that shows how evidence was
collected, analyzed and preserved in order to ba presented as
evidence in court. Establishing a clear chain of custody is critical as
digital evidence can be easily tampered. In court litigation the
paramount challenge of a prosecutor is proving that the chain of
custody B unbroken.

Howewver, the computer forensic investigation field has evolved so
much in the past few years, hence the need to review the existing
methodologies and S0OPs. In this paper, | would like to propose a
maora comprehensive method and duty of care that could be
adopted by all the digital forensic analysts. Figure 1 below shows
the &5 main phases in computer forensic methodology.

6 E-Seourty Law & Strateqy, Jaid Harmezah (Lexdshaxds, ISBIN; OG7 -0 - 638 -6)

FREPARATION COLLECTION

Pnﬁmnnmj—)[ ANALYSIS j—»[mﬂammﬂnj

3.1 PREPARATION

The key to any successful investigation is preparation. Prior to
visiting any crime scenas, a forensic analyst must make sure that he
is well prepared to attend the case. First and foremaost, the forensic
analyst assigned to conduct the investigation must be competeant
and certified by a recognized computer forensic organization, This
is important when the analyst is required to testify in the court which
can affect the weightage of the evidence seized. Then the neces-
sary paperwork such as court order, warrant and permission to
seize the evidence by the authorities must be acquired and brought
to the crime scene,

The analyst should also anticipate and understand the kind of
media likety to be encounterad at the scene. This can be achieved
by conducting a brief prefiminary interview with the relevant party.
The storage media for the purpose of storing the acquired evidence
must be 'sanitized, The preparation phase also includes establish-
ment of responsibilities and borders, and advising the client on the
possible impact and implications that may result from the investiga-
tion, A comprenensie checklist of items and materials that
required at the crime scene must be developed and it is mandatory
for all the forensics analysts to prepare according to the checklist to
avoid arrving at the scene without the complete forensic gear.

Figura 1

3.2 EVIDENCE COLLECTION

The first thing a forensic analyst should do upon amiving at the
crime scene is taking photographs of the physical layout of the
location and the site. Two typical situations an analyst will face at
the scene are:

* Dead system with the power unplugged (computer
system off) and the media frozen.

= Live systermn with the power and operations on
(processas running, disks being accessed and active
network connections).

Documentation of where the device is in the scene and anything
around it should be made into the analyst’s journal; the rule of
thumb is "document, document and document”. The usage of
labels / tags (such as post-it) which bears the evidence number,
date and time is required during the photography session for valida-
tion purpose in the later stage of the investigation process. This
followed by a brief intendew with the user of the system 1o obtain
the IP address of the computer, usemames, passwords and othar
refevant information which may assist the investigation.

¥ Bantization can be done uaing tools such Bs dek wipers. Sanitizetion & vary Impoetant to
ansum that the presviously siored date on the dek el not comtaminata the nesly stored
avidenca. LIS Dol has set 5 spacific criterias for madia santiEation.




The forensic analyst must be well trained and experienced to
identify potential sources of evidence. Today, thanks to the rapid
technological advancement, data can De stored in a varety of
devices such as pen drives, thumb drives, mp3 players, iPod,
digital cameras, digital watches and plenty more. Upon identifying
the sources of evidence the analyst must use hardware and
software that are appropriate, effective and most importantly
forensically sound for the seizure of the evidences. The evidence
must be acquired in a write-protected manner to avoid evidence
contamination. This can be achieved by using a write-blocker
device. Software with high encryplion level and recognized by the
authority need to be used when conducting the disk acquisition
and imaging process. Disk acquisition is a key part of a digital
investigation. The software used must be able to generate a bit-
stream image of the suspect's disk i.e. the exact clones of the
suspect's disk.

Cther precautions such as analysts must wear gloves all the time to
avoid contamination and maintain the accuracy of the evidence
collected and every single steps must be documented and photo-
graphed. [t is also recommended that a voice recorder is used to
record all the observations.

3.3 ANALYSIS

This is one of the most important phases in the life cycle of digital
avidence because this is the stage where the actual evidence and
the clues for the investigation will be produced. Successful case
closure, settlement, prosecution or conviction depends on the
results produced at this point. A due care must be taken during this
process and working with the onginal evidence must be avoided.

The analysis process includes:

* dentifying and recovering file fragments and hidden
and dedeted files and directories from any location
such as used space, free space or slack space

= axamining file structures, headers, and other
characteristics to determine what type of data each
file contains, instead of relying on file extensions
(e.g. *.doc, “.jpg, *.mp3 & eic)

* gxamining cloaked files, encrypted files, deleted files,
fragmented files & 50 on

= displaying the contents of all graphic files

* performing complex searches on Internet activities,
amail communications and chat archives

* graphically displaying the acquired drive's directory
structure

* generating reports

3.4 PRESERVATION

As we alrsady know digital evidence is fragile and volatile. The
forensic methodology used must be completely non-invasive (o
the original data. One may ask why we have to do bit-stream
imaging and why not just copy the files from the suspect's disk.
When copying files we miss abundance of critical files and informa-
tion. Copying just copies the files visible to our naked eyes and it

does not copy from free space which contains

hidden data, hidden partitions containing intentionally hidden data,
slack space containing file remnants, unallocated spacecontaining
deleted files and swap file info, temporary files, history files, hidden
files, registry info and etc.

A unigue checksum of the value of the content must be generated
from the original evidence. A copy of the checksum value should be
copied 1o a media or printed and handed over to the law enforce-
ment agency and ancther copy will be kept by the owner of the
system in a sealed tamper-proof bag. The forensic analyst may be
reqguired to re-generate the checksum in the court to prove that the
imvestigation and evidence extracted is not tamperad. The industry
standard for computer evidence authentication (generation of
checksum) is the publicly avalable MDS (Message-Digest
Algorithm 5) algorithrm which is developed by RSA Security and its
successor SHA-1 (Secura Hash Algorthm). It is vital to use the
forensic software with these cryptographic featuras to ensure the
admissibility of the evidence into the court of law, For instance MDS
algorthm creates a numeric represantation of the contents of a
hard disk and displays it as a 16-character hexadecimal value; |.e.
a 128-bit checksum, The odds of two computer files or hard drves
with different contents having the same MDS hash value are 1038.

All the evidences must be stored securely in a locked cabinet in a
highly-secured locked room with biometric access contral. This Is
to monitor personnel going in and out of the room and also to
pearmit entry to the authonzed personnal only. The room should be
free from high humidity, electrormagnetic interference, dust, smoks,
sand and water. BEvidence tracking systerm (or a CEM system)
should be in place to track all the evidences and to enable easy
acceass to paricular evidence when it is called upon. There should
also be a standard period of time to keep the evidences in the
custody, for instance evidence should be in the custody for at least
24 months from the date the case was closad.
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26.

3.5 PRESENTATION

Findings must be put together in a presentable manner including screen captures, original files and so on. Forensic analysts should bear in
mind that the audience are normally non-technical people and the reporting and presentation should be in a language that can be easily under-
stood by these people. Clear explanation of the evidence found, together with the technigues and methodologies used must also be included.

Figure 2 below shows the workflow of digital evidence management.

Original disk Original disk
\ e -
" Master copy Back up for court COURT
‘—*‘*‘-*‘ -
‘\\ Working copy I
®©«CT"9©° T S
Action Original Disk Disk Digk Unaarstand Disk Data Praparation
Step ;:‘IT: salzed stored & imaged wphl: the cass anahysls Mining I court
Pl - 0 sacured mada objactives
The Process & Seizure & Forensic Imaging Forensic Reporting &
Methodology Preservation & Preservation Analysis Presentation
Technology Forensic Forensic
Software Software

Flgura 2

Sciantific Working Group on Digital Evidence (SWGDE)
http://ncfs. ory/swdge/docurments. hitrmil

During a computer forensic investigation, mistakes must be
avoided, the tasks must be performed in a timely fashion and mast
importantly safequarding the integrity of the evidence by maintain-
ing the chain of custody. The admissibility of the ewidence into a
court very much Is dependent on the authenticity of the evidence.

htip:/wenw. secuntyiocus.com
httoe /o forensicfocus.com

The four cardinal rules
in computer forensics are:

EnCase Legal Journal — Guidance Software Inc
http:/fwww.cftt. nist.gow

& & & A

} never mishandle evidence
} never work on the original evidence
’ never trust the subject’s OS

} document everything




CHALLENGES OF E-COMMERCE SECURITY

E-commerce has changed the way business is conducted around the world.
Going out to purchase products can be very time consuming and
inconvenient, but now through the Internet, consumers can buy just about
anything within the comfort of their own home.

The evolution of e-commerce gave customers another option for
completing transactions. Nevertheless, this new way of daing
business also raises many securty concemns. Can we trust the
Internat with our personal information? Many have no problem
aning out their credit card numbers, but the average person's
perceived knowledge of the Internet may be skewed from the
realistic threats posed by the Intermet.

The prncipal concem for people when conducting transactions
over the Internet mainly has to do with the security of their personal
information. With regards to online purchasing, users want to know
specific things such as where their credit card information is being
stored, who will be using it, and how it will in fact be used, |t is
expected then, that users would be more comfortable purchasing
products online if the knowledge they acquire could convince them
that their information is transfered securaly.

It is wall-known that the more experience one obtains in a certain
area; the mome comfortable they will feel. It is no different with
computers and the Internat. Theare are many adults today who fesal
comfortable using a computer and navigating the Internet, As a
result, these are the people that are making purchases using the
Internat. Contrary (o this, those with less computer and Intermet
experience are making fewer purchases because they do not trust

tha Internat as a valid source of sale. In this sense, customers lack
comfort because the amount of technical knowledge they have
acquired is insufficient to allow them to trust the method for
purchase, Consumers want to know where the information is
going. If they are unable to comprehend how their information is
traveling, and where it is traveling, they are less likely to make a
purchase.,

The Internet i Inherently insecure for transactions as it can be
compromised at several points, including the user's computer, the
merchant's or service provider's system or at any intermediate paint
between them on the network. This I3 because the Internet
consists of many different computer networks that are all intercon-
nected using a common protocol. Due to this open network
architecture, messages traverse many different networks betweean
source and destination. For example, when a user transmits a
credit card number over the Internet to a merchant, this number
passes through several computer systems, including systems of
other network users before reaching the merchant's computer. The
integrity of the message could be compromised at any of the
intermediate points, Furthermore, as business on the |nternet
grows, it will become more difficult for both the buyer and the
merchant 1o know whether each is legitimate,
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The Future Of Internet Security
And The Challenge Of E-commerce

IP version 6 is going to be released in the near future. It would
provide enough IP addresses for every machine, car, traffic light,
and wirtually everything else to be wentified on the Internet,
Authentication would also be more efficient with IPvB, as security
extension headers guarantee that a packet must come from an
authentic source. Security services with IPvE provide separate
options, allowing different communities of users to choose the level
of security they reqguire. IPvG would implement a more affective
security architecture and network infrastructure meeting the
current need for confidentiality, authentication, data integrity, and
non-repudiation in the commercial Intermet,

Urfortunately, IPvE will be difficult to implement becauss it requires
both the user and the website to implement the protocaol. This
means that users running IPvB will be unable to access websites
running |Pv4, and websites running |Pv4 will be unable to commu-
nicate with users running IPvG. Every user and senver on the
Internet would have to rely on IPvE for this secure Internet environ-
ment to emerge. Every system on the entire net would have to
alter a great deal of software at a high price, and make consider-
able changes to hardware configurations. Ultimately, although
[PvE presents a reasonable solution for a secure future on the
Internet, it involves too high a training and configuration expense,
and an overwhelmingly large amount of intervention from every
user, every manufacturer, and every corporation to actually be
implemented. |t would take the average company three to five
years to comnvert to IPvB, even before ther wide area networks
could be converted. On the Internet, every user has differant levels
of comfort with communicating, and different amounts of knowl-
edge, or understanding as to how information is transmitted. This
disparity requires for a greater power, such as the government, 1o
sat IPvE as the standard for all Internet wsers, including corpora-
tions, in ordar to be fully implementad.

One obstacle standing in the way of
individual Internet user’'s security is a lack of
technical competence, or knowledge. Some
individual users may be technologically
savvy, and may be intellectually equipped to
provide better security for their respective
workstations. Other individual users may
lack an understanding of how to secure their
system, and how it may be vulnerable to
intrusion, and some may be indifferent. In
order for Internet Security to be improved in
the future then, all individuals must come to
a greater understanding of how their
systems operate, how they are vulnerable,
and how to keep them secure. Regrettably,
it does not seem likely for the future to
provide this heightened technical
awareness.

The user experiences less understanding of what the system is
accomplishing for them, and thersfore the knowledge that
repeated practice and use would provide will be inadequate,
Usars may come to understand how 1o follow an applcation, or
computer's directions, but uniess they find other methods enabling
them to achieve an adequate level of technical competence, or
knowladge, they will continue to have difficulties secunng their
systems and information. Along with users becoming less aware of
how to secure thelr systems, the task for attackers will become
less arduous as the flexibility application designers provide leaves
greater room for manipuation. To compound the problem,
developers often deploy new versions and installations of software
without proper testing.

The future of individual Intermet wsers' security, in many respects,
will be dictated by thesr own ability to identify and understand how
to secure their system's vuinerabilities. The corporate warld, on the
other hand, employs T departments comprised of technically
savwy individuals, and implements technological boundanes,
firewalls, and other security measures, and yet ig still unable to
prevent some forms of unwanted attacks and access, Perhaps it is
again the deployment of new software installations, hardware
configurations, and applications without proper testing that is
responsible for this ongoing lack of security.
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Mot all experts believe in such a bleak view for the future of Internet
Security, but agree for Internet security emerging technologies
such as biometrics. Biometrics is a technology that uses human
baings' physical or behavioral traits for identification purposes.
Many companies and websites employ authentication methods
such as passwords and usermames. These methods of authenti-
cation do not necessarlly ensure security, as they are forms of
information that can be lost or stolen. Bliometric devices such as
finger print, iris, retinal, voice, or palm scanners could enable a
corporation to ensure that access is granted only to those users
authorized by the corporation. This will provide the economic
incentive for companies o mplement more accurate forms of
sacurity, and confidentiality. It is also expectad that as new authen-
tication technologies such as S5L and biometrics evolve and
saimplify, thesr cost will decrease considerably, and they will grow to
be more efficient. Utilizing physical and behavioral biometrics for
authentication could provide high levels of security to personal
computers, private files, information repositories, and other
systems.

It seems that biometrics authentication systems could be the next
step towards a secure future on the Intemet by implementing a
physical method of access. All material, from report cards to
emized sales recaipts to social securty numbers would be acces-
sible to every person unless all the security measures in place work
extramely well. Granting access to users would relate direCtly to
predefined groups, for example, company, citizenship, national
gacuUrity, ete...Certain rights to access would be granted for each
group. There wil be areas of the Internet where anomymity would
be permitted and areas where, if it becomes necessary, identity
could be determined with flawless accuracy. An offensive security
standpoint would develop, whera attackers will be sniffed out, and
profiled. Software and hardware developers alike would be held
legally accountable for deploying insecure products. Government
watchdogs would aid in ensurng sound testing, and high quality
standards. Internet cnmes would be persecuted with much more
SEM0US CONSBqUENCes.
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Some components of Intermet security that will remain essential 20
years from now include producing strong netwaork architectures,
public key encryption, strong checksums, adaptve load sharng,
and Biometrics. Biometrice may provide added security on the
Internet; howeaver, it is interesting to consider the social implica-
tions of the technology involved. The Internet is not secure, and
thereby, people’s personal and financial Information s at risk of
being stolen by intruders. If a revolutionary authentication system
such as biometrics is mplemented, will it ensure security, or will
intruders simply find more radical means for intrusion?  Society
then runs the risk of absolute identity theft, where an intruder in
possession of a person’s finger, or eys, along with other personal
or financial information, can guarantee they are who they claim to
be.

What seems to be increasingly evident with respect to the future of
Internet securty is the need for an influential power’s intervention.
Communities such as Universities and corporations can afford to
employ technologically knowledgeable individuals to secure their
networks, but what about everyone else? There are social and
technical security measures being developed and considerad, but
they all require some form of leadership in order for widespread
adoption.

In summary, the more complex the system,
the more chances it can be compromised.




How to effectively prevent spyware in
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Spyware is a hot topic. Legislators, security
professionals, business people, IT staff,
executives, and consumers all know about
spyware — and its negative impact on privacy,
security, and productivity. The rampant
growth of spyware is driven by strong
spyware developer skills, and more
importantly, investment from advertisers

and organized crime.

Unfortunately, few organizations can effectively and efficiently
halt the influx of spyware Into their networks. An ideal enterprise
solution will not only stop spyware before it installs, but it will be
capable of detecting and removing spyware already in place at
the desktop. Furthermore, this ideal solution needs to
be deployed without introducing significant management
challenges, nor can it impede the business process.

Spyware, like other information security threats, will continue to
evolve, and incorporate new and different installation and
information gatherng techniques. As such, any enterprisa
solution must embrace an in-depth spyware defense that s
powerful and flexible enough to cope with the unpredictable
avolution of spyware and other hybrid threats.

DEBATE OVER SPYWARE DEFINITION

There has been some debate about what constitutes “spyware.”
Commercial advertising companies that develop "adwarse," state
that they are not malicious, and as such, should not be categonzed
with viruses and worms. The enterprise view of “spyware”
however, can include any software that collects information on
user behavior (surfing patterns, keystrokes, preferences, etc.) from
deskiops and ships it offsite to an unknown third-party server.
There are distinctions betweean commercial spyware (adware) and
malicious spyware, but in the end, it's all spyware. Another defining
characteristic of spyware Is its installation methods — typically
spywara installs in one of three ways:

= Drive-by installs - this is the most common - a drive-by install
typically begins downloading software through the browser
upon a visit to a Web page. Depending on the browser, its
patch level, and the usar's security sattings, the user may be
prompted with a “yes/no” dialogue box, or not. Sometimes,
these boxes are masked using pop-ups. In somea cases, even
if the user clicks *no," the installation may continue.

* Browser exploit — some spyware installs via a downloader
Trojan, which takes advantage of vuinerabilities in Internet
Explorer and acts as a sort of beachhead agent for spywara,
This agent, once installed, can download multiple flavors of

Spyware,

* Embedded install — often spyware will be packaged with
“free” programs (e.g., KaZaA) and the user agrees to accept

the spyware in payment for using the program for free.

The risk and costs of spyware to enterprises are substantial. There
are many risks assoclated with spywara including credantial theft,
intellectual property theft, liability (privacy lawsuits, regulatory
censure), fraud, and corporate esplonage. Often, managers and
executives within the organization who are focused on risk
managament tnd these concerns to ba of utmost Importance.
Mary IT managers, however, note that the productivity impact —
crashing browsers, sluggish deskiops, slow networks, help desk
calls, and idled users - is of far greater concern, and often more
guantifiable. Regardless of perspective, spyware is having a signifi-
cant negative impact on the enterprisa.




your organization

KEY CHALLENGES AHEAD

BUILDING A DEFENSE STRATEGY

} Legislation is only part of the answer

U.S Legislative efforts are attempting to tackie the problem of
spyware, and the prosecution of authors and distributors of
spyware has begun. While the effort may have some impact, the
Intermet is borderess and difficult to control through legislation. The
common reaction for spyware purveyors will be to simply move
their operations offshore. Commercial spyware vendors will most
ikety seek to comply with regulations by making license agree-
ments more clear when asking end-users for permission to install
spyware. Unfortunately, spyware licensing agreements never go
beyond the end wser, and the enterprise - who owns the infrastruc-
ture — is left out of the decision.

The best defense for enterprises is to stop spyware before it is
installed on the desktop. As such, organizations need a preventa-
tve solution that avoids an additional desktop agent and reduces
management headaches. An ideal enterprise solution to control
spyware must operate at the network gateway.

Maturally, enterprises have concermns around gateway solutions
that may impede business processes through slower Web traffic or
widaespread blockang of Web contant. A gateway solution must not
introduce latency into business-critical Web communications. The
solution must also determine, in a fine-grained fashion, what Web
comtent will be allowed into the enterprise. The ability to determing
’ Spyware creates large financial incentives what is and isn't acceptable content, beyond source and basic

There are large financial incentives to distribute sp g i content type, and make network policy decisions about it, Is a

producers make maney on the information they collect, such as rugh-priority for the enterpnse.
market research and personal information, as well as advertise-
ments distributed. Web property owners are paid by spyware
distributors to distribute spyware. Both producers and distributors
change dissemination and installation methods frequentty to avoid

Keeping pace with spyware’s rapid evolution requires an effective
solution with multiple blocking and control methods at s disposal.
Web threats of any nature [spyware, worms, viruses, trojans)

detection and to ensure high distribution success. evoive In unpredictable ways.
. i . Regardless of how effective an anti-spyware gateway may be,
’ Spyware is technically challenging some users will take their laptops home, where, due to unpro-
Spyware is difficult to stop technically for a varisty of reasons. First, tected connections, spyware infestation is virtually guaranteed.
spyware is a new and evolving technology that quickly adopts all of Therefore, an enterprise solution must be able to address these
the latest techniques fromn viruses, worms, and Trojans. Perhaps “out-of-band” Infections once they return to the corporate
mone importantly, spyware atiracts the best and brightest hackers network.

- who are finally being compensated for their efforts by either
commercial spyware companies or organized crime.

Second, spywara is an application-level thraat, and most existing

enterprise defenses focus on the infrastructure layer — e, they CONCLUSION

defend fie systems, general network fraffic (at the port and

protocol level), and known threats on application services (e.g, AV vendors will incorporate spyware scanning and removal into

emall servers, database servers, and web servers). Unfortunately, their desktop scanners, but the reactive nature of these solutions

many of the existing defenses, such as firewalls and intrusion will require organizations to continue a "defense-in-depth” strategy,

detection/prevention systems, lack the application-level visibility invohving preventative gateway solutions.

and granularity necessary to block spyware without shutting down

Web traffic associated with legitimate business functions. The development of wiruses, worms, trojans, and spyware
indicates that new and different threats will take advantage of

Several vendors have introduced solutions for enterprise business-critical Web communications.

anti-spyware, including spyware specifiic deskiop agents, desktop

anti-virus, and URL filtering. Unfortunately, most of these solutions Organizations will need to have an infrastructure in place that is

ara reactive — they only address installed spyware, i.a., they enable flexible, granular, high-performance, and powerful enough to stop

organizations to do something about spyware only AFTER it is a current and future Web-bome threats, yet won't impede the

probiem. business process.
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SSCP from (ISC). Credentialing the world's most qualified Information Security workforce. Businesses
worldwide share a common priority: ensuring their information security policy is the best. Now they can share the same
language. (ISC)’ has credentialed tens of thousands of the worlds most qualified information security professionals, in over 100
countries around the globe. Equipped with an 55CP credential from (ISC)* your information security worldorce speaks a common
language. Shares common platform knowledge. And understands how best to implement, monitor and secure your information

security organization.Which translates into a more secure business. Speak to (ISC) today.

FOR MORE INFORMATION:

(I SC)1 Email: cissp@niser.org.my Website: http://www.niser.org.my https://www.isc2.org

INTERNATIOMNAL INFORMATIONMN SYSTEMS SECURITY CERTIFICATION CONSORTIUM, INC.

SECURITY TRAMSCEMDS TECHMOLOGY"




	01.jpg
	02.jpg
	03.jpg
	04.jpg
	05.jpg
	06.jpg
	07.jpg
	08.jpg
	09.jpg
	10.jpg
	11.jpg
	12.jpg
	13.jpg
	14.jpg
	15.jpg
	16.jpg
	17.jpg
	18.jpg
	19.jpg
	20.jpg
	21.jpg
	22.jpg
	23.jpg
	24.jpg
	25.jpg
	26.jpg
	27.jpg
	28.jpg
	29.jpg
	30.jpg
	31.jpg
	32.jpg

