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No. 7 Jalan Tasik, The Mines Resort City,
43300 Seri Kembangan,
Selangor Darul Ehsan, Malaysia.

Dear Readers,

I am pleased to present 27 interesting and informative articles in this first 
publication of e-Security Bulletin year 2020. We hope the highlighted articles 
reflect current issues in cyber security and technological landscape.

We are now experiencing one of the worst global pandemics of this century. The 
COVID-19 pandemic has had a massive impact in the world and has affected 
several countries to a standstill already. During these times, cyber security is of 
more importance, as the environment is conducive for cyber criminals to strike. 
The pandemic has created an enormous challenge for businesses worldwide to 
continue operating despite massive shutdowns of offices, public facilities, and 
schools. Employees has been forced to work remotely. Consequently, schools 
have resulted in closures, impacting almost 70% of the local student population. 
Hence, this has resulted in a dramatic increase of the internet users spending 
more time online. Due to the excessive time spent online, reports of cyber-
criminal activities have risen. Effective cybersecurity is most pertinent during 
this crucial time and requires all parts of an organization, all individuals, and all 
groups, to work together as a team. Cybersecurity does not just affect a person, 
but everyone around them. And in the globally connected world we live in, that 
literally is everyone. Infected devices have a way of infecting other devices, and 
compromised systems can make everyone vulnerable.

While some of us might already get used to being at work 24-7, there are still 
some others who are tight to the usual working hours of 8am-5pm five days 
a week, as their work is considered as critical which relate to system, filing, 
customer service and others that require face-to-face communication. Working 
from home has opened multiple vectors for cyberattacks through the heightened 
dependency on personal devices and home networks; social engineering 
tactics are even more effective on a distracted and vulnerable workforce; critical 
business assets and functions are significantly more exposed to targeted 
cyberattacks; public sector services such as hospitals and healthcare services 
are under acute pressure and have been hit particularly hard by new types of 
ransomware at disrupting connectivity and denial-of-service attacks. On this 
note, be sure to check on the article entitled “COVID-19 Theme Threats In 
Malaysia” together with “Overview of 5G Technology From The Perspective of 
MyCERT” and the other articles in this edition for more ideas to stay safe while 
actively online. 

As COVID-19 continues to alter our lifestyle, organizations and individuals 
must protect their sensitive data to digitally safeguard themselves. While some 
changes are likely to be temporary, others will have long-lasting effects. Think 
very carefully before clicking! 

I would like to convey my utmost appreciation to all contributors for their nobility 
of sharing invaluable knowledge and for continuous support towards our goal of 
enhancing online safety.

Thank you and warmest regards.

Dato’ Ts. Dr. Haji Amirudin Bin Abdul Wahab
Chief Executive Officer, CyberSecurity Malaysia
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Importance Of Inculcating A Continuous 
Learning Culture In Cyber Security
By |  Zaleha binti Abd Rahim & Ts. Lt Col Sazali bin Sukardi (Rtd)

“Never stop learning, because life 
never stops teaching”

Introduction

Learning is a process of absorbing new 
information and applying the knowledge in a 
real-life situation. Creating a culture of learning 
in an organization is not easy especially when 
it concerns the attitude of learning. If an 
organization wants to remain competitive, 
it has to find various ways to inculcate a 
continuous learning culture. The organization 
needs to make employee learning a priority not 
only in policy but also commitment in time and 
financial resources. 

The continuous learning culture requires 
adopting a new organizational learning mindset 
namely Didactics (being taught); Discovery 
(finding out for oneself); Discourse (interacting 
with others) and Doing (having experiences). 
Continuous learning is a process of learning 
new skills and knowledge on an on-going basis 
that will enable a person to up-skill and re-
skill himself in order to perform effectively in 
the workplace. It is important for everyone to 
constantly acquire new knowledge and skills 
using either formal or informal approaches. 

Digital Transformation And New 
Security Challenges

Digital transformation is becoming the largest 
driver for new technology investments and 
businesses. Market researcher IDC forecasted 
that global spending on digital transformation 
will reach $1.18 trillion in 2019. Although 
digital transformation could be costly and risky 
for any organization, it is no longer a matter 
of choice. Digital transformation is critical for 
survival in a competitive era. In recent years, 
cyber-attacks have evolved to become more 
brazen and sophisticated. On this basis, cyber 
security needs to be catapulted to high priority. 
Organizations will be most vulnerable if they 
merely focus on technology and processes; 

while failing to engage their workforce as part of 
their overarching security strategy. It is said that 
humans are the weakest link in cyber security. 
As such, cyber security personnel must keep 
abreast of the latest advanced technologies 
and also, be more proactive in acquiring new 
knowledge.

Continuous Learning Culture In 
Cyber Security

Most organizations embrace continuous 
learning to improve performance and 
innovation. This  can also enhance employee 
satisfaction and retention as employees who 
actively engage with learning and training will 
attain job satisfaction. Employees are valuable 
contributors to the success of the organization. 

There are several activities which organizations 
can create to support continuous learning: 

1. On-the-Job Experience

The most effective way to learn is on-the-
job experience because empirical knowledge 
acquired is well retained. No other learning 
method is as effective as on-the-job experience. 
Therefore, it is an organization’s responsibility 
to provide job experiences and training 
opportunities to its employees that will enable 
them to attain real learning experiences. The 
more they are exposed to work, the more 
knowledge they will acquire. Regardless of 
success or failure, each employee will learn 
more as they progress.

2. Formal Training / Seminar / 
Conference

Formal training is an essential platform to learn 
and re-learn at a much faster rate. Employees 
will get to learn from experts in respective 
fields and follow their instructions and advice 
especially on technical courses. Formal training 
courses are normally very costly to organize. 
Therefore, employees should always grab the 
opportunity to update their knowledge through 
such courses.
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3. Reading 

Reading is the best way to learn. By reading 
and researching, employees will gain a deeper 
understanding of a topic. Therefore, fill your 
leisure time with reading. The more you read, 
the more you will learn and contribute to the 
betterment of the organization. 

4. Sharing Knowledge

Knowledge-sharing is essential for a company 
to achieve success as it can facilitate decision-
making capabilities, build learning organizations 
and stimulate innovation. Therefore, employees 
should be encouraged to share their knowledge. 

The more you share, the more knowledge 
you gain. Sharing one’s knowledge helps one 
to retain and remember the facts. If you have 
attended a training program outside the office, 
try to schedule a sharing session immediately 
thereafter so that the knowledge acquired can 
cascade through the organization and benefit 
everyone. 

5. Attain Industry Knowledge

Employees should update their business process 
knowledge as well as industry knowledge. 

6. Leadership Qualities

Leadership is not about being the best. Rather, it 
is about making everyone else better. Everyone 
is a leader in his/her own right. Employees need 
to believe in their own capabilities and have 
enough confidence in their knowledge levels.  

7. Give recognition to learning

Do give recognition to individual learning, 
team learning and community learning. Praise 
individuals and groups which use learning as 
one of their success indicators. For example, 
once a project is completed, the project team 
is given an opportunity to present their project 
creatively. This will educate the rest of the 
organization on the skill sets, key achievements, 
and lesson learnt. 

8. Make the artifacts of learning visible 
to employees and easy to access

A company’s culture can be expressed through 
its artifacts. To promote a learning culture, it 
is important to ensure the organization places 
emphasis in creating state-of-the-art facilities 
for learning from conference and training rooms 
to library and e-learning tools. 

9. Leaders as Role Model

When employees see that their supervisor is 
fully engaged and supportive of learning and 
development initiatives, it creates an atmosphere 
that promotes continuous learning. Sometimes 
employees may be hesitant to take time off 
from daily work for training due to difficulty in 
getting management approval. Therefore, it is 
important for leaders to become a role model.

10. Coaching and Mentoring

Mentoring is a great opportunity to refresh 
one’s knowledge and skills while supervising 
someone. Mentoring need not necessarily 
be confined to technical knowledge. It could 
encompass providing guidance, direction, 
supervision and motivation. In addition, 
mentoring can give you a boost in confidence to 
enable you to be a good instructor. 

11. Field Work

Field work provides an unparalleled opportunity 
to study the real world. It provides the 
opportunity to reinforce classroom-based 
learning and increases knowledge, skills and 
subject understanding.

12. Discussion with Peers

A peer discussion is an activity that encourages 
one to engage with others in reflection on 
learning and practice. Research shows that 
having another person's view can help reflect 
on your practice and reduce the potential for 
professional isolation.

Benefits of Continuous Learning

To innovate or establish a new process 
requires learning. Employees need to learn 
new knowledge or skills in order to expand 
their horizon and move higher up the value 
chain. When organizations do not support a 
continual process of learning, innovation does 
not happen, processes remain unchanged, and 
nothing new is ever accomplished. Practicing 
continuous learning delivers the following 
benefits for cyber security team:

•• Protects the organization against evolving 
cyber threats

•• Enables and empowers cyber teams to 
perform optimally and efficiently

•• Inspires a collaborative culture



e-Security | Vol: 48 - (1/2020)
© CyberSecurity Malaysia 2020 - All Rights Reserved

3

•• Increases productivity and helps the 
organization to continually improve, 
achieve goals and attain new possibilities 
and capacities.

•• Expands knowledge of current hacker 
methods and understand different ways to 
stop attacks

•• Improves strategic decision making

•• Stimulates cognitive activity, keeps teams 
actively engaged and passionate about what 
they do

An organization learns when its employees 
are continuously creating, organizing, 
storing, retrieving, interpreting, applying 
and sharing information. The information 
becomes knowledge and ultimately, wisdom 
for improving work environment, performance, 
work processes as well as  achieving vision and 
mission of the organization. 

When employees try something new, learn a new 
skill, or take on an unusual project, employers 
need to understand that they might not always 
be successful or even meet their expectations. 
Despite this set-back, employees need to know 
that supervisors are on their side. That kind 
of trust and understanding is essential for 
creating genuine employee engagement and a 
continuous learning environment.

When employees realize that their effort will be 
acknowledged regardless of the outcome, they 
tend to be more willing to try a new approach, 
voice their concern, or suggest a new idea. 
Similarly, they would not cling onto unproductive 
projects out of fear of failure.

Empowerment gives employees the freedom 
to make their own decisions, learn from their 
efforts, and assess the outcomes. This not 
only encourages career-long learning but 
promotes trust, team-building, and healthy 
communication. Therefore, organizations 
should remove barriers to learning and reward 
behaviors that facilitate learning such as risk-
taking, action learning, constructive feedback 
and reflection.

Summary

It is not enough for cyber professionals to 
merely equip themselves with technical degrees 
and certifications. They should continuously 
seek new knowledge and learn new skills to stay 
ahead in the ever-evolving threat landscape so 

cyber threats can be thwarted from inflicting any 
serious damage to an organization. Continuous 
learning will help up-skill and strengthen cyber 
security teams so they are always prepared to 
defend against rising cyber threats. Enhanced 
understanding, knowledge, skills and 
application of offensive and defensive strategies 
will improve an organization’s security posture. 

To sum up, instilling a culture that values and 
emphasizes continuous learning will ensure an 
organization does not easily fall victim to any 
future cyber-attacks.

References

1.	 https://www.td.org/magazines/td-
magazine/10-ways-to-build-a-culture-of-
continuous-learning 

2.	 https://criteriaforsuccess.com/build-a-
sustainable-learning-culture-in-4-steps/ 

3.	 https://www.learningsolutionsmag.com/
articles/1898/marc-my-words-ten-steps-to-
building-a-learning-culture 

4.	 https://www.panopto.com/blog/building-
a-sustainable-learning-organization/ 

5.	 ht tps ://b iv .com/art ic le/2014/09/
benefits-creating-organizational-learning-
culture 

6.	 https://blog.apruve.com/3-benefits-of-
a-learning-culture-every-management-should-
know 

7.	 https://www.inc.com/entrepreneurs-
organization/top-5-ways-a-learning-culture-
impacts-bottom-line.html 

8.	 https://www.infosecurity-magazine.com/
blogs/continuous-learning-50/ 

9.	 h t t p s : / / w w w . v a l a m i s . c o m / h u b /
continuous-learning 

10.	 https://www.information-age.com/
digital-transformation-changes-security-
needs-123478114/ 



e-Security | Vol: 48 - (1/2020)
© CyberSecurity Malaysia 2020 - All Rights Reserved

4

Industrial Control Systems Under Seige
By |  Ahmad Hazazi bin Zakaria, Ummu Khosyatillah binti Muzakir, Mohd Faizal bin Sulong, Muhammad Syahmi Azri bin 
Zulkefle & Norhamadi bin Ja’afar

At the dawn of digitalisation and 4th industrial 
revolution, Industrial Control Systems (ICS) 
are ‘facing’ its own revolution. From a legacy 
system, ICS needs to integrate with modern 
and sophisticated digital technology to improve 
production capacity and meet market demand. 
ICS is increasingly being targeted as cyber-
attackers take advantage of the Internet to target 
machines on organizations’ industrial networks. 
With the rise in frequency and sophistication of 
today’s cyber-attacks, companies are struggling 
to keep up with the onslaught. New threats and 
vulnerabilities are becoming the greatest risk 
and it needs to be well managed to ensure the 
most probable and damaging attacks are dealt 
with first.

The most significant vulnerability identified 
in ICS is unauthorised access to the physical 
system. Unauthorized access will compromise 
the ICS’s availability and its ability to function 
properly. An internal attacker holds an 
advantage in privileged access to an industrial 
network. According to a research report by 
Positive Technology Security, 82% of cases 
were insider attacks which meant someone had 
authorized access and extensive knowledge of 
the corporate information system [1]. In this 
regard, an insider attack is the most feared. 
Once inside the system, an attacker could target 
any ICS components to perform malicious acts, 
resulting in severe consequences to the system 
[1]. Networks, hosts, services and ICS resources 
access control mechanisms are designed to 
regulate access and determine level of activities 
permitted. Only compartmentalization and 
access control can contain them.

Patching is necessary for software and 
application to receive latest updates. This should 
be treated as the highest priority as it remediates 
vulnerabilities with the highest risk. According 
to a study published in CPO Magazine, 62% 
of operating systems in IoT and ICS networks 
were found not being updated, patched, or 
supported anymore [2]. However, patching 
software or application need to be tested under 
simulation. Any failures, misconfiguration or 
abnormal results observed during pre-patching 
testing can then be rectified. In ICS, patching 
application can be very difficult if security fixes 
change the way how ICS software interface with 
the application. Thus, resulting in unstable 

system and a disrupted the system operation.

Remote servers to monitor and control ICS 
applications is widely used to administer ICS 
hosts. The user from remote servers is granted 
privilege access to operator screens. Even 
with privilege access controls in place, remote 
display protocols used in ICS have been found 
to accept connections from anywhere, clear 
text credential and poor encryption algorithm. 
Should the host server be compromised, the 
attacker will also gain access to the remote 
server. This will allow unauthorized change to 
graphical user interface as well as other ICS 
software functionality. Exploited connection 
from the attacker can occur in two scenarios; 
either from local area network (LAN) where the 
attacker must gain access or from outside of 
the ICS LAN which creates higher exposure to 
attacks.

Some factories and manufacturing plants use 
web application to access and display human 
machine interface (HMI) application. It enables a 
user to access HMI without going through central 
control. Unfortunately, web services developed 
for the ICS are vulnerable to cyber-attacks. 
Moreover, many companies are using insecure 
connections to upgrade and modernize their 
ICS and permit backdoor access thus allowing 
malicious parties to enter the ICS environment 
[3]. System architecture often use demilitarized 
zone (DMZ) to protect critical system and reduce 
network components exposure. However, 
vulnerabilities that exists in web server could 
potentially be exposed to an attack path. A 
poor session tracking, authentication, SQL 
injection and cross-site scripting vulnerabilities 
also cause unauthorized access to web servers 
and applications. One broken in, the attacker 
can impersonate user identity without proper 
authentication. 

Denial of services, false code execution, data 
loss and security bypass are some of the 
possible consequences that may occur due to 
buffer overflow in ICS services. Programmable 
logic controller (PLC), HMI, Data Historian, 
Engineering workstation are all interconnected 
and thus, interact with each other. Thus, data 
collection from the field devices is crucial in ICS. 
Each reading from the field site measurement 
plays a very important role in determining the 
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outcome of process production. Buffer overflow 
is often the result of programmer oversight. 
Exploited code allows an attacker to create an 
interactive session in PLC program and send 
commands with the privileges of buffer overflow. 
Buffer overflow from remote code execution is 
also a common attack method to gain access 
to hosts. In ICS network application, buffer 
overflow vulnerabilities still exist and mitigation 
techniques is to reduce their exposure. [4]. 

The ICS vulnerabilities can be mitigated by 
compartmentalization in functionality, strong 
authentication, and limiting application and 
user permissions to only designated user. 
Implementation of user privileges may require 
an overhand in ICS components. Reductant 
functionality on ICS hosts needs to be removed 
to minimize unwarranted attacks. Proper 
documentation on ICS services, applications 
and networks architecture overview will help 
organization gain better insight into how ICS 
system should be maintained and managed.
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Threat Modelling: Wise Or Waste?
By |  Harmi Armira binti Mohamad Har & Farihan binti Ghazali

Cybersecurity is all about staying ahead of 
threats rather than managing them later. It is 
not enough to apply security technologies such 
as Intrusion Prevention/Detection System (IDS/
IPS) and firewalls, the software itself needs to 
close risk gaps. So you need a secure software 
development process. 

The misconception of secure development is that 
the security elements are applied towards the 
end of the lifecycle. For an example, penetration 
or security testing is conducted in the testing 
or maintenance phase only. However, the ideal 
concept of Secure Software Development Life 
Cycle (SSDLC) is implementing security elements 
in all phases, especially in early development.

In this article, we want to highlight the 
importance of implementing threat modelling 
activities. There are many software developers 
who may still overlook the most crucial 
step while implementing secure Software 
Development Life Cycle (SDLC) process. To 
ensure secure software development, alongside 
conducting risk management, one of the steps 
to secure SDLC is to perform a Threat Modelling 
assessment. 

What is Threat Modelling?

Threat modelling is a method of optimizing 
software and network security by identifying 
security objectives, locating potential 
vulnerabilities and developing countermeasures 
to prevent or mitigate the effects of cyber-
attacks against the system. The process 
involves rating the risks, according to the 
severity and the probability of occurrence. 
Details on how to initiate threat modelling will 
be in the next section. Threat modelling is 
usually conducted during the design phase of 
a software development lifecycle. Identifying, 
categorizing and ranking all potential threats and 
weaknesses while understanding the software’s 
architecture is important.  Threat modelling is 
widely considered as one of the best methods 
of improving the security of software.

How to create Threat Modelling?

Threat modelling is used to identify, analyze 
and mitigate the threats against an application. 
It allows a threat simulator to gain sufficient 
understanding on the basic structure of the 
system and helps build all possible scenarios 
that could go wrong in an application. Basically, 
threat modelling comprises four major phases 
as follows:
 

Figure 1: Four Major Phases for Threat Modelling

These major steps can be used as references to 
execute threat modelling. Moreover, there are 
also other ways of expressing the application, 
which can be used to categorize and identify 
the threats. Architecture representation, data 
flow diagrams (DFD), and attack/threat trees 
are methods to illustrate the decomposition 
of an application. It is important to use the 
right methodologies when conducting threat 
modelling activities. More commonly used 
methodologies include Microsoft Threat 
Modelling Process, Process for Attack Simulation 
and Threat Analysis (P.A.S.T.A) and Threat 
Library Approach. 

Microsoft Threat Modelling Process is a step-
by-step approach to threat modelling that 
focuses on identifying assets and architecture, 
decomposing the application, identifying and 
documenting the treats. P.A.S.TA. methodology 
is a seven-step process applied to most 
application development methodologies which 
take into account compliance requirements, 
business impact analysis and dynamic approach 
to threat management, enumeration, and 
scoring. Threat Library Approach uses a pre-
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defined set of common and prevalent threats 
for real-time decision-making analytics.

Aside from this methodology, there are also 
other techniques for threat enumeration and 
discovery which can be implemented. These 
techniques and lists can be used to categorize 
the threat in order to define the scope of threat 
modelling. STRIDE technique is one of the 
most popular techniques that can be used to 
enumerate and categorize threats. The “Top 
X Threats” (ex. OWASP’s top 10) list offers an 

overview on attacks which were most prevalent 
based on statistics provided by practitioners. 

After categorizing the threats, we proceed to the 
next phase which is ranking the threats. This 
phase is where the threats are prioritized based 
on the risk ratings. The most popular ranking 
systems are  DREAD, CVSSv3, and Open Group 
Factor Analysis of Information Risk. For each 
application and scenario, different categories 
and ranking systems apply depending on the 
suitability. 

An Example of Threat Modelling

Figure 2: Data flow diagram of basic application

Figure 2 shows an example of a basic data flow 
diagram of an application. A basic architecture 
normally consists of five (5) main components: 
browser client, web server, web application, 
database, and data flow. The figure above was 
drawn using Microsoft Threat Tool. This tool 
helps to generate a set of a reports that provides 
possible threat identified based on the diagram 
drawn. Microsoft Threat Modelling implements 
STRIDE methodology as an approach to analyze 
the diagram and generate all possible related 
threats. The table below shows an example of 
the threats identified based on the diagram in 
Figure 2.

Threat Category

Interaction: Web Server → Web Application

1.	 Web server memory tampered T

2.	 Cross-site-scripting T

3.	 Elevation using Impersonation E

4.	 Weak authentication scheme I

5.	 Replay attacks T

6.	 Collision attacks T

Interaction: Web Application → Web Server

1.	 Cross-site-scripting T

2.	 Elevation using Impersonation E

3.	 Weak Authentication scheme I

4.	 Replay attacks T

5.	 Collision attacks T

Interaction: Web Application → SQL Database

1.	 Persisted cross-site-scripting T

2.	 Cross-site-scripting T

3.	 Spoofing of source data 
store SQL Database

S

4.	 Weak access control 
of resource

I

5.	 Risks from logging T

Interaction: SQL Database → Web Application

1.	 Potential excessive resource 
consumption for web 
application or SQL Database

D
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2.	 Potential SQL Injection 
Vulnerability for SQL Database

T

3.	 Spoofing of destination 
data store SQL Database

S

4.	 Authorization bypass I

5.	 Lower trusted subject updated R

6.	 Risk for logging T

7.	 Weak credential storage I

8.	 Data logs from 
unknown source

R

9.	 Insufficient auditing R

10.	Potential weak protections 
for audit data

R

Interaction: Browser → Web Server

1.	 Spoofing the browser 
external entity

S

2.	 Cross-site-scripting T

Table 1: Possible threats identified using Microsoft Threat 
Modelling.

Acronym: S → Spoofing, T → Tampering, R → 
Repudiation, I → Information Disclosure, D → 
Denial of Service, E → Elevation of Privilege.

Conclusion

Performing threat modelling helps to identify 
potential threats against the application 
developed.  Threat modelling can be performed 
throughout the entire development cycle phase, 
however the earlier the better. Once a set of 
possible threats is identified in the early phase 
of development, the programmer or developer 
must take note and try to avoid writing a code 
that will open up to the threat. Threat modelling 
not only identifies threat related to application 
design, but also can be used to recognize 
application loopholes and logic business 
error, which a security scanner often tends to 
overlook. Different methodologies used for 
threat modelling may yield a different set of 
threats. Each methodology has its own merits. 
It all depends on the threat we want to identify. 
Threat modelling requires time, knowledge, 
skills and resources, but it would come in useful 
at the end of a development life cycle. 

This activity helps in minimizing the number 
of vulnerabilities and risks associated with an 
application. At the end of the day, it depends on 
the criticality and asset value of the application 
developed. 
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Online Purchase Fraud: Challenges And 
Solutions
By | Noor Azwa Azreen binti Abd Aziz & Nurfarhana Nasrulhaq binti Mohd Zulkifli

Background In The Asean Region

Southeast Asia is one of the most internet-
addicted regions in the world. The top five 
internet-addicted Southeast Asian countries 
are the Philippines, they spend 10 hours 20 
minutes (10:2) within 24 hours at the top of the 
list. Then, comes Thailand (10:02), Indonesia 
(09:11), Malaysia (08:05) and Singapore (07:02). 
In addition, it is reported that around 90% of 
Southeast Asia’s internet users are smartphone 
users. Southeast Asia is experiencing rapid 
growth of Internet, digital, social media and 
mobile activity. With more than 370 million 
Internet users in January 2018 and double-digit 
growth in most segments and most countries 
of the region, the digital sector is booming and 
attracting a lot of interest (We Are Social). 

According to Google and Temasek 2017 report, 
it is predicted that Southeast Asia’s internet 
economy is to surpass $50 billion, significantly 
exceeding earlier estimates in 2018. It is 
also predicted that an economy of four times 
that value by 2025. In 2018, the e-commerce 
industry has grown at over 100 percent year-
on-year, and there are 120 million consumers 
who are buying online with the top 3 players 
which are Shopee, Tokopedia and Lazada now 
counting for 70 percent of this market. 

Background In Malaysia

Malaysia has 28.7 million internet users in 2018 
(87.4%). Malaysia also emerges fourth globally 
in mobile social penetration and the lead among 
Southeast Asian countries including Singapore 
which is in sixth place, followed by Thailand 
(eighth) and the Philippines (10th).

As a result of Malaysia's internet and mobile 
connectivity, Malaysia has high rates of 
e-commerce usage. Malaysia presents a unique 
opportunity for businesses as 75% of internet 
users spend their money via e-commerce, 
with 58% spending through mobile commerce 
platforms. 

According to an online report export.gov on 
19 August 2019, out of all the internet users 

in Malaysia, 53.3% of them goes to online 
shopping websites or application. Malaysia 
boasts 15.3 million online shoppers (50 percent 
of the population) and 62 percent of mobile 
users their devices to shop online. With 19 
million Malaysians using the Internet, we have 
the highest penetration of online shoppers 
supporting a business worth RM25bil and is 
expected to double by the year 2020. 

A survey conducted by Shopee has also found 
that 85% of people who shop online are below 
35 years old. The study also shows that 90% of 
those who shop online make their purchases at 
least once a month. 

In addition, according to onlinefraudguide.com, 
Malaysia is considered as one of the high-risk 
countries for online fraud. The cases of online 
fraud in the country are becoming rampant, 
making up nearly 70% of complaints reported 
to the Malaysia Computer Emergency Response 
Team (MyCERT) so far this year. One of the 
reasons that online fraud keeps on increasing in 
the country is because Malaysian consumers lack 
the awareness or just plainly take it for granted 
and did not take any precautionary measures 
to prevent them from being the victims of 
online scam. Furthermore, the consumers also 
prioritize convenience rather than security and 
usually the security is put aside or ignored. Thus, 
there should be a balance between convenience 
and security amongst the consumers.

Cybercrime

As everyone is aware, the Internet and 
technology are like a double-edged sword where 
the widespread use of digital technology has 
also brought with it new challenges in the form 
of cyber threats. Cybercriminals will always find 
ways and also weak points in the network that 
can be taken advantage of. 

The current cyber threat in Malaysia has 
been seen more complicated and attacks are 
coming from various locations. It is because 
the motivation for attacks comes from various 
aspects not limited to politics, sentiment and 
ideology, financial and personal gain.
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Cybercrime is a fast-growing area of crime. 
With the advancement of technology, criminals 
are exploiting the anonymity, unregulated 
and borderless cyberspace and the speed of 
development of the internet and tools to commit 
a diverse range of criminal activities either 
physical or virtual, causing harm and threats to 
the victims.

Based on the statement from the Minister 
of Communication and Multimedia reported 
by The Star Online on 9 October 2018, the 4 
most common types of cybercrime frauds are 
telecommunication fraud, financial fraud, 419 
scams and fraud related to online purchases. 
In addition, based on fraud reported to 
CyberSecurity Malaysia through Malaysia 
Computer Emergency Response Team (MyCERT), 
fraud purchases are the top three cases that 
reported to them from January to August 
2019. Some of the types of purchase fraud 
incidents reported are the foreign buyer scam, 
the upfront deposit scam, the rental/tenancy 
scam, the auction and merchandise scam, the 
overpayment scam, the vehicle syndicate scam 
and more.

Online Purchase Fraud

The fraud purchases online can be via social 
media (Facebook, Instagram, etc.), Instant 
Messaging (WhatsApp), purchasing apps 
(Carousell), websites (Mudah, Lelong, Lazada, 
etc.), forums and etc. 

The common online fraud purchase report 
received by Cyber999 were mostly related to 
SCAM. It involved 2 types of scams and they are 
stated as  follows:

1.	 The buyer didn't receive the purchased item 
where the payment has been made or the 
goods received are either less valuable than 
those advertised or significantly different 
from the original description. Any attempt to 
contact the seller would be of no use because 
the scammers will disappear immediately 
after they received the transferred money.

2.	 Seller didn't receive the payment, but the 
item has already been posted to the buyer.

There are some trends of online purchase 
fraud by CyberSecurity Malaysia and they are as 
follows:

1.	 Most of the offers made by online fraudsters 
are too good to be true such as the very 
cheap price for branded items or holiday 
packages.

2.	 Seller blocked buyers from communicating 
(in WhatsApp, Facebook, Instagram), 
respond with many excuses or disabled his/
her account after buyers transferred money.

3.	 Fraud seller will request few payments for 
the purchased items for customs clearance, 
items must be bought in bundle (after first 
payment), etc.

4.	 The seller was contacted by a fraud buyer and 
saying that he/she had already transferred 
money with some amount which is higher 
than advertised. So the balance needs to be 
refunded to the buyer’s other account.

5.	 A buyer transfers the money to a seller 
by using online banking and delays the 
scheduled payment by 2-4 days delay. Then, 
the buyer gives the receipt payment to the 
seller. After receiving the parcel, the buyer 
cancels the payment without the sellers' 
knowledge. In this sort of incident, the 
sellers rarely check and re-check whether 
the money transaction is successful. 

CyberSecurity Malaysia received a general report 
of fraud purchases without the monetary lost 
value. Most of the reports received were from 
Malaysian victims. For international victims, 
CyberSecurity Malaysia advises them to report 
to their Law Enforcement Agency (LEA) and 
forward the report to the Malaysian Embassy in 
their country.

Based on the statement from Deputy Secretary-
General (Policy) Minister of Communication and 
Multimedia, online purchase fraud in Malaysia 
recorded a loss of RM4.2 million for the first 
quarter of 2019 with is the second-highest 
cases after call fraud cases. This amount will 
keep increasing in the future if the relevant 
action is not taken. 

Challenges In Tackling Online 
Purchase Fraud

Law Enforcement Agencies (LEA) faces many 
challenges in tracking and catching the 
perpetrators of online purchase fraud. This is 
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because these perpetrators most of the time 
use fake identities and fake profile pictures so 
that they are not easily caught. 

Solutions To Tackle Online 
Purchase Fraud

There are techniques that can be deployed 
which allows malicious individuals to be tracked. 
It requires collaboration with other LEAs, 
government agencies, international partners 
and private corporations by using a blend of 
high-tech and low-tech tactics. 

For example in the United States of America, 
the Federal Bureau of Investigation (FBI), the 
U.S. Postal Inspection Services, U.S. Customs 
Service, Internal Revenue Service-Criminal 
Investigative Division, and the United States 
Secret Service has developed a program that 
is called the "Operation Cyber Loss" to combat 
Internet fraud. The Unites States also created 
the Internet Fraud Complaint Center (IFCC) to 
help with the operation.

Meanwhile in Singapore, the public can provide 
scam-related information by calling the police 
hotline or submit the information online. In 
addition, scam-related advice and experience 
sharing is made available at www.scamalert.sg.

In Malaysia, the Malaysia Computer Emergency 
Response Team (MyCERT) normally will request 
the victim to lodge a police report and notify 
the respective bank as it is a standard process 
for fraud online purchase-related incidents. 
MyCERT will forward the matter to relevant 
authority bodies such as police to track down 
the suspects and report to the service provider 
of the medium used such as mudah.my to 
investigate the advertisement posted by the 
suspected buyer/seller. 

Platform providers such as Shoppee, Lazada, 
Zalora and e-Bay should also actively monitor 
and do a detailed background check on the 
seller that wants to sell their products through 
the platform providers rather than just simply 
request the sellers’ e-mail address, phone 
number and also identity card number which 
can be manipulated, faked, stolen from other 
sellers or identity. Their system should be able 
to check and validate the details rather than 
simply accept and save the information given.

The victim is also advised to refer to Ministry 
of Domestic Trade and Consumer Affairs 
(KPDNHEP) to file the report as its involved with 

fraud purchases. Internet users may also refer to 
the link http://ccid.rmp.gov.my/semakmule/# 
to verify the suspected bank accounts.

Netizens also should have a basic understanding 
of most of the internet frauds that are happening 
in Malaysia so that they do not fall into the traps 
of cyber criminals including the ones that are 
involved in online purchase fraud. Netizens 
should do some research and know the details 
of the sellers of the products that they are going 
to buy. 

Many fraudulent cases on online shopping, 
the public can make a report to CyberSecurity 
Malaysia (CSM). CSM would assist any Fraud 
incident request case on a case basis. They 
would request additional information for further 
necessary action such as full email header, the 
related URLs link, screenshot, proof of payment 
and etc.

CSM would also notify the respective party for 
further investigation such as the web hosting, 
website owner/admin, or other relevant agency. 
The public can report to Cyber999 for any online 
fraud purchases. Cyber999 can be contacted 
via:

1.	 Online Form - https://www.mycert.org.my/
online_form/index.html

2.	 Email – cyber99@cybersecurity.my

3.	 Telephone – Office Hours: 1-300-88-2999 
(24 hours x 7 days)

•• (Emergency): +6019 - 266 5850 Calls to 
MyCERT

•• Cyber999 Hotline is monitored during the 
business hours (8:30 AM – 5:30 PM)

4.	 SMS 15888 using the following format: 

•• CYBER999 REPORT (email)(complaint) to 
15888

•• Each SMS will be charged at RM0.35 per 
message.

5.	 Fax: +603 - 8945 3442

6.	 Cyber999 Apps:

•• h t t p s : / / i t u n e s . a p p l e . c o m / m y /
app/cyber999-mobi le-appl icat ion/
id888552400?mt=8&ign-mpt=uo%3D4

•• https://play.google.com/store/apps/
details?id=my.cyber999.mobile

CyberSecurity Malaysia assists in taking down 
website involved in the fraud activities if it 
is hosted in Malaysia. They work with Law 
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Enforcement Agency(LEA) on technical aspects, 
to facilitate police investigation.

CyberSAFE under CyberSecurity Malaysia is 
providing awareness to public and Internet 
users the right way to buy/sell on Internet. This 
will help the public from being victim of fraud 
online activities.

Our priority now is to strengthen and effectively 
collaborate with other countries, agencies as 
well as higher learning institutions. This includes 
focusing on 3 main components that are;

1.	 People for skills, knowledge and talent.

2.	 Process for policy, strategy, SOP, 
international/recognize standards

3.	 Technology that can assist in cybersecurity-
related matters such as minimizing 
vulnerabilities, depth analysis in digital 
forensics, malware analysis and data 
analytics.

CSM provides technical assistance to LEA to 
facilitate investigation and with International 
agencies, we work closely with the CERTs of 
the respective country where the fraud activity 
is conducted/originates by obtaining relevant 
information related to the fraud.

There is also a need to collaborate bilaterally, 
multilaterally, regionally and globally in 
cybersecurity-related areas. They can collaborate 
in information sharing, skills, best practices, 
practical legal and technical approached, 
capacity building and cybersecurity awareness 
and education.

If the parties had been a fraud in cross-border 
electronic commerce, they can:

1.	 Call the Ministry of Domestic Trade, Co-
operatives and Consumerism (1800886800) 
or file the complaint at their website.

2.	 Call the Royal Malaysia Police department 
for Commercial Crime Investigation at 603-
20319999 or 603-22663333 or visit their 
website.

3.	 Call Cyber999 Help Centre

4.	 Lodge a report to the respective online 
marketplace such as eBay, Amazon.com, 
Groupon, Mudah.my, Lelong, Zalora, Lazada, 
etc. and refer to their terms and conditions 
on how to conduct any hearing or dispute

Conclusion

The tools and methods of attack from 
cybercriminals are becoming complex and 
sophisticated. Moreover, with the increase of 
transactions via mobile devices, potentially the 
risks will be even higher. The cyber perpetrators 
are usually a step ahead of cyber security 
professionals. This will impact our economy and 
the safety of the users in the country. That is 
why cybersecurity professionals need to buck-
up and gain more knowledge, skills and training 
on relevant cybersecurity matters to bridge the 
gap between cyber criminals and cybersecurity 
professionals. 

Looking at those threats, the protection 
approach must be holistic. It should equip people 
with knowledge on how to properly use the 
internet, as well as process which helps people 
and technology to be able to communicate in a 
secure manner. 

In terms of technology, we need to do the 
necessary steps to ensure the machines used are 
installed with required hardware and software 
for security to protect against cyber-attack. 
We also need to ensure that the hardware and 
software are updated with the latest patches 
and follow the update schedule.

Again, everyone within the ecosystem has a 
huge role to play to ensure that consumer 
education and awareness initiatives had to 
be designed and targeted to address specific 
modus operandi that is known to be prevalent 
or emerging. The info to be delivered should be 
simple, easy to understand and tailored to the 
diverse profile of online users.
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Overview Of Malaysia Digital Identity 
Initiative
By | Farhan Arif bin Mohamad, Mohd Muslim bin Mohd Aruwa, Nur Iylia binti Ruslan, Mohd Alif Erfan bin Mohd Efendi & 
Ts. Ahmad Dahari bin Jarno

In the real world, the mechanism of proving the 
identity of an individual is straightforward. It 
is conducted using a dual verification system 
by comparing information against biometric 
parameters of a human For example: a picture-
based identity card compared to the human facial 
features or passport with fingerprint biometric 
parameters towards a human fingerprint. 

When an individual shows up at a bank with 
an intention to open a bank account, or visits 
a car rental company to rent a car, these 
places will require the person to present his 
or her government-issued identity card, proof 
of address or any verification that might be 
required for the transaction. The organization 
usually requires the individual to be physically 
present at the premises for physical verification. 
However, this method of identification 
and verification process is irrelevant in the 
digital world. In the virtual environment, the 
respective organisation can seek an alternative 
method to verify individual, when they are 
not able to represent themselves physically 
for verification process based on information 
supplied by documentation. Thus, as the digital 
identity (known as Digital ID) emerge through 
the ecosystem, community and industries 
must anticipate the need to introduce new 
mechanisms and technology that are able to 
address limitations of the current physical 
verification system. 

Keywords

Digital Identity (Digital ID) is a unique 
representation of an individual’s identity 
in the cyberspace, which is used to enable 
access to digital services and carry out online 
transactions in a more secured manner through 
an authentication process.

National Digital Identity is a Verifiable Platform 
of Trust aimed at verifying the identity of an 
individual on the Internet or an individual’s 
virtual identity in the cyber world. It is not 
intended to replace MyKad.

Digital Identity Verification Platform is used by 
government and private service sectors to verify 

identities of individuals who accessed electronic 
services, perform transactions and digital 
signatures provided by them. [1] 

Background

The Malaysian Government recently announced 
an initiative to implement the National Digital 
Identity (National Digital ID) that will enable 
Malaysians attain a higher level of confidence 
in embracing digital economy. The adoption of 
National Digital ID by the public will be voluntary 
and not compulsory. 

The Ministry of Communications and 
Multimedia will spearhead this initiative, while 
a detailed study on the implementation model 
is expected to be carried out by the Malaysian 
Communications and Multimedia Commission 
(MCMC). 

A comprehensive study was conducted in 
September 2019, for a period of nine (9) 
months. The aim of this study is to identify 
holistic approaches of the National Digital ID 
framework and the findings will be forwarded 
to the Government.

The recommendation is intended to develop 
appropriate implementation models that meet 
the needs of the people, businesses and the 
nation. It will also consider Malaysia’s unique 
context including the existing MyKAD and 
private infrastructure, current factors, as well 
as identifying new policies. The study’s primary 
focus includes local contextual analysis, 
implementation strategy, operating model, 
technology and enabling policies and related 
legislations. [2]

In addition, the National Digital ID will also enable 
the Government and entrepreneurs to innovate 
and offer digital services that will facilitate 
business processes using digital signatures. This 
will promote process improvements and create 
efficiency as the digital platform is expected 
to adopt interoperability standards, stronger 
security and trust for high value transaction 
through greater identity assurances.
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Issues & Challenges

Currently, the government and private digital 
service providers are providing digital identity 
verification management systems to the clients 
independently which have resulted in several 
limitations and challenges:   

1.	 The fragmented system and proprietary 
requirements may result in additional 
preparation and higher maintenance cost 
due to duplication and increase the cost of 
investment; 

2.	 There is no standardization or any 
proven method at national level for the 
implementation of identity verification;

3.	 The disclosure of privacy and threat to 
safety of users’ data; and 

4.	 Inconvenience for users while accessing 
online services due to multiple password 
and online log ins. [1]

Objectives and Benefits of 
Implementing National Digital 
Identity for Internet Users

The objective for the implementation of the 
National Digital Identity is to support the 
Government’s digital service efficiency and 
embrace the digitalization of our national 
economy. It is an important enabling platform 
in the provision of trusted digital services that is 
convenient, seamless, as well as time and cost 
saving. 

The implementation of the National Digital 
Identity (ID) will greatly benefit all stakeholders 
in our digital economy to conduct their business 
transactions in a secure and safe manner. 

1. People/Users

•• Experience stricter identity controls and 
guaranteed online data privacy

•• Time and cost savings compared to 
counter transactions.

•• Streamlined and consistent processes 
with easier access to government and 
business services.

2. Government

•• Stimulate and drive the nation towards 
digital transformation to elevate trust 
and enhance user’s safety in online 
interactions.

•• Improve efficiency and  quality of online 
services for service delivery.

3. Online Service Provider

•• Improves efficiency and saves cost in 
terms of user registration, developing 
and maintaining their digital identity 
verification systems.

•• Encourage offers of new online services 
such as fintech, platform economy, apps 
economy and others.

Case Study: POS Malaysia 
Demonstrates Prototype of 
National Digital ID

 

POS Malaysia recently revealed its own electronic 
ID called MSiD+. Through this digital ID 
prototype, users simply need to register online 
and verify their identities over the counter at 
any post office and they will be able to enjoy 
various online services. 

The MSiD+ prototype can be used to open new 
telecommunication accounts, renew driving 
license, access medical records, or even submit 
loan application. This new initiative will save 
consumers the trouble of queueing at post 
offices. Currently, the MSiD+ remains as a 
prototype under development. POS Malaysia 
plans to share its API with other government 
bodies to intensify integration and enhance 
user experience. [3]
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The Ecosystem of Digital ID & 
Industry 4.0

As Digital ID accelerates e-commerce and 
digitalization in government sector and 
industries, this advanced technology is also 
being deployed in Industry 4.0.

Development of Digital ID is also driving new 
and more advanced technologies. Cloud 
computing will be deployed to develop a more 
secured online platform through the usage of 
good cybersecurity solutions. Service providers 
will also understand the flow of big data and 
other relevant pillars of Industry 4.0. 

Most importantly, the implementation of digital 
credentials will also boost local industries as 
it allows them to further utilise the power of 
Industry 4.0. The overall digitalization process 
enables local industries to leverage on digital ID 
and realize the benefits of Industry 4.0.

Although there are several limitations in terms 
of cybersecurity as well as technologies, these 
limitations will eventually co-exist in the current 
IT ecosystem of the local community. The Digital 
ID initiative is able to reshape the lifestyle of 
local communities by improving interaction 
between systems and individuals, thus creating 
a better and more secure environment for the 
community. One example of how Digital ID has 
reshaped lifestyles is the usage of e-Wallets. 
This digital initiative has been able to reduce 
online fraud and the number of physical thefts 
as there is little or no longer the need to carry 
physical money while travelling.

Digital ID could also play an important role in 
cross-border controls. Immigration or Customs 
agency will be able to verify an individual 
through online databases using ID verification 
that is linked between countries. This can 
reduce the usage of passports as the main 
travelling document and significantly mitigate 
issues of fake passports, illegal immigrants or 
even fugitives.

Future Plans

The Digital ID initiative in Malaysia along with 
the rapid adoption of Industry 4.0 will soon 
become part of local digital lifestyle. Being a 
safer and trusted platform, Digital ID will be 
widely accepted by all users. 

Digital ID is easy to adopt and should be 
embraced as an alternative for identification 
and verification across all industries. This 
technology enables people to accept and adopt 
digital lifestyle with trust. Adoption of Digital ID 
will certainly create a safer digital space, reduce 
physical threats and catalyse more innovation 
for the future. 
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Cyberstalking
By | Farhan Arif bin Mohamad, Ts. Ahmad Dahari bin Jarno, Shahrin bin Baharom & Muhammad Ashraff bin Ruzaidi

The Internet has revolutionized communications, 
to the extend it is now the most preferred 
medium of everyday communication. For 
most of us, it has greatly influenced our social 
lifestyles and changed the way we interact with 
each other. Social media sites allow users to 
interact and stay connected with their family, 
relatives, friends, or clients. It enables instant 
communication with anyone, anywhere, and 
anytime. Moreover, it helps users expand their 
social networks.

The emergence of social media and other 
interactive communication tools have created a 
world that is more open and connected, thus 
enabling people to share the most important 
part of their lives with families, friends and 
communities. However, there are dangers online 
and technology can be misused by abusers and 
stalkers  to harass an individual. While social 
networking allows ease of communication, it 
may also lead to cyberstalking. Cyberstalking 
is a form of online harassment in which the 
perpetrator uses electronic communications to 
stalk a victim. In the beginning, it may involve 
sending repeated annoying and unwelcome 
messages. However, cyberstalking can go far 
beyond that, which involves threatening (in 
forms of emotional compromise) or malicious 
behaviors (leads to unhealthy intentions of 
threatening someone with harmful actions). 
While the vulnerabilities of the digital world 
should not cause paranoia, digital security 
basics needs to be taught to everyone for the 
benefit of modern civilization.

What is cyberstalking?

Cyberstalking is defined as online stalking. 
It involved the use of the Internet or other 
electronic means to harass or frighten a person 
or group. Common features of cyberstalking 
are:

Examples of Cyberstalking 

•• Making and posting fake or real sexual 
images of the victim or their loved ones.

•• Creating malicious websites, fake social 
media profiles, and blogs about a victim 
with intent of compromising one's emotions, 
status, and well-being. 

•• Tracking their victims’ every movement via 
GPS.

•• Using the victim’s social media account or 
email to stalk and contact others.

•• Threatening the victim or their friends and 
family via emails.

•• Releasing personal or fake information to 
discredit a victim online.

•• Uploading personal information such as 
name, address, social security number or 
phone number on the Internet.

•• Hacking into the victim’s social media 
account to post offensive material and 
comments.

•• Hacking and saving emails, text messages 
and social media posts and using them to 
harass or blackmail a victim. [1]

Where to report Cyberstalking?

First of all, if the victim is under 18 years old, 
he or she must first inform their parents or 
guardians whom they could trust. Tell them 
what is happening so they can support and 
help to stay safe. Victims also should consider 
changing their email addresses and any other 
account known to the stalker. Use privacy 
protection programs and email filtering to block 
stalkers.

If you are being cyberstalked by a certain 
individual, report  this matter to the police 
immediately. Cyberstalking is a crime. The 
Police Department has a cybercriminal unit 
which handles cases related to cyberstalking. 
Remember to keep all evidences such as 
communication logs, online images or any 
messages so that authorities can track the 
identity of the stalker. 
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Victims must not meet the stalker face to face to 
solve the problem as this can be very dangerous. 
Therefore, do not act alone as this will cause 
more harm. Making an official police report is 
the first step in finding the Cyberstalker. The 
police will also provide security advice.

In addition, all evidence must be copied to an 
external disk, flash drive or CD ROM. Do not 
store it on your computer's hard drive. This is 
because some stalkers can try to access your 
computer either while you are online, or by 
using a virus or malware sent via email to erase 
all the evidence. [2]

Once all of the above is completed, it is important 
to contact Cyber999 of CyberSecurity Malaysia 
to report the matter. 

How to avoid cyberstalking? 

When it comes to cyberstalking, it is better to 
be proactive than reactive. Here are a few key 
pointers to protect against cyberstalking:

1.	 Abide by clear screen policy 

If you are stepping away from the computer, 
please make sure to log out of computer 
programs. Lock computer or use a screen 
saver with a password to prevent others 
from accessing your computer. The same 
applies to your smartphone too.

2.	 Restrict physical access to personal 
devices 

Cyberstalkers can use hardware and 
software devices to monitor their victims. 
Everyone must be careful about allowing 
physical access to a device such as laptops 
and smartphones. Therefore, do not simply 
lend personal devices to another person.

3.	 Private Calendars or itineraries 

Delete or make private any online calendars 

or itineraries. Such information could allow 
a cyberstalker to know where and when you 
are planning to be.

4.	 Practice good password management 

Practice good password management for 
all online accounts particularly social media 
accounts. Create complex password that 
adhere to best practices such as minimum of 
eight (8) characters in length. The password 
must contain an uppercase letter, lowercase 
letter, digit, and special character. Never 
share the password with others and be 
sure to change your passwords frequently, 
Changing the password every six (6) months 
is strongly recommended. Also do not use 
the same password for all online accounts

5.	 Limit online sharing with those who are 
not in your friends circle

A wealth of information and personal data 
is frequently shown on social networks such 
as name, date of birth, workplace, home 
address and daily routine. Use the privacy 
settings to block or limit displaying personal 
information to avoid cyberstalking. [3]

Moving Forward

CyberStalking is a very dangerous trend as 
it comes with malicious intent. Victims of 
cyberstalking go through immense psychological 
strain which may affect their emotional and 
mental health. As such, it is imperative to 
educate our youths and adults about cyber-
stalking and their harmful consequences. Let’s 
make the Internet a safer place for everyone!   
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The Conundrum Between Usability & 
Security For Smart Card with Multi Factor 
Authentication (MFA)
By | Nor Zarina binti Zamri & Noraziah Anini binti Mohd Rashid

Introduction 

A smart card, also known as an Integrated 
Circuit Card (ICC), is a physical electronic 
authorization device that is used to provide 
access to resources, be it physically or virtually 
(e.g. website login page, etc.) [1]. These cards 
can be used and implemented for a variety of 
purposes, such as, in the form of a credit or 
debit card for financial functions, or a personal 
identification card [1]. Today, the usage of smart 
cards have multiplied in line with the needs and 
requirements of the current IT landscape. The 
smart card has a microprocessor or memory 
chip embedded that typically allows the card to 
store between 2,000 to 8,000 electronic bytes 
of data (equivalent to several pages of data) [2].
The information stored on the smart card’s 
chip could be used to verify a cardholder’s 
identity simply by allowing privileged access 
that the cardholder is entitled to, thus making 
its functions broader and not limited to bill 
payments or money withdrawals alone [3].

Smart cards were originally used as a telephone 
card for payment for French payphones. But 
today, the usage of smart cards has become 
more versatile and is applicable for various 
industrial sectors such as banking, healthcare, 
education, telecommunication, financial and 
etc. In the healthcare industry, the smart card 
has been used to verify a patient’s identity for 
insurance claims. This will definitely speed up 
the overall application process for treatment, 
billing and prescriptions as personal details 
can now be promptly processed by accessing 
the data stored in the smartcard chip. In the 
financial and telco industries, these smart cards 
are also being used for payment authorization 
and registration of SIM cards for mobile phones 
[3].

However, treating smart cards as the only 
secured platform for securing data such as 
credentials etc., still leave users vulnerable to 
cybercrimes. To address this growing concern, 
smart cards are now paired with Multi Factor 
Authentication (MFA). MFA is an authentication 
step whereby users will only be granted access to 

resources upon successful presentation of two 
or more proof of identity, such as, ownership, 
inherence or even knowledge [4]. 

Figure 1: MFA Factors [5]

Figure 1 illustrates the three types of 
determinants, or factors, that are required to 
link an individual to a strong credential [5]:

1.	 Ownership: something you have - a smart 
card or a badge.

2.	 Inherence: something you are - a biometric 
trait, such as fingerprint or iris pattern.

3.	 Knowledge: something you know - password 
or your birthplace.

The specific evidence that an individual 
provides to support each factor (e.g. the card, 
the fingerprint, and the password) is called an 
authentication token. Smart cards developed 
with one or more authentication token 
promotes strong multifactor authentication that 
significantly strengthens access security.

Discussion 

The option of developing an additional 
authentication factor to pair with a smart card 
is commonly debated on because of its usability 
(how easy it is for users to use the product) and 
security level. Different system implementation 
uses different authentication factors to increase 
the security level while still preserving the 
accepted usability for certain technologies. The 
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high level of security implementation without 
ease of use will lead people to regard security 
as bothersome. 

In this article,  we will discuss three types of 
Multi-Factor Authentication.

1. Password Authentication

Passwords are the most common authentication 
step for any web-based applications, systems-
based applications and also the entire system. 
User generated passwords are easier to 
remember because it often relates to favourite 
activities such as fishing, sleeping or any 
predictable routine. It can also be the names 
of dear ones. These user generated passwords 
that are obviously easy to guess or crack is the 
primary cause of rising security concerns [6]. 

To ensure users set up complex password, the 
Password Policy in the password configuration 
requirement must be enforced.  The objective 
of the said policy is mainly to avoid users from 
creating weak passwords. This Password Policy 
is defined as a set of rules to ensure passwords 
are strong and follow certain requirements. The 
rule of thumb for password creation should be 
as follows, but not limited to [6]:

•• A minimum of 16 characters

•• Complexity through usage of multiple 
characters

•• Exclusive whereby it is only used for one 
account

•• Short lived in which the password has 
an expiry date and needs to be updated 
regularly (e.g. 6 month)

•• Difficult to guess

As for the pairing with smart cards, users 
would generally use their corporate’s email 
access, where they would present the smart 
card together with the account’s username and 
password.

With regards to Password Policy enforcement, 
most users find that it is quite burdensome to 
generate strong and complex passwords, as 
depicted in Figure 2. This leads to increasing 
use of simple unsecured passwords in the 
implementation thus ignoring the security 
impact.

Weak implementation of password authentication 
mechanisms may cause security flaw such as 
the password can be easily guessed. Since the 
password is set by the user himself, studies have 

shown that users are more likely to provide easy 
to remember passwords, without being aware 
that weak passwords are vulnerable to hacking. 
If an attempt to guess a person’s password is 
unsuccessful, hackers may find other available 
loopholes to break into an account [7].

The security flaws present in the Password 
Authentication has caused users to opt for a 
better authentication mechanism such as PIN 
Authentication and Biometric Authentication.

Figure 2: Password habits of Web users [8]

2. PIN Authentication

PIN is a numeric or alpha-numeric password 
which is used as an authentication token in 
accessing certain resources or system. Started 
in the year 1967, this form of authentication 
has been implemented for financial transactions 
involving the Automated Teller Machine (ATM) 
to authorize and dispense cash. Typically, 
users must key-in the correct PIN to verify any 
transaction [9]. 

Based on the international standard ISO 9546-1 
PIN Management, an ATM PIN should be between 
four to twelve digits long. ISO encourages longer 
PINs as they are more secure. However, longer 
PINs might be harder to remember. Hence, the 
ISO recommended that users should not assign 
a PIN that is longer than six digits to promote 
better usability. Today, these six digit PINs are 
widely used across various platforms apart from 
ATM, such as the secure Type Allocation Code 
(TAC) code, mobile phone access code, building 
access door code etc. [10]. 

Since six digits PIN still does not guarantee better 
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security, but pairing the PIN authentication with 
a smart card might. However, as PIN is more or 
less similar to Password authentication, the risk 
of forgetting the PIN for ongoing transaction 
still exists.

3. Biometric Authentication

Biometric authentication is another popular 
authentication mechanism, as depicted in 
Figure 3.

Biometric authentication is a security mechanism 
that relies on the unique biological trait of an 
individual to verify that the person’s identity. 
For example, fingerprint, face, iris, vein, voice, 
retina and many more (biometric areas are also 
evolving on a daily basis), are called biometric 
modalities.

Figure 3: The usage of biometric authentication mechanism[11]

Biometric modality (as mentioned in Figure 1), 
refers to a trait that a person inherits. This is 
something that this individual carries along all 
the time and can be accessed easily whenever 
needed, without the risk of forgetting. 

For a better biometric security implementation, 
it is advised that this biometric template is 
stored within the smart card and live verification 
performed with the stored template. While 
promoting a better usability, the usage of 
biometric authentication also promotes better 
security.

Due to flexible factors, biometric has been paired 
with smart card usages. It is now used in sectors 
which require advance level of security such 
as custom verification at borders where users 
need to present their passport and biometric 
modalities (e.g. fingerprint recognition, face 
recognition etc.) for verification. 

Also, in countries like Malaysia, the government 
has introduced fingerprint verification with the 

national Identification Card (IC), called MyKAD. 
This card can be used for any transactions that 
requires the verification of a person’s identity. 

Conclusion 

Despite all the security measures put in place, 
a combination of smart card authentication 
with MFA, a backup authentication method 
is still needed to complement the primary 
authentication method, in the event of any 
system failure or user’s mishap. There are 
many authentication methods that can be used 
as backup such as captcha image verification, 
security questions, catchphrase, pattern 
drawing, phone call etc. 

Nonetheless, authentication implementation 
must prioritize the balance between usability 
and security to ensure that the security level 
can be preserved while maintaining user’s 
satisfaction. It is important to ensure a positive 
user experience.
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Behavioural Biometric

Introduction 

ehavioural biometric (BB) is an evolving 
technology that authenticates users based on 
specific patterns of behaviour. 

This technique is able to recognize, capture, 
record, and/ or verify the identity of a person 
based on a specific set of defined pattern. BB 
works by uniquely identifying an individual 
through devices that has a 99 per cent accuracy 
rate that improves over time [1]. 

The focus of the BB recognition is on the method 
used in performing a specific activity rather 
than the output of that activity. Devices such 
as smart sensors or smart phones are used as 
a medium to capture data from authenticated 
users in order to study and analyse their pattern.
This article provides an in-depth analysis on 
behavioural biometric that is set to enhance 
the future of human recognition with higher 
accuracy and feasibility in IT security. 

Categories of Behavioural 
Biometric

According to Kim Smith, Content Marketing 
Manager of GoodFirms, researchers have 
categorised behavioural biometrics into five (5) 
categories as listed in diagram 1 below [2]. 

Diagram 1: Categories of Behavioural Biometric [2]

1. Authorship Based Biometric

The authorship pattern of a person on their text, 
paintings, and handwriting are used as baseline 
material to analyse and acquire the unique 
identity of a person. These traits are then used 
to train the biometric devices in capturing their 
identity based on the behavioural patterns. 
The details of the baseline material plays an 
important role in ensuring the parameters 
that are generated for the biometric devices 
are meeting certain levels of accuracy or also 
known as completeness, to be able to support 
the training of biometric devices while in the 
capturing process.

2. Human-Computer Interaction (HCI) 
Based Biometrics

An intelligent device is used in a computer to 
capture the style of an individual (e.g. certain 
movement or human reaction) that interacts with 
the computer system and helps in acquiring the 
required data. The key purpose is to uniquely 
identify a person based on their behavioural 
pattern.

3. Indirect HCI based Biometrics

This is an alternative method to indirectly capture 
the activities of an individual that interacts with 
the systems in the computer. The findings will 
then be used for behavioural analysis. Data is 
generally collected from an individual’s activity 
that involve call logs, web surfing and a number 
of frequently used software. These data will 
help in studying their pattern of behaviour.  

It is important to note that, this method is only 
used as a supporting parameter for HCI and it is 
not recommended as the main medium for data 
collection or as a main HCI method. 

4. Motor Skills Based Biometrics

The muscle movements of an individual are 
captured to study their behavioural pattern. 
These movements are then used to identify and 
verify the original person to check the accuracy 
of detection.

By | Indumathi D/O Vijayakumaran, Nur Iylia binti Ruslan, Mohd Muslim bin Mohd Aruwa, Farhan Arif bin Mohamad & 
Ts. Ahmad Dahari bin Jarno
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5. Purely Behavioural Biometrics

The human skills, knowledge and strategies 
required to handle demanding tasks are 
collected in order to study behavioural traits. 
The process of identifying a person is then 
carried out using these collected data. 

However, technology deployed under this 
method is still not able to identify in a seamless 
and perfect way. But improvement is certainly 
being made to address higher expectations 
for the implementation of a systematic and 
advanced biometric recognition system. 

Common Types of Behavioural 
Biometrics

1. Keystroke 

•• The typing rhythm of a person.

•• Timing of each keystroke on keyboards or 
adaptive keyboards, the pressure placed on 
each key etc.

2. Signature

•• Static (offline) – user places his signature on 
a paper; biometric system then recognizes 
the signature and analyses its shape

•• Dynamic (online) – user places his signature 
on a specialized writing tablet that is 
connected to a computer

3. Voice

•• Speaker identification method via voice 
recognition is one of the most advanced 
research on biometric technologies.

•• Speaker identification process can be 
categorized according to the vocal tone of 
what is being spoken. The unique, regular 
variations in sound that occur as a user 
speaks has its own uniqueness in identifying 
a person. 

Important Factors to Consider 
for a Successful Implementation 
of Behavioural Biometrics

 

Types of Attacks

•• Coercive Impersonation – a type of attack 
in which the attacker physically forces a 
genuine user to identify himself to a system 
or removes the biometric (for example, a 
finger) from that person to be used as a key 
to gain access to certain resources [3]. 

•• Replay Attack – recording a previously 
produced biometric such as taking picture 
of a face or recording a person’s voice and 
submitting it to the biometric data collection 
unit [3]. 

•• Impersonation Attack – an attack whereby 
the attacker can change his appearance 
to match a legitimate user. For example, 
using makeup to copy somebody’s face or 
impersonating voices or forging a signature 
[3].
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Conclusion

Biometric recognition solutions have evolved 
according to the needs and requirements set 
by the industry. The whole system today has 
become so complex that it is behaving more 
like human rather than a computing system.
Programming a computing system to set human 
biometric parameters is akin to teaching a child  
to understand, communicate or interact with 
others.  

By understanding the biometric characteristics 
and how it fits in perfectly as a security 
enforcement product, developers should 
design products that are complex and securely 
designed from the ground up. Most importantly, 
these products should convince users to 
trust biometric technology in protecting and 
securing operations from exploitations by cyber 
criminals.   
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Overview Of 5G Technology From The 
Perspective Of MyCERT
By | Md Sahrom bin Abu & Muhammad Nasim bin Abdul Aziz

Introduction

Over the last few decades, the smartphone 
industry has seen exponential growth in 
its technology development and product 
utilization. Our daily routine has slowly shifted 
from face-to-face communication to virtual 
interaction via the Internet, supported by 3G 
and 4G technology.

However, there are inherent and existing network 
related problems such as lack of spectrum, high 
energy consumption, and intercell interference. 
These limitations have led to the development 
of the fifth-generation technology (5G) that 
takes mobile connectivity to a whole new level. 
This improvement brings enhanced upgrade in 
terms of speed, latency, and reliability. One of 
the greatest beneficiaries of low latency and 
high-speed networks is improved services in the 
healthcare and social care industry.

However, the leap of 5G on bandwidth, devices, 
coverage, and density can pose serious cyber 
threat to industries. Furthermore, security 
has always been an afterthought for new 
technologies. This article will delve into how this 
next-generation technology will alter the cyber 
threat landscape, forensic incident response 
and cybersecurity.

This article will first examine how Internet-
of-Things (IoT) devices pose major threats in 
current and future network technology. We 
will then address how new technologies, such 
as network slicing and Artificial Intelligence 
(AI), can assist the cybersecurity field. Network 
slicing can help share resources amongst 
several different needs on a network. AI can 
assist cybersecurity experts in identifying bad 
network traffic on a connection, faster than 
before. Last but not least, recommendations on 
key areas for improvement and further research 
in 5G technology will be presented.

Evolution of Mobile Communication Technology

Telecommunication network has played a critical role in altering evolution of civilization and 
technology. Figure 1 illustrates the progress of mobile communication technology towards the 
current 5G network stage. The mobile communication system experienced significant technical leap 
every decade, while mobile communication services progress in cycles of approximately 20 years.

Figure 1: The Evolution of Mobile Communication Technology towards 5G Networks [1]
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Since Nippon Telegraph and Telephone Public 
Corporation (NTT) launched the world's first 
cellular mobile communications service back 
in December 1979, known as First-generation 
(1G) technology, mobile communications 
technology has continued to grow at every 
decade and has evolved into new generation 
systems. From the first generation (1G) to the 
second generation (2G), voice calls were the 
main means of communication, while small bits 
of e-mail transmission was possible. However, 
when technology reached the third generation 
(3G), data communications such as “i-mode” 
and multimedia information such as photos, 
music, and video could be transmitted using 
mobile devices. By the fourth generation (4G) 
stage, high-speed communication technology 
exceeding 100,000 Kbps using the Long-Term 
Evolution (LTE) have emerged along a wide 
variety of multimedia communication services, 
thus driving the proliferation of smartphones. 

By early 2019, South Korea became the first 
nation to introduce 5G technology. 5G is 
reportedly as being 100 times faster than the 
top speeds under 4G technology (Halpern, 
2019). This technology holds great promises in 
unleashing groundbreaking digital services that 
will benefit consumers and industries over the 
next decade. The “Third Wave” initiated by 5G is 
expected to gain traction and expand through 
5G evolution.

The new generation wireless technology will not 
only bring forth a change in speeds but also 
network architecture. Key attributes such as 
system performance, enhanced network services 
and operational efficiency form the basis why 
5G networks were designed and developed [2]. 
As a result of changes in network architecture, 
cyber security risks will also increase.

Cyber threat in 5G 

The superior connectivity enabled by 5G 
is poised to transform every industry from 
banking to healthcare. Mission critical networks 
powered by 5G could provide future services 
that connects humans and machines through 
highly efficient, ultra-low latency and broadband 
infrastructure [3]. 5G offers innovative 
possibilities in healthcare innovation such as 
remote surgeries, telemedicine and even remote 
vital sign monitoring that could save lives.

Are critical infrastructure industries such as 
energy and healthcare industries prepared to 
deal with the impact of cyber threats as a result 

of 5G deployments? Are they able to protect 
their mobile networks and business operation? 
Do these industries have adequate security 
reference documents ready to help detect 
and prevent cyber-attacks? These are among 
the questions that need to be answered by 
organizations which are utilizing 5G networks.

In spite of advancements in 5G technology, 
security remains an afterthought for many. Cyber 
threats pose significant risks to businesses and 
industries that merely emphasize bandwidth, 
devices, coverage, and density without preparing 
themselves with 5G-specific security policies 
and user guidelines. Major security challenges 
related to 5G is privacy and personal data. 
Millions of user device information are collected 
by application developers around the world, 
which opens the opportunity for threat actors 
to try and steal users’ private data. Geolocation 
information also present additional risks to 
device users as cyber criminals could detect the 
whereabouts of their victims.

5G will also boost technology in forensic 
incident response and cybersecurity. AI 
integration into system defenses such as IDS 
is one such technology that will flourish in 
5G networks. A study by Lorenzo Fernandez 
Maimo et al., showed that AI integration with 
an IDS could increase the speed at which data 
is processed [4]. However, Aarti Bokar of IBM 
argued that AI which is programmed to make 
biased decisions can also make mistakes. These 
lapses could occur during coding while the data 
is being fed to the AI for processing [5]. There 
will be massive amounts of data in 5G networks, 
thus making it impossible for human experts to 
perform real-time detection. Further research 
into how to narrow these biases that current 
AI systems have can help to improve decision 
making when dealing with threats.

At present, ‘Internet of Things’ (IoT) devices 
are already vulnerable to cyber threats and they 
will continue remain so, even in the 5G era. Its 
limited built-in control mechanism makes it very 
difficult to give these devices proper security 
protocols to protect against external threats. 
IBM is expecting the number of IoT devices to 
reach close to 50 billion worldwide by the year 
2020. The vast number of IoT devices entering 
the market over the next few years may pose a 
new threat in cyber security. Modern IoT malware 
and attacks, such as botnet scanning, would 
drain the CPU and memory of the IoT devices 
during an attack, causing substantial service 
response delay for time-sensitive applications, 
lower device stability and increase device 
reboot risks. This directly impacts availability of 
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legitimate services that are running on the IoT 
devices.

Malicious programs could run extraneous 
processes on a battery powered IoT device 
in order to drain battery capability, thereby 
shortening life expectancy of the device. For 
example, a simple malicious program that alters 
the sleeping cycles of battery powered cellular 
IoT devices dramatically depletes the battery 
power of such devices. Botnets are worrisome 
as its denial of service (DoS) attacks do not only 
affect their intended targets, but also impact 
the overall network services availability. Such 
was the case of Mirai malware which gained 
notoriety in 2016 [6]. It used massive denial 
of service attacks and caused several costly 
network outages. Botnets are also getting 
increasingly automated and sophisticated. 
These botnets have been targeting a broad array 
of IoT devices such as wireless cameras, CCTV, 
routers, and digital video recorders until late 
2019. New variants have since emerged since 
March 2020 that were found to target Zyxel 
network-attached storage devices.

Although the above examples on cyber threats 
and attacks are prevalent in 4G networks, critical 
industries planning to adopt 5G networks must 
be prepared to deal with a larger scale of cyber 
threats and attacks as businesses and industries 
start to utilize IoT and ultra-reliable low–latency 
IoT extensively.

The benefits of 5G technology 
in cybersecurity and incident 
response

The future of cybersecurity within 5G network 
is not bleak. There are benefits in the next-
generation technology for cybersecurity and 
digital forensic incident response (DFIR). 

New 5G network architecture can generate new 
security protocols on user privacy, identity 
management, and threat detection. Threat 
detection will also benefit from artificial 
intelligence (AI). AI will strengthen threat 
detection as the increase in 5G networks 
speed would enable faster processing of vital 
information on abnormalities of human user 
and prevent an attack from occurring. This will 
especially be useful when dealing with remote 
networks inside a larger company. The increased 
speed will allow AI to receive the data more 
quickly, process it and report any anomalies [7] 
to the security management.

Another benefit that 5G will enable in future 
cybersecurity endeavor is Network Slicing. The 
concept of network slicing is to allow several 
virtual networks to run on a single physical 
network infrastructure. This enables businesses 
with differing needs such as maintaining a highly 
reliable server yet requiring low latency and high 
speed, to work off a single network [8]. Network 
slicing can be very beneficial for collecting 
data for forensic cases. This characteristic of 
5G can help ensure the integrity of data being 
copied as evidence and increase the speed at 
which it is being collected [9]. Network slicing 
helps to enhance overall network architecture 
capabilities as the logical network components 
are separated from the physical network 
resources.

Conclusion and 
Recommendation

5G technology will be a quantum leap over its 
predecessors but like any other new technology, 
it presents new challenges. In particular, 5G is 
set to drastically alter the threat landscape.  

The number of IoT devices is expected to grow 
exponentially throughout the world with the 
introduction of 5G [7]. Unfortunately, the surge in 
devices will also give rise to more vulnerabilities 
and this makes it harder for cyber-attacks to be 
prevented. Additionally, there are concerns on 
how IoT devices will adapt to network slicing, 
a major facet of 5G networks[9]. This lack of 
adaptation to a 5G feature which was supposed 
to improve performance can leave IoT devices 
more vulnerable.

IoT devices will continue to be a concern and 
securing these devices should be made a top 
priority for cybersecurity experts. Lack in 
hardware power and security measures will 
prevent them from counter attacks, thus leaving 
vulnerabilities in networks for attackers to 
exploit [10]. IoT devices should be standardized 
in terms of hardware and software to make 
security and forensics simpler. The security 
protocols and encryption on IoT devices need to 
be as hardened as possible as they remain the 
main target for attack.

One recommendation is for the cybersecurity 
community to continue investing resources to 
prevent known major attacks. Keeping these 
attacks from infiltrating 5G can help slow 
down attackers until a new attack method is 
developed. Researching methods of preventing 
these attacks or forensically tracing them back 
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to their origin and sharing this information to all 
organizations can be helpful. Solidifying against 
these known attacks will ensure a stable start to 
5G until newer attacks discovered, and then the 
focus can shift to those attacks. 

Another recommendation is to continue 
investing resources in crowdsourcing programs 
and encouraging the cybersecurity community 
to be more open about sharing their experiences 
in dealing with cyber-attacks. Crowdsourcing 
programs like MISP are open forums to discuss 
and deliberate on cyber-attack trends which 
can be very beneficial for defense and forensic 
purposes [9]. Although employees may hesitate 
to reveal confidential information about their 
company or organization, perhaps we need 
to find an alternative to overcome that. If the 
cybersecurity community could be more open 
about sharing cyber-attack details, it may help 
beef up security for the 5G networks.
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Cryptocurrencies & Cybercrime
By | Sarah Khadijah binti Taylor, Mohd Sharizuan bin Mohd Omar, Muhammad Nooraiman bin Noorashid & 
Muhammad Faridzul bin Sukarni

What is cryptocurrency?

Many people have heard about Bitcoin, but did 
you know that Bitcoin is a type of cryptocurrency? 
Monero, Litecoin and Ripple are also different 
types of cryptocurrency, which have increasingly 
gained popularity among users. 

So what is cryptocurrency? It is a digital token 
that allows user to transfer money without 
having to use banks. It was first introduced by 
Satoshi Nakamoto in 2009 with Bitcoin as the 
first cryptocurrency in the world. A statistic 
tracked by Coin Market Cap shows that Bitcoin, 
the most popular cryptocurrency to date, 
has reached to $200 billion of market cap in 
just a short of time span[1]. This means that 
cryptocurrency has been generally accepted and 
trusted by global financial users. 

How does it works?

To conduct a bitcoin transaction, user first 
need to install crypto wallet in his digital device 
such as smartphone or laptop. This crypto 
wallet is available as an apps which can easily 
be downloaded from wallet providers available 
online. Once a wallet is installed, user can now 
buy bitcoins using fiat currency from digital 
exchanges such as coinbase.com and bitcoin.
org. 
For example, John would like to send 1 bitcoin 
to Sally. First John and Sally both need to 
have a crypto wallet. To transfer his bitcoin to 
Sally, John needs to have Sally’s wallet’s public 
address. Next, he will transfer the bitcoin by 
using the apps that he downloaded.

The transaction will be posted online as a 
‘block’, and this block will be broadcast to every 
participating party in the network. Those in the 
network will then approve the transaction, and 
then the block will be added to the blockchain. 
Next, Sally will then receive the bitcoin.

 

Figure 1. Process of transferring a cryptocurrency from one person to another
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All transactions are recorded in a so-called 
online ledger, or better known as blockchain. 
Traditional financial system tracks transactions 
in a ledger which is held by banks. The blockchain, 
on the other hand, has no central authority. 
Instead it uses peer-to-peer computers to store 
the ledger. These peer-to-peer computers can be 
any device such as computers or smartphones 
that is connected to a particular cryptocurrency 
network. 

Technically, cryptocurrency combines peer-
to-peer network, cryptography and gaming 
theory to operate. It uses peer-to-peer network 
to transfer the digital token (namely Bitcoin). 
Cryptography is used to secure the transactions 
from sender to receiver. Gaming theory, or 
better known as consensus mechanism, is used 
to validate the transactions. For example, in 
Proof-of-Work consensus mechanism, the peers 
on the network will compete with each other to 
validate a transaction and compete to create a 
new block by solving a mathematical puzzle. A 
reward in form of cryptocurrency is given to the 
winner. These peers are known as miner by the 
cryptocurrency community.

Why cryptocurrency?

There are many reasons users find it attractive 
to use a cryptocurrency. The following points 
help to explain the reasons:

1.	 Anonymity to its user

To send and receive a Bitcoin, a user does 
not have to give his real identity, instead he 
can use his pseudo name. This pseudo name 
is represented by strings of characters or a 
QR code, as shown in Figure 1 below. This 
means that transactions cannot be tracked 
to anybody, unlike traditional banks. 

2.	 No authority or intermediaries

The traditional financial system relies on 
banks and central authorities monitoring 
all transactions. With cryptocurrency, the 
transactions do not go through a central 
authority or intermediaries. Cryptocurrency 
utilizes peer-to-peer network and 
cryptography to secure and validate each 
transaction made by user.

Figure 2. Cryptocurrency transaction model

3.	 A transparent and immutable transaction

All transaction records are posted on the 
so-called online ledger. This ledger, or 
technically known as blockchain, is published 
online and everybody can view it anytime, 
anywhere. Transaction of bitcoin, for 
example, can be viewed at www.blockchain.
com, as shows in Figure 2. This provides a 
transparent transaction, where anyone can 
see and verify each of his transaction. These 
transactions are immutable - meaning it 
cannot be modified or withdrawn once the 
transaction is recorded in the ledger.

4.	 Providing alternative for individual 
underserved by banks 

In fact, cryptocurrency provides a viable 
financial solution for individuals underserved 
by banks. People living in rural areas are now 
able to participate in the digital economy 
by using cryptocurrency. High value of 
transactions can also be transferred cross 
border with ease, a feature which is limited 
by the banks.
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 Figure 3. Bitcoin transactions that can be viewed at www.blockchain.com

Cryptocurrency and Cyber 
Criminals

The rise of the cryptocurrencies has inevitably led 
to the growth of cybercrimes. The anonymous 
nature of these transactions has opened up a 
new venue for cybercriminals to leave no trace 
of any money trail. Cybercrimes connected to 
cryptocurrency occurs at worldwide scale. The 
high currency value loss, which has reached 
billions of dollars, puzzles everyone, including 
the cyber forensics investigators. 

According to news reports, crime cases related 
to cryptocurrencies are happening around the 
world. In Thailand, for example, a 48-year old man 
has been arrested for cryptocurrency exchange 
fraud amounting to US$16.32 million[2]. In 
South Korea, local authority claimed that North 
Korean hackers had stolen US$2 billion worth in 
cryptocurrencies to fund its weapon development 
program[3]. Meanwhile in Japan, cybercriminals 
have stolen US$32 million in a case related to 
Tokyo cryptocurrency exchange[4]. In United 
Kingdom, British investors lost US$34.38 million 
to cryptocurrency scams in 2018[5]. Singapore, 
another country that actively supports the use 
of cryptocurrency, has seen its exchange Bitrue 
being hacked for US$4.2 million in user assets 
[6].

Polis DiRaja Malaysia (PDRM) have reported that 
loss to cryptocurrencies cases in 2018 alone 
have amounting to USD55.25 million, and this 
figure have increased since then. This figure is 
quite surprising and thus, reflects the popular 
usage of cryptocurrencies among Malaysians.

While cryptocurrencies such as bitcoin 
highlights innovativeness in payment systems, 
the entire ecosystem has been a frequent target 

of financially motivated criminals. Nevertheless 
Malaysian regulatory such as Securities 
Commission has taken steps to counter measure 
the criminal activity by providing guidelines and 
awareness to the public. Latest news, under the 
Securities Commission Order, all digital assets 
exchanges (including those who offer Bitcoin) 
must be registered under the commission. This 
is to ensure that customers’ right are protected 
and governed under the Malaysia jurisdiction.

Conclusion

Some industry analysts predict that 
cryptocurrencies will eventually replace 
fiat currency in the near future. It has been 
recognized as legal currency by many developed 
countries such as South Korea, USA and Japan. 
But despite all its glory, many cybercriminals 
have manipulated this technology to their own 
benefit. Total reported loss of cryptocurrencies 
has reached billions (in US$). Hence cyber 
forensics investigators around the world need 
to level up their skill, tools and guidelines to 
combat this incoming high-tech crime. 
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Forensics Face Recognition Technology – 
The Challenges
By | Nazri bin Ahmad Zamani,  Nur Afifah binti Mohd Saupi, Yasmin binti Jeffry, Muhamad Zuhairi bin Abdullah & 
Mohammad Hazim bin Zahri

Introduction 

Face Recognition Technology (FRT) is an 
essential forensic tool that attest the identity of 
a person in a recorded video or photo at the time 
of a crime. The system is useful to verify if the 
person in the video is the suspect investigated, 
especially when no other witnesses could 
be found, or the witnesses accounts are not 
sufficiently strong. In the current wave of Deep 
Learning, FRT is becoming more accurate and 
robust against many factors concerning poor 
video quality. 

There are still a lot of public misconceptions 
about the usage of Face Recognition Technology 
(FRT) in crime investigation and litigations. First 
and foremost, FRT is not a flawless solution. All 
algorithms used for matching comes with their 
own precision tolerance and margin of error. 
Therefore, there are possibilities that a match 
could be False Positive or False Negative instead 
of True Positive or True Negative. This leads to 
inconclusive matching results. Such ambiquity 
has yet to be resolved for almost three decades 
and is still being debated till today, especially 
in forensics application of  FRT. Addressing this 
flaw require more than just enhancing matching 
algorithms. In fact, the overall solution requires 
a much more holistic approach. As such, the 
issues faced by forensics FRT need to be studied 
more closely.
 

The Forensics Frt Issues

One of the most common issues with highly 
inconclusive matching results in forensics FRT 
has to do with  the quality of video evidence. 
The source of a video evidence can be any 
digital device such as CCTV recorder, a digital 
camera, or a smart phone. 

CCTV is used to perform surveillance recordings, 
and it is one of the most common digital devices 
that provide digital evidence for the purpose of 
forensic analysis. However, the quality of these 
CCTV recordings are often poor due to several 

factors, such as environment, type of camera, 
configuration  and position of the camera. Last 
but not least, common issues of face attributes 
(pose, orientation, occlusions, and age) also 
come into play.  Figure 1 shows the video quality 
factors. 

 

Figure 1. The factors that contributes to the inconclusiveness 
matching of the FRT

 
        
These are the common factors that the Digital 
Forensics Department of CyberSecurity Malaysia 
observed in many cases concerning video 
evidence. These factors contribute to many 
inconclusive matchings in the face identification 
analysis. 

Poorly Illuminated Recorded Scene

Poorly illuminated recorded scene is one of 
the major issues that affects face identification 
precision. In this case, the face of a person of 
interest was recorded in a dark setting within 
a space and inside the camera’s FOV (Field 
of View). This issue could be coupled with 
directional lighting and blurring, in which case, 
made the results even worse. 

Directional lighting/illumination

Directional lighting on a face creates two 
conditions – the shadow and the albedo. The 
fusion of these two will further create more 
conditions – the umbra and penumbra. The 
umbra refers to the total blackness of the 
shadow and the latter refers to the state that is 
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in between of the two extremes. Extreme forms 
of shadows and albedos impact forensics FRT 
as both conditions attentuate the complexion 
quality of face features. Bad face features 
quality will consequently affect the accuracy 
of FRT. Although the latest Deep Learning 
approach to FRT seems promising, it is still 
ineffective if the dataset utilizes for training 
does not include directional illumination as part 
of data augmentation strategy. Figure 2 shows 
the effect of directional lighting on a face. 

Figure 2. The effect of directional lighting on a face

Low Face Resolution

The face resolution inside a video evidence will 
determine whether the use of FRT is suitable. 
As a rule of thumb, face resolution that is lower 
than 100x100 pixel should be rejected in any 
forensics lab SoP decision tree. More attention 
must be given to the video that is coming 
from CCTV DVR as optical noises and video 
compression artifacts from this kind of machine 
could be difficult to deal with. Exception should 
be given if the quality of the face features 
within this condition are good; then resizing 
algorithms especially AI based Super-Resolution 
is highly recommended as enhancement.  

Video Compression Artifacts

Video compression is a double-edge sword 
especially for a surveillance video. Video 
compression enables videos recorded to be 
space-sufficiently stored and play-backed if 
required. But while compression addresses the 
limited storage space inside the hard drive, the 
quality of the video stored is compromised. 
The setting has distorted the quality of a video 
stored to a level where the facial features in the 
video can hardly be identified. 

 Figure 3. The reality of video compression effect on 
face information inside a surveillance video evidence

As shown in Figure 3, the face information 
inside a surveillance video evidence is layered 
with compression artifact, (in which it appeared 
blockish and segmented). Furthermore, the 
color accuracy of the face is also compromised 
due to the setting. This compromises FRT 
accuracy in identification. 

Video Color Noise

Video color noise is correlated to video 
compression. As mentioned, the problem stems 
from the video compression configurations of a 
DVR. Figure 4 demonstrates such flaw. 

Figure 4. The colour noise plus compression artefact observed 
in a video evidence

Lens Blurring

Lens blurring could occur due to the camera 
configuration. The blurring can compromise 
face information quality especially if the video 
comes from the CCTV surveillance system. For 
other video recording system which provide 
better imaging solutions, blurring can easily be 
fixed via image processing. 

Distortion Due to Camera Lens

Lens distortion is another common observed 
quality issue in any video or imaging system. 
Lens distortion causes a geometrical damage to 
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face features. The distortion can be mitigated 
via image processing technique. The problem 
with this approach is that it requires a forensic 
analyst to set distortion parameters. For an 
analyst to configure the parameter based on 
his or her judgement of what the original state 
of the face is somewhat arbitary. Therefore, to 
use a badly distorted face during acquisition for 
forensic FRT is not strongly recommended.   
 

Occlusions

Occlusions (for example beard, face tattoo, eye-
glasses, hats, hijab, etc.) is another common 
problem faced by any FRT. This form of issue 
is irreversible by any means of imaging or AI 
method. Most samples with occlusions are 
rejected for FRT unless it is being used for other 
analysis such as object matching.  

The Effects On Frt Performance 

The effects of the aforementioned issues on a 
forensics FRT can be varied. As written by Shroff 
in his paper title, “Facenet: A unified embedding 
for face recognition and clustering.”, the effect 
of JPEG quality vs accuracy rate is clear. He 
found out that better quality JPEGs produced 
higher accuracy results on its FaceNet system 
performance. As shown in Figure 5, the left 
table shows the effect on the validation rate with 
varying JPEG quality. The right table shows how 
the image size in pixels affect the validation 
rate. 

 

Figure 5. The effects of compression and face image resolution 
on FaceNet accuracy.

FaceNet is a FRT open-source powered with Deep 
Learning method. The system has been tested 
on thousands of individuals’ face images. Many 
of the test results presented in this paper are 
consistent with real-life experience in forensics 
FRT. The performance drop is observed in 
deteriorating quality whether it is due to image 
resolution, video or image compression related 
issues, camera issues or occlusions. According 

to Schroff and Maëlig [2] the solution to the 
problems is to add such conditions to the 
training set. This strategy should be taken into 
the new FRT enrolment procedures, where the 
issues are included as part of data augmentation 
effort instead of being ignored. 

Conclusion

Each FRT method has its own limitation and 
breaking points in stress tests. The best 
approach to improve forensics FRT is to include 
qualitative factors into the data augmentation 
strategy of the face training data. 
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Deploying An Open Source Video Analytics 
In Cctv For Forensic Readiness
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Introduction 

In this current era, surveillance camera such 
as closed-circuit television (CCTV) plays a key 
role in helping to defeat crimes. Almost 51% of 
CCTVs are used to assist crime investigation 
and act as the eyes of Law Enforcement 
Agencies (LEA) but there are flaws in the current 
surveillance camera’s hardware and software. 
Today’s software is limited by  hardware, but 
it doesn’t mean it’s impossible to create better 
software to match with the current hardware. 
There are still ways to create software that can 
help solve today’s issues.

More specifically, with the help of open source, 
everyone has the ability to create their own 
system. What’s an open source? It is a concept of 
freely distributed software and universal access 
to an application’s source code. Open source 
was first proposed by a group of talented people 
who had no political agenda or similar situations 
where one can monopolizes as needed. 

We would like to give a brief walkthrough to 
those who may want to deploy CCTV equipped 
with video analytics by only using open source. 
The following are some ideologies and practices 
that can help guide how to build it and can be 
improvised. This isn’t the absolute version for 
the present time due to lack of technology.  
Hardware limitation may be overcome with the 
software quality.

What is a Forensic Readiness 
and Video Analytics?

Before we delve deeper into the technical 
aspects, we would like to explain the definition 
of forensic readiness before proceeding to 
product creation. 

Back to the question: What is Forensic Readiness? 
Based on the Forensic Readiness Guidelines 
(NICS.2011), forensic readiness is the ability 
to preserve, collect, protect and analyze digital 
evidence so that it can be a great help in legal 
matters. It is also defined as the ability of an 

organization to maximize its potential to use 
digital evidence, while minimizing the cost of 
investigation. 

In this article, we will discuss how to deploy 
video analytics such as face recognition from 
open source for CCTV application. Figure 
1 below shows the main process of digital 
forensics which digital forensics analyst uses. 

Figure 1: Digital forensics process

To the second part of the question: What is 
Video Analytics? Video analytics is the ability 
to analyze the video through the detection 
and determination of occurring events. This 
capability is supported by a wide variety of 
domains such as smoke detection, safety 
detector, retail, transport, etc. This plays a 
critical role as the people who monitor the 
camera cannot watch the live feed all the time. 

Video analytics will focus on the frame which 
may be suspicious and will notify the owner if 
anything happens. Different people may have 
differing levels of focus or different ideas of 
suspicious activity. Video analytics can be used 
for motion detection, facial recognition, license 
plate reading, etc. 

What is an OpenCV?

Open Source Computer Vision (OpenCV) is a 
library equipped with programming language 
and the ability to help build a programmable 
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software. The library is a cross-platform 
meaning that one platform can access or access 
the other platforms. OpenCV supports multiple 
frameworks likeTensorFlow, Torch/PyTorch and 
Caffe. 

The library is equipped with more than 2,500 
optimized algorithms, including both classic 
and up-to-date algorithms, to ensure that the 
algorithms can still support future uses. By 
implementing this algorithm, facial detection 
and recognition, movement detector, human 
action classification, object movement, and 
extraction of 3D models can be produced as the 
result of the algorithm. 

Since OpenCV holds most of the facial 
recognition algorithm compared to the other 
libraries, OpenCV-free systems are considered 
less comprehensive since they lack the algorithm 
that OpenCV provides.

More than 47,000 within the community 
regularly use and update the library, therefore 
contribute to the development of OpenCV. Not 
only is the library popular among communities, 
but the larger group of researchers and the 

government are also leaning towards OpenCV 
usage. 

Detection in Facial Recognition

There are three stages in facial recognition 
where it can be considered as a complete 
functional system that can assist in forensics 
investigation, which are detection, recognition 
and finally, tracking.

Detection of the facial recognition is the ability 
to detect object or subject at a distance that 
does not compromise its ability to discern 
objects. For facial recognition, the detection 
capability relies heavily on hardware such as the 
camera and the computer running the program. 
Based on the distance-testing test, each camera 
produces different results. It depends on the 
type of camera. 

To detect an object or a subject, there must be 
between 5% to 15% facial features just to detect 
and higher features point to do identify or even 
verify. The following diagram shows the Open 
Source’s classes for face/object detection

Figure 2: Open Source's classes for face/object detection

Recognition in Facial Recognition

Recognition plays a critical role in helping to 
identify an object or a subject because of its 
ability to compare the stored image and the live 
feed image in a short period of time. This can 
be considered technology within a technology 
where it is capable of identifying or verifying 
a subject on the basis of a digital image or a 
video. 

The comparison is made by analyzing the 
patterns of textures and shapes of the object or 
the subject. In order to ensure that the system 
is able to identify or verify, the facial features 
point of recognition should be more than 25%. 
The higher the rating or recognition points, 
the higher the possibility of verification is true, 
and no change has been made in advance. The 
following diagram shows the generic flow of 
identifying person’s face.   
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Figure 3: Generic flow of identifying person's face

Near Real-Time Object/Subject 
Tracking

Tracking is the last stage of facial recognition. 
After detection and recognition by means of 
video, the path or movement of the object 
or subject is recorded for future reference. 
In tracking, the previous frame is used as a 
referenced frame. Then, compare it to the 
current frame. By using Euclidean distance 
formula, if the distance between two objects is 
within the threshold, this is the same object. In 
special cases, tracking plays a major role, such 
as when a suspect fled from the crime scene, by 
using tracking, the system able to track down 
the path taken, and where the Law Enforcement 
Agencies (LEA) needs to search for a suspect. 
This can narrow down the investigation and 
reduce the time for the analysis.

               

Figure 4: Method of object tracking

You Only Look Once (YOLO)

YOLO is a system for detecting objects in real 
time which is quite fast and precise compared 
to other detectors of the same type. They apply 
the model to an image at multiple location and 
scales. YOLO split the image into grid cells 
13x13. Each of the cells is capable of predicting 
five bounding boxes. Whichever regions have 
high scoring are considered as being detected.

Confidence score will be executed to predict 
how much the bounding boxes encloses to the 
object the image will be divided into regions, 
and then the bounding boxes will be weighted 
to the predicted probabilities. YOLO can be a 
crucial help for the LEA in detecting which 
vehicle that the suspect may be using or what 
kind of stuff does the suspect leaving behind. 

 

Figure 5: YOLO flow
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Figure 6: Example of object detection using YOLO

Darknet

Darknet is a framework to train neural networks. 
It is an open source framework written in C and 
CUDA. It supports computation with CPU and 
GPU. The first repository for the YOLO training 
done by J.Redmon, which came up with multiple 
configuration files for training on different 
architectures.

TensorFlow

TensorFlow is an open-source software library 
primarily intended for dataflow as well as a math 
library. TensorFlow may also be used as neural 
networks for machine learning applications. 
TensorFlow has become a big hit that even 
Google itself uses TensorFlow to help them 
develop a mathematical formulation system. 

TensorFlow has the capability to run multiple 
CPUs and GPUs with optional computational 
CUDA and SYCL extensions. Not only is Linux 
supportable, it can even be supported by 
MacOS, Windows, Android and iOS included. It 
also supports image captioning that handles 
quite a handful of queries and replaces them 
with traditional search-based algorithms. 

Video Analytics in CCTV

When a crime occurs, surveillance camera or CCTV 
plays a crucial part when the camera manages 
to record evidence that is required by the LEA. 
The evidence can be either the main objective or 
a supportive evidence. The main reason on why 
the LEA wishes to get their hand on the evidence 
is to ensure that the perpetrators are brought to 
justice. This can be done by ensuring that the 
evidence is solidly based on the identification 
made upon them, a collection of the evidence, 
thoroughly analyzing all the data to ensure no 
data overlooked and the presentation of data is 
relevant to the party for the judgement. Keep in 
mind that low resolution or bad quality evidence 
may affect the entire operation and could result 
in a case failure.

Tracing a potential suspect from large-scale 
heterogeneous CCTV can be quite exhausting 
for the investigator and may require more 
resources either human, time or costs to 
purchase forensics software. 

To overcome this, deploying video analytics 
such as face detection, recognition and tracking 
will be helpful for the forensic investigator. This 
will significantly reduce resources and to keep 
up with the definition of forensic readiness. 

The Limitation

Even though installing a CCTV is helpful and all, 
there are few factors which must be considered. 
One of them is the quality of the video. The 
quality of the video varies depending on the 
camera type and model. Not all cameras are of 
the same quality and it may affect the necessary 
evidence.  For example, an investigation 
currently tracking a suspect via CCTV will have 
a hard time if camera’s resolution is low and the 
investigator needs to tackle the investigation 
by making assumptions and making decisions 
through experience. 

Another limitation is surveillance camera 
placement. Some CCTV placement isn’t that 
strategic which causes a loophole that the 
suspect can use as a gateway. It is difficult to 
ensure that all sides are covered due to facts 
that are multiple reasons that can affect the 
quality of the output such as the weather, time 
such as night and day, logical reason, budget, 
etc.
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Summary

CCTV as an investigative tool will definitely 
be a thing for forensic readiness in the near 
future. Open source currently has the capability 
to provide an algorithm and library that is 
considered useful when developing a CCTV 
solution as an investigative tool. The lower the 
cost of creating the software, the more beneficial 
for the Digital Forensic Department in terms of 
budget and investigation costs. 

Artificial intelligence (AI) or machine learning 
that is currently part of video analytics by 
comparing the patterns and traits can deduce 
the human intervention factor. It can easily 
classify suspicious human activity, abandoned 
object detection, face recognition, subject 
movement and so on. 

Forensic readiness aims to maximize an 
organization’s ability to gather and use digital 
evidence whilst minimizing the costs of related 
investigations. 
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Cyber Insurance: A Panacea To Mitigate 
Business Risk?
By | Nazahan bin Nazri & Mohammad Faisal bin Ismail

Cost and frequency of cyber-attacks are on the 
rise. In one of the biggest data breaches ever, a 
hacker gained access to more than 100 million 
Capital One customers’ accounts and credit card 
applications.  By the time, the online banking 
giant realized that its data had been hacked 
millions of credit card applications which 
included personal information were exposed.  
In 2019, Citrix company which provides VPN fell 
victim to a ‘password spraying’ attack. It was an 
attack where a hacker attempted to gain access 
to a system via brute force. In 2018 GHub was 
hit with a massive Denial of Service (DoS) attack 
which led to a blackout for about 20 minutes. 
As of October 2019, a total of, 9,864 cyber 
related crimes have been reported in Malaysia 
and cyber-crime economic related loss stood 
at USD96.7 million. A 2018 Frost & Sullivan 
study reveals that the potential economic loss 
in Malaysia due to cyber-security incidents may 
hits staggering USD12.2 billion. This is more 
than 4% of Malaysia’s total GDP of USD296 
billion.

Ransomware attacks, intellectual property theft, 
and fraud cost companies billions in recovery 
expenses, fines, and lost revenues every year. 
As a result, firms are purchasing cyber insurance 
to cover losses and expenses resulting from 
cyber incidents. 

However, cyber insurance alone is not a panacea, 
even organisation that acquire cyber insurance 
may not be as protected as they think. Unlike 
traditional lines of business such as private auto 
insurance, where standardized policies provide 
liability or collision coverage, cyber insurance 
policy language is not standardized. The types 
of risks covered under cyber insurance differ 
significantly across policies and businesses, and 
insurers do not always agree on what loss events 
are covered under those policies. For instance, 
in the landscapes of a cyber events, which 
included limited loss history, the unreliability 
of past data when predicting future events, and 
the possibility of a large-scale attack are highly 
correlated across companies, therefore making 
it problematic to write comprehensive cyber 
insurance policies. In this article, we examine 
the extent to which cyber insurance can assist 
to safeguard businesses and the wider economy 

from the costs of cyberattacks and how 
institutional factors and legal uncertainties may 
obstruct the development of this market.

 What is cyber insurance?

The history of cyber insurance date back to 
Steven Haase, who helped AIG write the first 
internet security liability policy in 1997. The first 
cyber insurance policies were geared toward 
information technology companies responsible 
for managing networks and systems used by 
other businesses and consumers. However, the 
cyber insurance market has since grown, and 
current cyber protection comes in three forms: 
third-party written coverage, first-party written 
coverage, and implicit silent cyber coverage 
(sometimes called non affirmative cyber 
exposure).

Third-party liability cyber insurance reimburses 
said entities for the costs incurred by their clients 
because of data breaches, malware infections, 
or other cyberattacks in which the insured entity 
was at fault. Third-party liability coverage is the 
cyber equivalent of medical malpractice, where 
businesses are insured against harm they inflict 
on their clients by their action (or, as is usually 
the case with cyber risk, inaction). Many early 
policies were of this form.

In the mid-2000s, cyber insurers began offering 
first-party expense coverage, which expanded 
insurance offerings to any company that uses 
technology. First-party expense cyber insurance 
reimburses companies for the costs of a 
cyberattack that directly affects their business. 
First-party policies can be broad or very specific, 
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depending on the needs of the company, and 
may cover post-cyberattack expenses such 
as credit-monitoring and other data breach 
expenses, hiring crisis management consultants 
to restore brand reputation or negotiators to 
handle ransom payments, and data recovery 
costs.

Silent cyber risk is a third type of cyber insurance 
coverage that is not a cyber insurance policy at all, 
but a term that refers to potential cyber-related 
losses stemming from traditional property and 
casualty (P&C) policies not specifically designed 
to cover cyber risks. Consider a scenario where 
a hotel’s computer system is infected with 
malware, which sets the sprinkler system off, 
damaging the interior and causing a patron to 
slip and fall. If cyber perils are not explicitly 
excluded, the hotel’s traditional property 
and casualty coverage would be expected to 
cover the damage to the hotel caused by the 
sprinklers and the medical bills of the injured 
patron. Silent cyber is steadily becoming less 
of a risk for insurers as they transition to P&C 
policies that either explicitly exclude or include 
losses caused by cyberattacks. 

For example, by January 2020, AIG finalized their 
transition to affirmative cyber coverage across 
their commercial insurance lines, effectively 
eliminating most silent cyber risks to their 
business, while removing the implicit cyber-risk 
coverage from their existing customers.

Cyber insurance is a rapidly growing business, 
but it is still a relatively small part of the overall 
global. P&C insurance market. Today global 
businesses can get cyber insurance either as 
a standalone policy or as part of their general 
P&C coverage in a packaged policy. Standalone 
and packaged policies, respectively, accounted 
for USD1.1 billion and USD922 million in 2018 
premiums. While the amount of written cyber 
insurance premiums has more than doubled 
since 2015, the cyber insurance market is still 
small, accounting for less than 0.5% of all U.S. 
P&C business.

Cyber insurance adoption rates vary significantly 
across firms and industries. About 58% of large 
businesses have a standalone cyber insurance 
policy, compared with just 21% of small 
businesses. Industries with the highest adoption 
rates were education (66%) and healthcare 
(62%); technology and communications firms 
had a 51% adoption rate. Industries with lower 
adoption rates included financial institutions 
(27%), manufacturing (30%), retail (39%), and 
utilities (41%).

Challenges of writing cyber 
insurance

As the cyber market has matured, insurers have 
refined how these policies are underwritten and 
priced. However, there are fundamental aspects 
of cyber insurance that make it difficult for 
insurers to write and price policies that cover 
a broad swath of risks. Let’s discuss some of 
these challenges below.

There is only a limited loss history for insurers 
to use when setting prices for cyber insurance 
premiums and coverage loss limits.  As such, 
this introduces risk. When insurers set auto 
insurance premiums, for example, they can rely 
on a long history of accidents and damages to 
model the probability that a driver with a specific 
set of characteristics will get in an accident and 
then set premiums to cover this expected loss. 
Cyber insurers, working in a fast-developing 
market, instead rely on a number of indirect 
factors to try to price policies appropriately, 
including market estimates of the cost of 
cyberattacks, questionnaires to determine 
the riskiness of the insured, their own (often 
limited) underwriting experience, and pricing 
by other insurance companies.

Current cyber protection comes in three forms: 
third-party written coverage, first-party written 
coverage, and implicit silent cyber coverage.

Pricing a new insurance product carries risks: For 
example, Mohey-Deen and Rosen (2018) explore 
how under-pricing of another, then new, line of 
business, long-term care insurance, contributed 
to the insolvency of Penn Treaty. Penn Treaty 
used overly optimistic financial assumptions 
derived from their “experiences with other 
products,” and when those assumptions turned 
out to be wrong, the company became “the 
second largest insolvency in insurance guaranty 
fund history.”

Cyber threats are continuously evolving as both 
private and state-sponsored hackers develop 
new methods to infiltrate networks. The rapid 
evolution of hacking capabilities and strategies 
makes it difficult for insurers, which rely on 
clients having relatively consistent risk profiles, 
to assess the true risk of a potential client being 
hacked. The increased sophistication of hackers 
is evident, in that both the frequency and costs 
of cyberattacks have risen in recent years. In U.S 
the reported cost of the average cyber-attack 
rose up 29% from USD21.2 million in 2017 
to USD27.2 million in 2018. Despite this, the 
cyber-insurance market remained profitable for 
underwriters.
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Cyber threats are highly scalable as they 
can potentially hit thousands of companies 
simultaneously, causing large interrelated 
losses for insurers. Due to the design of the 
internet, there are highly important central 
nodes. This type of network centralization 
creates two problems for cyber insurers. One 
type of problem would occur if an important 
service, such as a large cloud computing 
platform used by many policyholders, went 
down. The insurer may then have to pay claims 
on all of its policyholders at once. A similar 
dynamic can be seen in natural disasters, where 
private insurers are often reluctant to offer 
flood insurance, because if a single house in a 
neighbourhood was hit by a flood, it is likely 
that many houses around it were also hit at 
the same time. For example, in the 1920s, 
following series of catastrophic floods along 
the Mississippi River, private insurers began 
explicitly excluding flood coverage from their 
home insurance policies, eventually resulting 
in the creation of the National Flood Insurance 
Program (NFIP) to fill the gap.

The type of problem cyber insurance faces is 
the possibility of cascading failures caused 
by a cyberattack. One common example of a 
cascading failure is an attack on a power grid, 
where the destruction of a piece of critical 
infrastructure leads to failures across the rest 
of the grid. Cyberattacks using self-reproducing 
malware can also spread across a network of 
computers. Such an attack occurred in 2017, 
when a piece of malicious Russian code dubbed 
NotPetya targeted Ukraine. By exploiting a 
vulnerability in Windows to gain control over 
unpatched computers, NotPetya used this access 
to gain passwords of other machines on the 
network and jumped across the globe, causing 
over USD10 billion in estimated damages. Such 
an attack could happen again, and it could be 
worse next time. 

The difficulties in properly pricing cyber 
insurance products and the looming possibility 
of a largescale cyberattack encourage insurers to 
write policies that limit the amount of coverage 
a business can get, as well as the risks that are 
insured. Given the restrictive nature of some 
policies, some businesses may overestimate the 
amount of cyber coverage they need.

Cyber insurance coverage 
uncertainties

In July 2019, FM Global, a commercial property 
insurer, conducted a survey of chief financial 

officers (CFOs) at companies with over USD1 
billion in revenue. The survey found that 71% 
of the CFOs reported they believed that their 
insurer would cover “most or all” of the losses 
their company would suffer in a cyberattack. 
However, those same CFOs identified damages 
they expected to suffer in such an event that 
are not covered by typical cyber and property 
insurance policies. Almost half of CFOs said 
that they expected fallout from a cyberattack to 
include a devaluation of a firm’s brand; more 
than one-third said they expected increased 
investor scrutiny, a decline in revenue, and an 
introduction of regulatory compliance problems; 
and a quarter said they expected a decline in 
market share and share price. None of those 
costs are normally covered in cyber insurance 
policies.9

This apparent disconnect speaks to the 
importance of pursuing increased clarity when 
underwriting cyber insurance coverage, as 
disputes about coverage between insurers and 
policyholders are percolating in the legal system. 
Lawsuits around the country reflect current 
ambiguities about the nature of responsibility 
for cyberattacks and data breaches. 

Legal uncertainty in cyber space

Adding to the uncertainties insurers face when 
attempting to structure policies in this new 
market is the relative lack of legal precedent 
on core issues pertaining to cyberattacks. 
When facing uncertainty regarding fundamental 
questions, insurers may decide to wait until 
such issues are resolved before offering policies 
or only write policies with restrictive coverage 
that are less useful to businesses.

For example, data breaches and data theft are a 
common source of damages from cyberattacks, 
yet important case law on this issue is still 
unresolved. Legal cases involving data breaches 
rest on the nature of the alleged harm: If 
personal data are exposed due to a cyberattack 
on a database, has the person whose data was 
exposed suffered sufficient concrete harm or 
does there merely need to be “substantial risk” 
that future harm will occur? Circuit courts are 
split on this issue. Several courts have found 
that victims of data breaches do not have 
standing to sue when no actual identity theft or 
fraud occurs, while others have found that the 
risk of data misuse that results from a breach 
confers standing. The Supreme Court has yet to 
directly address the issue of standing in data 
breach litigation. In March 2019, the Supreme 
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Court refused to hear an appeal from Zappos.
com of a Ninth Circuit Court ruling that plaintiffs 
who had only alleged that financial losses were 
imminent also had sufficient standing to sue.

This uncertainty over standing in data breach 
litigation is important for cyber insurers because 
it directly affects the probability that an insurer 
will have to pay claims in the event of a data 
breach and this, in turn, affects how they should 
price their insurance policies.

Meanwhile, lawsuits that are directly concerned 
with cyber insurance coverage have already 
begun to appear. One case that has significance 
for the development of the cyber insurance 
market, between Mondelēz International (an 
American food company) and Zurich Insurance 
Group, arose over a disagreement about a 
common “act of war” exclusion. In June 2017, 
as discussed earlier, a virus called NotPetya 
was released into Ukrainian information 
technology systems. The virus quickly spread to 
multinational companies, including Mondelēz, 
leading Mondelēz alone to claim USD100 
million in damages from the attack. At the 
time, Mondelēz had a contract with Zurich that 
covered “physical loss or damage to electronic 
data, programs or software” triggered by “the 
malicious introduction of a machine code or 
instruction.” The policy contained an exclusion 
for “hostile or warlike action in time of peace 
or war,” a common exclusion in such contracts.
In February 2018, the White House called 
NotPetya a “reckless and indiscriminate 
cyberattack” on the part of the “Russian 
military” and “the Kremlin.” Mondelēz filed a 
claim for reimbursement, but Zurich denied 
it, claiming that the White House’s declaration 
qualified NotPetya as an “act of war”; Mondelēz 
filed suit in January 2019. If Zurich successfully 
argues that NotPetya qualifies as an act of 
war, it will establish a precedent that many of 
the cyberattacks that companies face are not 
covered by their insurance. This case illustrates 
that not only the nature of the crime, but also 
the nature of the perpetrator must be written 
specifically into cyber insurance policies to 
avoid legal conflicts.

The future of cyber insurance

Currently, the cyber insurance market only 
covers a small percentage of the overall 
losses caused by cyberattacks. Measuring the 
complete impact of cyberattacks on the U.S. 
economy is difficult. However, the White House 
Council of Economic Advisers developed a 

model using the stock market reactions of firms 
that had experienced “malicious cyber activity” 
to estimate the cost of cyberattacks. Using this 
model, they found cyberattacks cost the U.S. 
economy between USD57 billion and USD109 
billion in 2016, equivalent to 0.3% to 0.6% of 
GDP. During that same period, U.S. insurance 
companies incurred USD356 million in claims 
from policyholders, equivalent to less than 1% 
of estimated losses. Compare this to natural 
catastrophes, where 50% of losses between 
2015 and 2018 were paid by insurers. This 
difference in insured losses illustrates the room 
for growth in the cyber insurance market. But 
for the cyber insurance market to bridge this 
gap and continue to grow, it must overcome the 
challenges we have discussed here. 

Insurance companies are already beginning 
to write cyber insurance contracts that more 
explicitly define what is or is not covered.  This 
trend should help limit lawsuits and disputes 
over cyber coverage. Court decisions must help 
insurers and policyholders clarify language 
in their contracts. However, the Mondelēz 
v. Zurich case provides an important litmus 
test for the future of cyber insurance. Alleged 
state-sponsored cyberattacks have grown in 
frequency in recent years, and some argue that 
these present the greatest cybersecurity threat 
to the U.S. economy. As long as uncertainty 
exists over what qualifies as an “act of war” in the 
context of cyber insurance, it will be difficult for 
insurers and policyholders to agree on contracts 
with all parties sharing a clear understanding of 
what is covered.

Even as insurers acquire additional historical 
data on cyber loss events, the modelling of 
cyber risk will continue to present challenges. 
At the heart of the problem of modelling cyber 
insurance is that yesterday’s attacks do not 
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necessarily inform us about tomorrow’s risks. 
To help insurers accurately price future cyber 
risks, predictive cyber-risk models will have to 
be developed. 

Finally, the cyber insurance industry needs to 
consider how to deal with the possibility of large 
loss events. Better modelling of cyberattacks 
should help insurers measure their accumulation 
of interrelated risks, and improved cybersecurity 
standards and practices may help businesses 
avoid such catastrophic attacks to begin with. 
Looking at the ways in which the insurance 
sector has provided comprehensive insurance 
coverage for natural catastrophes may provide 
a way forward for the cyber insurance market. 

Summary

Cyber insurance is a small but growing market. 
As cyber incidents become more frequent and 
more detrimental, people and institutions are 
searching for cyber coverage that protects them 
from these risks. However, the cyber insurance 
industry faces significant challenges, including a 
lack of historical data, a lack of ability to predict 
the future of cyber risk, the possibility of large 
cascading loss events, uncertainties among 
market participants about what is specifically 
covered under such policies, and legal battles 
over fundamental issues. The future growth of 
the market will depend upon how these issues 
are resolved. 
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Factors Influencing Exchange Rates
By | Siti Noriah binti Nordin, Nur Nadira binti Mohamad Jafar, Wan Nur Ariffa binti Wan Abu Bakar Sidek, 
Shamsul Hairy bin Haron & Muhammad Faizal bin A. Rahman

Introduction

An exchange rate is the price of one country’s 
currency expressed in another country’s 
currency. In other words, the rate at which 
one currency can be exchanged for another. 
Exchange rate can be quoted either directly or 
indirectly. In a direct quotation, the price of a 
unit of foreign currency is expressed in terms of 
the domestic currency. In an indirect quotation, 
the price of a unit of domestic currency is 
expressed in terms of the foreign currency. 
For example, if Ringgit Malaysia (RM) is set as 
a domestic currency, in a direct quotation it 
would be as RM1=USD0.2289. But in indirect 
quotation, it would be USD1=RM4.3610.

Exchange rate is an important medium because 
it allows for conversion of one country’s 
currency into that of another, thereby facilitating 
international trade for purchases of goods and 
services or transfer of funds between countries. 
It allows price comparison of similar goods in 
different countries. The price difference between 
similar goods is determined through the goods 
traded and where they are shipped or sourced. 
Hence, the exchange rate is a significant 
factor in determining the competitiveness of 
agricultural, manufacturing, commodity, as well 
as services between different countries. 

Types Of Exchange Rate Systems

There are three ways the price of a currency can 
be determined against one another. 

1. The Floating Exchange Rates

Floating Exchange rate is commonly used in 
most countries. Under this market forces, all 
the economies of developing countries allow 
their currency to flow freely. When the value of 
the currency becomes low it makes the imports 
more expensive but the exports cheaper, thus 
the country’s domestic goods and services will 
be in higher demand from foreign buyers. A 
country could withstand exchange fluctuation 
only if its economy is strong. When the country’s 
economy can meet the demand, then it can 
adjust between the foreign trade and domestic 
trade automatically. 

2. The Fixed or Pegged Exchange Rates

Fixed or Pegged Exchange Rate is commonly 
used in small developing countries. Fixed 
exchange rates are used to attract foreign 
investments and promote foreign trade. By 
fixing the exchange rates, a country ensures its 
investors that their value of investment in that 
country is stable and constant. In this type the 
exchange rates the imports become expensive. 
The exchange value of the currency does not 
move. This normally reduces the country’s 
currency against foreign currencies. 

3. The Pegged Float Exchange Rates

Hybrid of float and fixed exchange rates is 
commonly used in developed countries. A 
country allows its currency to fluctuation to some 
extend for adjusting central value. Pegged allow 
some adjustments and stability. No artificial 
rates are found in fixed and floating exchange 
rates. Pegged can fix the economic problem by 
itself and provide growth opportunity. When a 
fixed value is not maintained by the country it 
cannot follow the fixed exchange rate.

The topic of currency exchange rates and factors 
influencing their changes have been reviewed by 
many scholars in the past decades and remains 
one of the hot topics in international economic 
studies. For example, Philip Lane1 built his own 
model on theoretical and empirical research 
on long-run exchange rates. He analyzed long 
run nominal and real exchange rates of 107 
countries between 1974-1992 and added to 
his model such variables like trade openness, 
country size, central bank independence and 
government debt.

Factors Influencing Foreign 
Exchange Rates

The following are some of the principal 
determinants of the exchange rate between 
countries:

1  P.Lane. “What Determines the Nominals Exchange Rate: 
Some Cross-Sectional Evidence”, The Canadian Journal of 
Economics, vol.32, pp.118-138,1999	
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1. Differentials in Inflation

As a general rule, a country with a consistently 
lower inflation rate exhibits a rising currency 
value as its purchasing power increases relative 
to other currencies. During the last half of the 
20th century, the countries with low inflation 
included Japan, Germany, and Switzerland, 
while the U.S. and Canada achieved low inflation 
only later. Those countries with higher inflation 
typically see depreciation in their currency 
in relation to the currencies of their trading 
partners. This is also usually accompanied by 
higher interest rates.

2. Differentials in Interest Rates

Interest rates, inflation and exchange rates are 
all highly correlated. By manipulating interest 
rates, central banks exert influence over both 
inflation verses exchange rates, and changing 
interest rates impact inflation verses currency 
values. Higher interest rates offer lenders in 
an economy a higher return relative to other 
countries. Therefore, higher interest rates 
attract foreign capital and cause the exchange 
rate to rise. The impact of higher interest rates 
is mitigated, however, if inflation in the country 
is much higher than in others, or if additional 
factors serve to drive the currency down. The 
opposite relationship exists for decreasing 
interest rates — that is, lower interest rates tend 
to decrease exchange rates.

3. Current-Account Deficits

The current account is the balance of trade 
between a country and its trading partners, 
reflecting all payments between countries 
for goods, services, interest and dividends. A 
deficit in the current account shows the country 
is spending more on foreign trade than what 
it is earning and that it is borrowing capital 
from foreign sources to make up the deficit. In 
other words, the country requires more foreign 
currency than it receives through sales of 
exports, and it supplies more of its own currency 
than foreigners demand for its products. The 
excess demand for foreign currency lowers the 
country's exchange rate until domestic goods 
and services are cheap enough for foreigners, 
and foreign assets are too expensive to generate 
sales for domestic interests.

4. Public Debt

Countries engage in large-scale deficit financing 
to pay for public sector projects and government 
funding. While such activity stimulates the 
domestic economy, nations with large public 

deficits and debts are less attractive to foreign 
investors. Large debt encourages inflation, and 
if inflation is high, the debt will be serviced and 
ultimately paid off with cheaper real dollars in 
the future.

In the worst case scenario, a government may 
print money to pay part of a large debt, but 
increasing the money supply inevitably causes 
inflation. Moreover, if a government is not 
able to service its deficit through domestic 
means (selling domestic bonds, increasing 
the money supply), then it must increase the 
supply of securities for sale to foreigners, 
thereby lowering their prices. Finally, a large 
debt may prove worrisome to foreigners if 
they believe the country risks defaulting on its 
obligations. Foreigners will be less willing to 
own securities denominated in that currency if 
the risk of default is great. For this reason, the 
country's debt rating (as determined by Moody's 
or Standard & Poor's, for example) is a crucial 
determinant of its exchange rate.

5. Terms of Trade

As a ratio comparing export values to import 
values, the terms of trade is closely related to 
current account and balance of payments. If the 
price of a country's export rises by a greater rate 
than that of its imports, its terms of trade have 
improved favorably. Increasing terms of trade 
shows greater demand for the country's exports. 
This, in turn, results in raising revenues from 
exports, which provides increased demand for 
the country's currency (and an increase in the 
currency's value). If the price of exports rises 
by a smaller rate than that of its imports, the 
currency's value will decrease in relation to its 
trading partners.

Other Influencing Factors

There are several influencing factors that 
determine the exchange rates, which are listed 
below:

1.	 Political Stability and Economic 
Performance – Foreign investors seek 
stable countries with strong economic 
performance to invest.

2.	 Capital Account Balance – A country with 
more exports of goods and services may 
lead to surplus of financial account in which 
it can attract more capital from others, 
appreciation in the currency value.
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3.	 Role of Speculators – The currency value 
will rise when speculators believe that 
currency will increase in near future. It will 
create demand for that currency, causing 
the currency value to rise.

4.	 Cost of Manufacture – A lower manufacture 
cost will translate into export goods at a 
more attractive price, and hence currency 
value increases. 

5.	 Debt of the Country – Lower debt will 
attract more foreign investors. 

6.	 Gross Domestic Product (GDP) – 
Consolidation of total government expenses, 
business output, private consumption, and 
country’s exports. Higher GDP indicates 
strong economy growth. 

7.	 Employment Data – Higher employment 
rate will increase currency value as more 
people will earn an income. This leads to 
higher purchasing power. 

8.	 Relative Strength of other Currencies –
Currency valuations are also equally affected 
by global parameters. A country’s economic 
strength is compared with another. If other 
countries are deemed stronger, more money 
will move to those countries. It ultimately 
reduces valuation of the country with 
comparatively poor health of the economy. 

9.	 Macroeconomic and Geopolitical events 
– Stable macroeconomic and less volatile 
geopolitics increase currency value. 

10.	Political and Psychological factors – 
Political and psychological factors are 
believed to have an influence exchange 
rates. For example, Swiss Franc is deemed a 
refuge currency due to its stability.

11.	Capital Movement – Countries which 
attract large capital inflows through foreign 
investments, will witness an appreciation in 
its currency. While a net outflow of capital 
would mean depreciation of currency.

12.	Fiscal Policy – The government’s fiscal 
policy has an impact on the economy 
which in turn, affects exchange rates. If the 
government follows an expansionary policy 
by having low interest rates, it will fuel the 
engine of economic growth and lead to 
better trade performance and increased 
currency value.

13.	Monetary Policy – In tandem with fiscal 
policies of a government, monetary policy 
set by the Central Bank could be a very 
effective tool in controlling money supply 
and is used particularly for keeping a tab on 

the inflationary pressures in the economy. 
The main objective of monetary policy is to 
maintain money supply in the economy at 
a level which will ensure price stability, full 
employment, and continued growth in the 
economy.

14.	Stock Exchange Operations – Stock 
exchange operations in foreign securities, 
debentures, stocks, and shares, influence 
the demand and supply of related currencies, 
thus influencing their exchange rate

15.	Balance of Payments – Balance of payments 
position of a country is a definite indicator of 
the demand and supply of foreign exchange. 
If a country is having a favourable balance 
of payments position, it implies that there 
is more supply of foreign exchange and 
therefore foreign currencies will tend to be 
cheaper compared to local currency. 

16.	Exchange Control – If a country wants to 
boost its exports, it could deliberately set 
the value of its currency low. 

17.	Technical Factor – Technical factors, 
particularly in the short run, can impact 
exchange rates. For example, reserve 
requirement set by a central bank may 
create a technical position that influences 
the exchange rates.

Conclusion

A high exchange rate results in higher prices 
of exports and lower prices for imports. This 
will reduce demand for exports and hence 
Aggregate Demand. A reduction in Aggregate 
Demand will ultimately lead to unemployment 
and lower economic growth, causing the current 
account to deteriorate.

Similar effects are added by an increased demand 
for imports; however, this is all dependent on 
the price elasticities of exports and imports. 
Should its price be inelastic, then there is likely 
to be little change. Lower import prices can 
be beneficial to customers. Households can 
buy more goods and services which is likely to 
increase their living standards.

Fluctuating exchange rates are riskier because 
they create uncertainty. Uncertainty is a 
disincentive to trade. For example, producers 
will be reluctant to buy international stock for 
fear that its value will depreciate in the future. 
Similarly, the profit for selling the goods could 
become lower than what it was initially. 
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There are ways to reduce exchange rate risk 
through future markets. This is where firms 
can guarantee an exchange rate by buying 
currencies at a fixed future rate. However, 
there are those who argue for a single currency 
among countries such as the Euro which would 
encourage trade and investment.  
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Protection Of Personal Data: Understand 
Your Rights As A Data Subject

By | Ahmad Khabir bin Shuhaimi, Ahmad Sirhan bin Abdul Ghazali, Ida Rajemee binti Ramlee & Naqliyah binti Zainuddin

Introduction 

Most of us have received several unsolicited 
telemarketing and sales calls offering financial 
products such as insurance coverage. The most 
common way for telemarketers to get your 
data is to simply purchase it from a third party 
provider. Personal information which are often 
sought after include bank account or credit card 
details, identification number, phone numbers, 
medical records and home addresses.

A data breach occurs when a hacker gains 
access to the database of a service provider 
or company which contains users’ private 
information. This information can range from 
usernames and passwords to billing addresses. 
These lists are then sold online to a black 
market for commercial transactions such as 
advertising, marketing, and sales purposes. 

In 2017, a massive data breach saw the 
customer data of more than 46.2 million mobile 
subscribers in Malaysia leak on to the dark 
web. The leaked information included customer 
details, mobile numbers, home addresses, 
mobile phone models, sim card information 
including unique IMEI and IMSI numbers. Time 
stamps indicated that the leaked data was 
last updated between May and July of 2014. 
It is believed to be the largest data breach in 
Malaysian history [1]. Another case which 
relates to breach of personal data was in January 
2018 where local IT portal Lowyat.net reported 
personal details of 220,000 Malaysian organ 
donors and their next of kin have been leaked 
online. Files containing details of pledged organ 
donors were updated as of August 31, 2016. 
Among the data distributed were name, address, 
age, identification card number, gender, race, 
email and organ to be donated [2].

The cases cited above show that our personal 
data are indeed exposed to risk when 
manipulated by irresponsible parties with 
malicious intent, where the data are used 
beyond the intended purposes. Personal data 
relates directly or indirectly to a data subject, 
which is an individual who is the subject of the 

personal data. For example, students, patients, 
employees, citizens, non-citizens. Once it is 
compromised, it will put us in danger, and it 
will threaten our safety and welfare. 

Each individual is responsible to ensure his/her 
own personal data is well protected from abuse. 
As such, understanding our rights as a data 
subject, who own the personal data, is crucial. 

Our Rights

In Malaysia, personal data protection is 
addressed by Personal Data Protection Act 
2010 (PDPA) which regulates the processing 
of personal data in regards to commercial 
transactions. According to Malaysia’s PDPA, 
personal data means any information in respect 
of commercial transactions that relates directly 
or indirectly to a data subject, who is identified 
or identifiable from that information [3] e.g. 
our National Registration Identity Card Number 
(NRIC), image, phone number, passport, bank 
account, credit and debit card, birth dates, full 
names, e-mail and home address, medical and 
health records [4]. This includes any sensitive 
personal data and expression of opinion about 
the data subject.

In an annual report published by Malaysia 
Department of Personal Data Protection (DPDP) 
in year 2018, there were seven (7) cases which 
regulatory action have been taken under the 
Act 709 Section 16(4) processed personal data 
without a certificate of registration. In year 2017, 
there were 320 complaints received by DPDP 
through PDP online complaints application, 
while in year 2018 630 complaints were lodged 
which showed an increase of 49.21% from 2017 
[5]. 

Understanding the rights of a data subject will 
enable us to execute necessary action to protect 
our personal data privacy. Apart from data 
subject, there are two other important players 
in personal data protection, which are data user 
and data processor. A data user is a person who 
either alone or jointly processes any personal 
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data or has control over or authorizes the 
processing of any personal data. While a data 
processor can be any person, who processes 
the personal data solely on behalf of the data 
user, and does not process the personal data 
for any of his own purposes.

All the players in personal data protection have 
their important and significant roles. However, 
this article will explore the rights of data subject 
in protection of data privacy. According to 
Malaysia PDPA, there are five (5) rights of a data 
subject as follows:

a.	 Right of access to personal data 

•• An individual is entitled to be informed 
by a data user whether personal data of 
which that individual is the data subject 
is being processed by or on behalf of the 
data user.

b.	 Right to correct personal data

•• The data subject knows that his personal 
data being held by the data user is 
inaccurate, incomplete, misleading or 
not up-to-date, the requestor or data 
subject, as the case may be, may make a 
data correction request in writing to the 
data user that the data user makes the 
necessary correction to the personal data.

c.	 Withdrawal of consent to process personal 
data 

•• A data subject may by notice in writing 
withdraw his consent to the processing of 
personal data in respect of which he is the 
data subject. 

d.	 Right to prevent processing likely to 
cause damage or distress 

•• A data subject may, at any time by 
notice in writing to a data user, require 
the data user at the end of such period 
as is reasonable in the circumstances, to 
cease the processing of or not begin the 
processing for a specified purpose or in a 
specified manner should the processing of 
that personal data is causing or is likely to 
cause substantial damage or substantial 
distress to him or to another person; and 
the damage or distress is or would be 
unwarranted.

e.	 Right to prevent processing for purposes 
of direct marketing 

•• A data subject may, at any time by notice 
in writing to a data user, require the 
data user at the end of such period as is 
reasonable in the circumstances to cease 
or not to begin processing his personal 
data for purposes of direct marketing.

•• Where the data subject is dissatisfied with 
the failure of the data user to comply with 
the notice, whether in whole or in part, 
under subsection, the data subject may 
submit an application to the Commissioner 
to require the data user to comply with 
the notice. 

Our Actions 

Apart from knowing our rights as a data subject, 
there are other precautionary measures to 
safeguard our personal data. Figure 1 denotes 
some actions that may be considered to protect 
our personal data. 

 

Figure 1: Our Actions 
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As shown in Figure 1, the actions are described 
in the following sub-sections: 

a.	 Stop, Ask and Verify: Know Our Data 
User. Be vigilant to online and offline 
scams. Do not simply share your personal 
data to an unknown party. Kindly ensure 
the party or company that you are dealing 
with, understands and comply with the Act 
before you surrender your data to them. Do 
not simply trust and share our information 
without verifying the party or company. [6];

b.	 Read and Understand the Terms and 
Conditions. The terms and conditions (T&C) 
should be understood before executing 
any agreement either online or offline and 
providing our personal data to ensure our 
rights defined clearly according to the Act. 
Failing to fully understand the stated T&C 
may cause us to allow our personal data 
to be used other than for the intended 
purposes [7]. This may lead to sharing of 
our personal data to other parties;

c.	 Stop and Think: Limit Our Personal Data 
Sharing.  Not every data should be made 
public. Think before we post. Be careful and 
don’t simply share our personal data online 
[6]. We need to discern what we can share 
and what not to share. Do not simply reveal 
our personal data to public, especially on 
social media;

d.	 Lodge a Complaint. If we feel that our 
personal data has been abused in a 
commercial transaction by the organisation 
or data user which processed in breach 
of any provision of the Act, we may lodge 
a complaint to the Commissioner for 
our safety, welfare and right of privacy. 
The complaint can be submitted to the 
Commissioner through an online complaint 
form through the PDP official website at 
www.pdp.gov.my [8].

Summary

The frequency and severity of data breaches 
are increasing at an alarming rate. As we 
use more technology and put more of our 
information online, there are many potential 
vulnerabilities. Data breach involving personal 
data is fast growing in scope, affecting more 
organizations and people. Much is at stake as 
data breaches impose financial, reputational, 
and lost opportunity costs on individuals and 
organizations. As the threat of these security 
incidents rises, it’s important that companies 
take steps to protect themselves.

As personal data relates directly or indirectly to 
a data subject, understanding the rights as a 
data subject is crucial. By understanding those 
rights, data subjects can execute the necessary 
action and be assured that their personal data is 
not being misused for anything other than the 
legitimate purpose for which it was originally 
provided.
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“Has My Phone Been Hacked?” – Tips On 
Common Hardware Failure
By | Nur Qurratu ‘Aini binti Rohizan

Introduction

One of the main services offered by Cyber999 
is to provide technical assistance for ICT users 
in Malaysia. It is very common for Cyber999 to 
receive reports claiming “My phone has been 
hacked!” whereby users claimed that there 
had been attempted ‘hacking’ on their mobile 
phones. 

Before we proceed further, we would like to 
stress that we are not a law enforcement agency 
and hence, we do not have the authority to 
investigate hacking-related activities. Criminal 
offences such as hacking comes under the 
law of Computer Crimes Act 1997 which is the 
jurisdiction of the Royal Malaysia Police (PDRM).

A recent reported case involved an e-hailing driver 
who was using an outdated smartphone. Due to 
incompatibility issues, his app performance was 
poor including inaccurate location which led the 
user to believe that his phone was hacked. This 
is a classic  example where a user claimed his 
phone had been hacked whereas what it was 
actually was a hardware-related issue. 

Below we identify common hardware failures 
that affects your mobile phone’s performance:

1. Screen / LCD Display Problem 

Causes:
•• High impact from accidental drop which 

could cause screen crack

•• Failure to use a protective case or screen 
protectors

•• Heavy pressure on phone for a prolonged 
period of time

Symptoms:
•• Totally blank or black screen. It looks as if the 

device has been powered off whilst it is still 
on. This happens where either the screen is 
not well connected to the PCB or maybe the 
display IC is faulty. At times it may be due to 
the actual screen being damaged. 

•• Screen touch not responsive: It may be due 
to damage to the whole screen or just the 
digitizer /calibrator. 

•• Screen without ink but with visible lines /
marks: The screen is shattered: non-
reparable but usable 

•• Screen touch not responsive: It may be due 
to damage to the whole screen or just the 
digitizer /calibrator. 

2. Hardware Problems resulting from Water 
damage

Symptoms:
•• The phone overheats easily

•• Phone speakers or earpiece may stop 
working or start malfunctioning 

•• The screen may go blank 

3. Hardware problem that can cause your 
phone to overheat 

Causes:
•• Water damage 

•• Using counterfeit or faulty charger 

•• Third party Apps 

•• One or two Integrated circuits(IC) is faulty 

•• Multitasking on your phone 

•• Excessive video playback

•• Multiple connectivity enabled like Wi-Fi, 
Bluetooth, and data 

•• Charging a phone and operating it at the 
same time 

Symptoms:
•• Your phone gets unbearably hot

•• Swollen Battery

•• Your phone gives a warning and shuts down 
on you
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4. Phones hardware problems associated 
with memory/storage
 
Symptoms:
•• Repeated warnings of low memory on your 

phone 

•• Some data may disappear automatically 

•• Your phone may crash 

•• Some Apps may stop working 

•• Your phone may enter a boot-loop 

5. When Your Phone Speaker is Crackling or 
Distorted 

Causes:
•• Water or liquid damage 

•• Dust contamination 

•• Phone sustained high impact from dropping 

•• Wear and tear  

Symptoms:
•• Poor coverage

•• Suddenly no ringtone / volume

•• Audio disruption during a phone call. For 
example, user A calls user B. User A cannot 
hear the voice of user B and vice versa

6. Motherboard / Processor Faulty

Symptoms:
•• A boot stuck at brand’s logo

•• Unable to turn on the phone

•• Low screen backlight where the phone’s 
screen brightness is really dim

7. Charger Port Faulty

Symptoms: 
•• Your phone does not charge at all

•• Your phone charges irregularly.

•• There is the constant “not charging alert” 

8. Wi-Fi Chipset Fault

Symptoms:
•• Unable to detect Wi-Fi connection 

9. Antenna Fault

Symptoms:
•• No network connection/unable to detect 

network coverage

•• Problem with Internet connectivity, SMS and 
call services

•• Disappearance of network coverage 

10. Miscellaneous

Causes and symptoms:
•• A physical home button particularly for 

iPhone. After repairing the home button 
whether at an official store or any third-party 
services, there will be a problem where the 
phone would be unable to detect fingerprint 
on the home button. 

•• LCD backlight issues particularly with iPhone 
6 Plus. The phone screen is on, but users 
are unable to view the screen clearly as the 
screen’s light is really dim.

If it’s not a security related issue, we will advise 
users to refer to MyCERT’s best practices on 
safeguarding their mobile phones in our website 
https://www.mycert.org.my/  

•• Set a password or passcode for your smart 
phone. Most smart phones now allow users 
to set password security and automatically 
lock the phone after a period of inactivity.

•• Users are advised to verify application 
permission and the application author or 
publisher before installing it.

•• Refrain from clicking on questionable 
advertisement or suspicious URL sent 
through SMS/messaging services. Malicious 
program could be attached to collect device 
information.

•• Run a reputable anti-virus on your mobile 
devices and keep it up to date regularly. 
Most mobile phone nowadays comes with 
pre-installed security software.

•• Avoid using public Wi-Fi networks for 
sensitive matters especially banking 
transactions.

•• Turn off Bluetooth connection when not in 
use. 

•• Regularly update operating system and 
applications on mobile devices when it 
becomes available.

•• Avoid rooting your mobile device (for 
Android) or jailbreaking (for iOS).
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•• Install application from official sources such 
as Google Play and App Store. 
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Title Of The Article- COVID-19: Stay Safe On 
& Offline!
By | Nurul ‘Ain binti Zakariah, Nur Fazila binti Selamat, Zaihasrul bin Ariffin, Mohd Nor A’kashah bin Mohd Kamal & 
Mohd Azlan bin Mohd Nor

Introduction: Coronavirus 
(COVID-19)

Corona Virus or also known as COVID-19 is a 
newly discovered virus that is highly infectious. 
It was first identified in Wuhan City, Hubei 
Province, China and reported to World Health 
Organisation (WHO) on 31st December 2019. In 
less than 3 months, on 11th March 2020, WHO 
declared COVID-19 a global pandemic.

COVID-19 affects people in different ways. Most 
infected people will develop mild to moderate 
respiratory illness displaying symptoms such as 
fever, dry cough, and fatigue but will recover 
without requiring hospitalization whilst older 
people and people with chronic underlying 
medical problems such as cardiovascular 
disease, diabetes, chronic respiratory disease 
and cancer are most likely to develop serious 
illness that require intensive care in hospitals. 

COVID-19 In Malaysia

The COVID-19 outbreak became a pandemic very 
quickly due to its capacity to spread viciously 
over multiple countries. Malaysia could not 
escape the brunt of the pandemic. Consequently, 
on 13th March 2020, Malaysia Prime Minister 
Tan Sri Muhyiddin Yassin initiated a Movement 
Control Order (MCO) in order to curb the spread 
of the virus.

This MCO was imposed in 5 phases within the 
duration from 18th March 2020 to 9th June 
2020. Malaysia’s  armed forced, the Royal 
Malaysian Army was activated and deployed 
to assist Royal Malaysian Police to enforce the 
various phases during the MCO period.

 

Image 2 : Graph of COVID-19 Statistic in Malaysia as of 14th May 2020 (CMCO Phase) (Source : Ministry of Health (MOH) Malaysia)
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During MCO period, the government has taken 
several blockade & isolation measures which 
include[9]:-

a.	 The general prohibition of mass movements 
and gatherings across the country include 
religious, sports, social and cultural 
activities. To enforce such prohibition, all 
houses of worship and business premises 
are closed. Only essential food services such 
as supermarkets, public markets, grocery 
stores and convenience stores were allowed 
to operate but with strict limitations and 
adherence to Standard Operating Procedures 
(SOP).

b.	 Malaysians returning from abroad are 
required to undergo health check and self-
quarantine for 14 days

c.	 Tourists and foreign visitors are not allowed 
to enter the country.

d.	 Closure of all kindergartens, government 
and private schools and higher education 
institutions (IPTs)

e.	 Closure of all government and private 
premises except those defined as essential 
services (water, electricity, energy, 
telecommunications, postal, transportation, 
irrigation, oil, gas, fuel, lubricants, 
broadcasting, finance, banking, health, 
pharmacy, fire, prison, port, airport, safety, 
defence, cleaning, retail and food supply.

The Central Bank of Malaysia announced a 6 
month moratorium period that allows deferment 
of loan repayment to ease the impact of business 
disruption especially those who are unable to 
work during the MCO period.

Keep Yourself Protected!

COVID-19 spreads through droplets of saliva 
or discharge from the nose when an infected 
person coughs or sneezes. Scientist around 
the world are still working round the clock to 
develop vaccines and treatments for the novel 
coronavirus. For the the time being, the best 
way to prevent and slow down the transmission 
is to adopt new etiquettes and lifestyle changes 
as advocated by WHO:

1.	 Maintain at least 1 meter physical distance 
from those with symptoms

Maintain 1 metre distance between yourself 
and other people at all times especially from 
those who sneeze and cough. You may be 

infected from the droplets discharged by an 
infected person. 

2.	 Wash hands frequently with water and 
soap or use hand sanitizer

Good personal hygiene should be observed 
at all times. Wash your hands regular 
hand washing with soap and water or use 
hand sanitizer especially after coughing or 
sneezing.

3.	 Avoid crowded places

Individuals with chronic diseases or 
underlying health conditions should avoid 
crowded places. If you need to go out, make 
sure you wear a surgical mask.

4.	 Wear mask

If you have running nose or flu like 
symptoms, you are advised to stay at home. 
If you need to go out, make sure you wear a 
surgical mask.

5.	 Cover your mouth and nose when 
coughing or sneezing 

Dispose tissue after using and wash hands 
with soap and water or use hand sanitizer 
after coughing or sneezing. You may also 
try to cough into a flexed elbow  

6.	 Seek early medical treatment if you have 
fever, cough and breathing difficulties

Should you have fever or experience 
cough and breathing difficulties, wear a 
surgical mask and seek medical attention 
at the nearest health facility immediately. 
Accompanying person should also wear a 
surgical mask.

Keep Safe Online During 
COVID-19!

COVID-19 has impacted people’s lives 
significantly in many ways. With the 
implementation of MCO in Malaysia, the general 
public were largely confined to their abode. This 
has significantly raised the use smart phones, 
laptops and other devices to stay connected 
online for work, meetings, school, shopping, 
and even entertainment such as online games.

Consequently, more Malaysians who go online 
are being exposed to cyber-attacks and online 
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scammers who are seeking to exploit their 
vulnerabilities.

Below are the tips to help you to stay cyber safe 
during COVID-19[14]:

1. STAY VIGILANT
Be vigilant with cyber threats via email, text 
message, social media including phone call 
from unknown sources that request for your 
personal or sensitive data.

2. PASSWORD HYGIENE
Ensure all your device and system passwords 
are updated, validated and secure but don’t 
write them down or share it with your family. 

3. SECURE NETWORK
Connect your Internet using secure network and 
do not use public Wi-Fi. Always connect through 
your home or mobile network or using virtual 
private network (VPN).

4. EMAIL SCAMS
Do not open unknown emails from people you 
don't know. Be particularly careful with any 
emails especially referencing COVID-19. Threat 
actors love to exploit real world tragedies and 
COVID-19 is no different. [16]

5. WORK DEVICE
Do not conduct work and personal activities on 
the same device wherever possible and don’t 
share access to work device with your family. 
Always lock your device away when not in use.

6. UPDATE REGULARLY
Update your device and software regularly 
including mobile devices and any other non-
corporate issued devices that you use for work. 
Antivirus software must be installed and be 
regularly updated.

7. OFFICAL DOCUMENT
Do not under any circumstances use free or third-
party application to send official documents.

8. BACKUP
Always backup up your data especially when 
working remotely. Data at rest such as local 
drives or external hard disk should be encrypted. 
This will protect your data against theft or loss 
of device. [17]

9. FAKE NEWS
Always verify the authenticity of any information 
received via email, text message, social media or 
even phone call. Refer only to trusted sources, 
Government-approved website and channels to 
determine latest information.

a.	 Sebenarnya.my website - https://
sebenarnya.my 

b.	 Majlis Keselamatan Negara telegram - 
https://t.me/MKNRasmi

c.	 Kementerian Kesihatan Malaysia telegram - 
https://t.me/cprckkm

10. ONLINE TELECONFERENCE
Protect your teleconferencing session with 
strong password and avoid sharing confidential 
and sensitive documents. Always monitor 
your teleconference session closely and block 
unauthorized participant.

11. 20-20-20 RULES
Excessive use of digital device can lead to 
farsightedness and Digital Eye Syndrome (DES) 
such as blurred vision, strain and tiredness, 
dryness and redness as well as headaches. You 
can practice the 20-20-20 rules to reduce this 
syndrome.

“After 20 minutes looking at the screen, 
Look away for 20 seconds and gaze 

at objects about 20 feet away.”

12. REPORT
Last but not least, lodge a report to your 
respective IT department or Cyber999 
Emergency Help Centre (https://www.mycert.
org.my) if your encounter any cyber security 
threats or incident.

Conclusion

Since COVID-19 was declared a pandemic, work 
places, schools, and businesses have been 
temporarily shut, compelling people to stay at 
home. Protect yourself and others from infection 
by washing your hands or using an alcohol 
based disinfectant frequently and refrain from 
touching your face. 

During MCO, businesses are encouraged to 
operate through virtual meetings while schools 
deliver their lessons via online platforms to 
prevent any possible transmission through 
physical contacts. This is a period when more 
and more devices are being connected to the 
Internet, hence increasing cyber risks for all. 

Regardless of where we are, everyone is advised 
to stay cyber safe and vigilant by connecting 
using secure network. Always be alert for scam 
emails. Do not click on suspicious links, Keep 
software updated on all devices. Avoid using 
third party application for any official documents 
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or online meetings. Frequent backing up data 
is also essential to prevent data loss during 
unwanted incidents.

Scammers or cyber bullies are always on the 
lookout to exploit people who are vulnerable 
in cyberspace especially during this outbreak. 
If you encounter any cyber security threats or 
incident, you can lodge report to Cyber999 
Emergency Help Centre (https://www.mycert.
org.my)
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The Work From Home Checklist
By | Nurul Husna binti Mohd Nor Hazalin & Zaihasrul bin Ariffin

The Coronavirus Disease (COVID-19) was first 
reported in Malaysia in early January 2020. 
A massive spike in the number of cases was 
contributed by the Sri Petaling mosque Tabligh 
gathering cluster. The Tabligh gathering held 
in early March saw a significant jump in active 
cases and forced the government to initiate the 
Movement Control Order (MCO) starting from 
18 March until 31 March 2020. Throughout 
this phase, only essential services and selected 
businesses were allowed to operate.  The rest 

were instructed to stay at home. Employers 
were strongly encouraged to implement a ‘Work 
from Home’ policy for all their employees. 

Work from Home (WFH) used to be a privilege 
accorded by a handful of companies to their 
employees in Malaysia, but since the imposition 
of MCO, WFH has become the norm for many. 
To provide employees with a safe remote 
working environment, here is a simple checklist 
for successful remote working. 
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Transformation To Modern Finance
By | Farah Harnum binti Ghulam Haidir

Introduction

For businesses that want to survive in today’s 
fiercely competitive marketplace, change is 
no longer an option but a necessity.  Being 
agile is vital to business survival. According 
to Cambridge Dictionary, agile means “able 
to think quickly and clearly (mind)” or “able 
to move about quickly and easily (physical)”. 
Agility in business refers to the ability of a 
business system to rapidly respond to changes 
by adapting from its initial configuration. In a 
business context, it means the ability to rapidly 
adapt to market and environmental changes in 
both productive and cost-effective ways. 

Transformation to modern finance is pivotal 
to survival in a digital economy. The outdated 
finance process of transactional data input 
and financial report generation needs to be 
overhauled. This task can now be done within 
seconds by modern finance technology. 

Transformation and modernisation require 
finance leaders and professionals to adopt 
new traits to become digital finance leaders 
and professionals. A successful transformation 
requires change in people, process, and 
systems. 

Evolving Role of a Financial 
Leader 

The traditional role of a finance leader centres 
on operations and financial responsibilities. 
While these tasks have been well-defined and 
executed, it is no longer sufficient in today’s 
business environment. The role of a financial 
leader is now shifting from traditional back 
office support function to a more strategic and 
forward looking one. The Financial Leader must 
be able to record the past, manage the present 
and anticipate the future by working closely with 
other departments to generate valuable insights 
to drive rapid decision making.

Below are the viable models to describe the 
various roles of the Financial Leader: 

Steward Protect and preserve the critical 
assets of an organization and 
accurately report on the financial 
position and operations to internal 
and external stakeholders.

Operator Balance capabilities, talent, 
costs, and service levels to fulfil 
the finance department core 
responsibility efficiently.

Strategist Provide financial leadership in 
determining strategic business 
direction, financing, capital 
market and long-term strategies 
that are vital to a company’s future 
performance.

Catalysts Catalysts behaviour across the 
organization to execute strategic 
and financial objectives and at the 
same time create a risk intelligent 
culture.

“Steward” and “operator” are traditional roles. 
In order to be agile, the Finance Leader and its 
professional team need to transform and take 
on “strategist” and “catalyst” roles. The focus 
is shifting from cost based to organisational 
value based. The finance function is no 
longer evaluated purely on how costly it is to 
run or viewed as a cost centre. Instead, the 
effectiveness of a finance role will be judged on 
added values to an organisation and the wider 
community.

To be agile, finance leaders need to transform 
and embrace modern finance.

1.	 Respond rapidly to change. They must 
become more responsive to dynamic 
changes in the market, enable new business 
models and proactively manage risk and 
compliance. A finance leader must be 
insightful and provide accurate, timely and 
actionable information to all stakeholders. In 
addition, they must be efficient in delivering 
finance services at a competitive cost while 
being flexible to demands.

2.	 Technological advancement has dramatically 
changed the finance function. A finance 
leader must embrace technological changes 
and ensure the entire team adapts swiftly. 
Key technology areas include Cloud 
Computing, Intelligent Automation (Machine 
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learning and Robotic Process Automation), 
Internet of Things, Blockchain, Big data and 
analytics, Digital Process and Cybersecurity 
and  next generation Enterprise Resource 
Planning (ERP) application, which features 
updated user interfaces and database and 
cloud computing.

3.	 The finance function has long been concerned 
with historical data, reviewing numbers and 
transactions. The advancement in technology 
is now enabling Finance Leader to become 
more forward thinking and proactive, taking 
on more direct roles in setting a company’s 
strategic direction. Thus, CFOs need to 
embrace continuous learning. They need to 
meet regularly with all business managers 
to discuss critical success factors; identify 
growth markets and how to capitalize on 
opportunities for business survival. While 
some of the new responsibilities may not 
directly be connected to finance, they could 
help elevate the organisation’s competitive 
advantage and financial results over the 
long term.

4.	 Adoption of agile operating model. The 
traditional function of finance in an 
organisation tends to focus on transaction 
processing, management reporting, 
budgeting, planning and ad hoc analysis. 
They do not have time to look beyond their 
unit-specific tasks and help shape the overall 
financial strategy of their business. The 
finance team needs to become more agile 
in order to mobilize its staff to take on more 
mission critical functions. For example, they 
can serve as knowledge and intelligence 
integrator by collating information from 
across multiple functions as well as sources 
within the organisation.

Finance transformation & 
modernisation mechanism- 
people, process, and systems

People, process, and systems are three important 
elements in transformation and modernisation. 
They help reduce cost, save time, and enhance 
the capacity to be more strategic and valuable 
to the organisation.

People

Not all technology and automation can function 
independently without humans. In this regard, 
finance professionals need to re-skill in the 

face of automation. Cognitive functions still 
require human intervention which machines 
are unable to do. Traits such as leadership, 
creativity, empathy, judgement, ethics and 
professionalism are critical.

Technology and automation has freed finance 
professionals from mundane tasks so they 
could focus on tasks that add real value to the 
business and organization.

The traditional finance function centres on 
compliance and cost. This model leads to 
strategic behaviour on cost minimisation. 
Such model curtails the full potential  of the 
accounting discipline. Figure 1 shows that the 
traditional finance focus on compliance while 
modernisation put more emphasis in delivering 
value using technological automation.

Figure 1: Inverting the finance focus pyramid for a digital 
world 

A research study done by Chartered Global 
Management Accountant (CGMA) revealed that 
there is a change in competencies in the digital 
world. People and machine integration requires 
new skill sets and competencies. Digital 
skills and mind sets are essential for digital 
transformation and modernisation of finance.

Finance professionals could no longer rely just 
on accounting and finance skills to excel in this 
digital world. Based on the CGMA Competency 
Framework, finance professionals need to 
acquire technical skills and able to apply them 
in a business context. They must also possess 
people and leadership skills underpinned by 
integrity, ethics as well as professionalism to 
inspire and lead an organization.



e-Security | Vol: 48 - (1/2020)
© CyberSecurity Malaysia 2020 - All Rights Reserved

63

Figure 2: The 2019 CGMA Competency Framework

 

Process

Finance processes need to focus on providing 
strategic review support to revamp core business 
processes. This includes all transactional 
processes from Account Payables and Account 
Receivables to Enterprise Performance 
Management (EMP) that support budgeting, 
forecasting and financial reporting.

Systems 

Systems are the blueprint of modernisation. 
The finance team needs to revamp key business 
processes in order to realize benefits of 
digitalisation. Transactional processing that 
uses accounting system can be standardised 
and consolidated with an Enterprise Resource 
Planning (ERP) System in order to streamline 
processing and enable a shared services model.

In general, ERP uses a centralized database for 
various business processes to reduce manual 
labour and simplify existing workflows. ERP 
systems typically contain dashboards where 
users can look at real-time data collected from 
across the business to monitor productivity and 
profitability.

Shared services model entails consolidating 
business operations across multiple parts of 
the same organization. It is more cost-efficient 
because they centralize back-office operations 
which are used by multiple divisions of the same 
company and eliminates redundancy.

Organizations also need to consider 
consolidating Human Capital Management 
(HRM) & Customer Relationship Management 
(CRM) functions in order to streamline insights 
and realize process efficiency.

Enterprise Performance Management (EPM) is 
another system that can support key management 
process across multiple departments. EPM 
supports modelling, planning, consolidating, 
reporting and also analytics via web browser. It 
is integrated with Microsoft Excel spreadsheet 
and Office and also be accessed through mobile 
devices.

By utilizing EPM, the Finance team can replace 
legacy applications and integrate with ERP and 
other systems.
	  

Conclusion

Transformation to modern finance compels 
businesses to revamp each and every part of 
the organisation and adopt best practices. Such 
transformation will help the Finance function 
expand its traditional roles and become more 
efficient. This reengineering process will also 
help redefine their roles and maximize the 
benefits of modernization.
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Social Media For Awareness Program
By | Nor Radziah binti Jusoh  

Leveraging Social Media for 
Effective Awareness Campaign

The COVID-19 pandemic has made a huge 
impact on our lifestyle since it struck globally. 
The disease has forced many countries to 
impose movement restrictions which affect daily 
routines of almost every citizen. Activities from 
going to office, shopping at malls for leisure 
and attending family social gatherings have 
all come to a grinding halt. The pandemic has 
forced us to move from physical interaction to a 
virtual one. This has prompted many to turn to 
social media.

As an organisation which is tasked to create 
cyber security awareness for the public, the 
pandemic has also put a stop to public activities 
such as seminars and events. Hence, we look 
to leveraging our social media as an outreach 
platform. 

Below are some useful tips and suggestions 
on how to effectively reach out to your target 
audience on social media.

Visual content 

Content with colourful and creative visual is 
more appealing to social media users. Colours 
and design also projects visual identity. This 
visual identity reflects an organization’s 
corporate identify. Therefore, sufficient time 
and resources need to be invested to ensure 
the identity represent organisation’s vision and 
mission accurately and positively. 

Infographics

Social media users are very receptive to 
infographics because they present facts in a 
simple, informative and attractive manner. Thus, 
take time to create your own on social media or 
share other infographics but be sure to tag the 
original source. It is also easy for social media 
users to share the information effectively.

Create short videos

Other than infographics and photos, users love 
to share funny videos on social media. Simple, 
catchy, and creative short videos can attract 
more followers as they are entertaining and 
engaging.

Different platforms require different 
approaches

Use different platforms to reach out to a variety 
of users. People use different social media 
channels for different purpose. For example, 
Twitter contents can be less formal than 
LinkedIn, which is a professional social media 
channel. TikTok attracts those who love music 
and dance. 

Avoid posting the same content across 
all platforms

Not all content is suitable for every social 
media platform. Each social media platform has 
different characteristics and its own targeted 
demographic. If the content does not deliver 
value or strike a chord with your audience, it 
will not be shared. It is important to create a 
unique message alongside the information you 
wish to share. 

Quality of Content 

Ensure good quality and reliable content is 
shared on social media channels. Avoid sharing 
contentious materials that may flout the laws 
and regulations that will put your organisation 
and users in a risky situation. 

Hashtags are a must

Social media rely on hashtags! Create a unique 
and easy to remember hashtag but make sure 
it is relevant to the awareness program. Some 
social media channels use hashtag as a search 
tool or to get a post trending and viral fast. 
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Avoid sensitive topics  

Avoid sharing or commenting on sensitive topics 
such as politics or religion. Instead of awareness, 
it will draw unnecessary comments from the 
public and potentially could compromise an 
organization’s image and reputation. 

Blogging

Create a blog to share articles, stories, and 
public feedback to educate social media users 
on emerging trends and tips that will make 
their lives better. Blogs also serve as a platform 
for users to publish their articles to enrich the 
outreach resources. At the same time, encourage 
other bloggers to create their own content and 
share it on your organisation blog. 

Respond on time

Whether it is a positive comment, a question, 
or a malicious comment, you need to respond 
rapidly and professionally on social media. 
Words travel fast, so negative comments can 
spread easily. Responding quickly to positive 
comments will also ensure your followers and 
public stay engaged.

Make Feedback a Priority 

Social media users love commenting and 
criticizing online as they can remain anonymous. 
Pay close attention to the comments, shares, 
likes, etc. of your posts. You can gain a lot 
of insight into the diverse interests of your 
followers which can help shape your future 
strategy.

Get close to your followers

Get close to your followers, invite them to 
join activities such as online talks, training, or 
webinar, appoint them as ambassador and train 
them to be trainer etc. Make your followers feel 
like they are part of your community. 

Offer give-aways and organize contests

A social media contest is a great way to gain 
followers and connect with your audience. 
People love to participate and share contest 
posts with others. It is one of the best tools 
to expand your reach and increase awareness. 
Always remember to generate buzz and 
excitement about your contest on social media. 

Conclusion

Social media can be an effective channel to 
drive public awareness. However, the content 
needs to be attractive and insightful to users. 
Always ensure your message is unique and will 
be shared by users. Last but not least, visual 
content in social media should be rich and 
captivating. After all, we are now living a digital 
world.
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Disruption, Obnoxious, Exploitation: Web 
Defacement Based On MyCERT Case Study
By | Faiszatulnasro binti Mohd Maksom, Kilausuria binti Abdullah, Nur Sarah binti Jamaludin & Izzatul Hazirah binti Ishak

Introduction

Website defacement is an attack on a website 
that changes the visual appearance of a website. 
The attacker may replace the content on the 
hosted website with their own messages. The 
intention is to  let users know that they have 
compromised the web server.

What is the motive behind this? There are 
many reasons for this but more frequently, it 
is politically or socially driven. They will alter or 
create obnoxious content to express their anger 
or dissatisfaction about a particular individual 
or organization.

Often times, a cyber-attack will take advantage 
of an existing vulnerability in a targeted website. 
This  could cause damage to the reputation 
of the  website owner and compel it to regain 
users’ trust.

Trends

The following section discusses  the data 
extracted from MyCERT incident reports 
through its reporting channel i.e. CYBER999 
and explains  the motives behind some of the 
latest web defacement incidents in Malaysia. 

Figure 1 shows that over a 5-year period, the 
highest web defacement incidents occurred in 
2016 while the lowest in 2018.  However, our 
analysis will focus on data that was reported in 
2019.

 

Figure 1: Data is based on MyCERT reports which represent 
trends over a 5-year year period. 

TLD Total

com.my 327

com 243

my 124

gov.my 72

edu.my 59

org.my 21

net.my 8

org 7

net 6

info 2

tv 2

biz 1

 
Table 1: Top level domains (TLD) targeted in 2019

As shown in Table 1, the most targeted TLD is  
.com.my (38%), .com (28%), .my (14%), .gov.my 
(8%) and .edu.my (7%). 

Servers such as Apache, LiteSpeed and Microsoft-
IIS/8.5 are the most popular servers targeted 
for website defacement.

Figure 2: Top 10 targeted servers

Based on observation, 82 incident reports 
which contained sub domains comprising 
multiple URLs within the same domain, have 
been vandalized. It is likely the parent website 
(domain) has the same vulnerabilities as the sub 
domains. 
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Quite a few domains experienced re-defacement 
within the same year. Re-defacement means  the 
same sites have been defaced repeatedly. This 
could be attributed to unpatched operating 
system or application not properly removed.  
Defacers will revisit the defaced website to 
check on existing vulnerabilities and execute 
the same attack method.

There are also cyber-attacks triggered by 
hacktivists from regional countries due to 
differences in opinions. But more often than 
not, website defacement is driven by the need 
of those who crave for attention.

Looking at the statistics on web defacement 
incidents and based on analysis study of incidents 
that we received, there are a few notable trends 
on how defacement is delivered. The hackers 
are always trying to exploit vulnerabilities that 
are not patched properly. From the log analysis, 
the website vulnerabilities vary depending 
on exploitability, detectability and impact on 
software.

Defacers will use the lowest or any advanced 
programming tools such as Perl, PHP, Python 
scripts to exploit the security vulnerabilities.  The 
most popular framework or website popularity 
is also one of the targeted by the defacers. Web 
sites which use Content Management Systems 
(CMS) like WordPress, Joomla, and Drupal are 
the most commonly accessed website online 
and hence, they are among the most common 
hacking targets on the Internet. All websites 
are subject to vulnerability regardless of open-
source or proprietary software. This is where 
website administrator should  take preventive 
measures to minimize risk of exploitation. 
 

Figure 3: The defacer’s image at the corner of the vandalized 
website

 

Figure 4: Message left by the defacer for birthday wish

There are various CMS plug-ins and themes, 
which may be prone to attacks. It may get 
worse if  the website administrator fails to fix 
and patch the latest updates of CMS plugins and 
themes. 

Most servers’ platforms are using Linux and 
Windows. Each platform has its own limitations 
depending whether the System Administrator 
adheres to  the SOPs or best practices in securing 
both platforms. In general, few exploits on 
Linux (or any Unix) lead to total compromise of 
the system. Exploits on Windows tend to allow 
remote execution of code and usually with total 
administrator privilege, infection with trojans 
that replicate themselves through the mailer 
system and infected browsers.

SQL Injection attack is one the most common 
website hacking techniques. Deploying SQL 
injection method, a defacer can manipulate 
the user supplied data, log in to an application 
without having valid credentials and potentially 
expose the back-end database. File inclusion 
attack refers dynamically to external scripts 
attempting to exploit the referencing function 
in an application to upload malware (e.g., 
backdoor shells) from a remote URL located 
within a different domain or local domain. The 
consequences of a successful file inclusion 
attack include information theft, compromised 
servers and site takeover that results content 
modification.

From a business perspective, website 
defacement can result in service disruption, 
leading to potential data breach, increased cost 
depending on extent of vulnerabilities, and 
compromised business reputation. 

Best Practices

To reduce the vulnerability to cyber-attack or 
malicious infection, certain precautions have to 
be put in place such as using the latest version of 
applications, operating systems and hardware. 
Always update your anti-virus software on a 
regular basis and set the sensitivity heuristic 
engine. Enable daily scanning of all files in order 
to prevent further infection within the network. 

A full assessment of all critical servers and 
applications is recommended to further ensure 
that there are no remaining vulnerabilities and 
backdoors. This should also include 3rd party 
code review to identify potential vulnerability in 
existing script. For example,  validate or sanitize 
user input by including parameter checking 
before storing information into the database.
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In addition, perform regular checks on  all 
current user accounts and terminate inactive 
user accounts. As a safety measure, login and 
password for all servers, including database 
and user accounts must be refreshed at least 
once every six months. Please do not use a  use 
weak  password which can leave you vulnerable 
to hackers.

Last but not least, awareness programs should 
include a user guide on malware incident 
prevention which, can help to reduce the 
frequency and severity of malware incidents. 
Every end-user needs to be aware of ways in 
which malware enter and infect hosts; the risks 
that malware poses; and the respective roles 
in preventing incidents, with an emphasis on 
avoiding social engineering attacks. 

Conclusion

Despite awareness and advisories on website 
defacement, the total number of compromised 
websites in Malaysia remains high based on 
the statistics above. An attacker will always 
find a way to compromise a website. There is 
no concrete evidence why certain websites are 
targeted. Some hackers deface a website for 
political or religious reasons; while others do it 
just for fun. The defacer will  always target low 
hanging fruits. 

Keeping up with regular updates is the best way 
to ensure your website stays secure. Be aware 
of the latest security patches and remember 
to apply best practices when maintaining your 
website.
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COVID-19 Theme Cyber Threats In Malaysia
By | Farah binti Ramlee, Sarah binti Abdul Rauf, Nurshuhada binti Mahfuz & Nur Mohammad Kamil bin Mohammad Alta 

Introduction

COVID-19 is taking a toll on the world causing 
widespread illnesses and economic despair. 
It has affected most businesses in Malaysia, 
particularly the small and medium enterprises 
(SMEs). On 18 March 2020, the Malaysian 
government issued a Movement Control Order 
(MCO) in a bid to curb further outbreaks of 
Covid-19. All citizens were required to stay at 
home. 

As a result, businesses had to halt brick and 
mortar operations, and turn to online platform 
to continue trading. During the early stages of 
MCO, consumers in Malaysia had to change their 
lifestyles and daily routines including shopping 
online for daily necessities. 
 
The World Health Organization (WHO), 
governments and authorized organizations 
started to broadcast information about the 
virus to educate the public through the Internet, 
social media and other digital platforms. The 
pandemic has forced the public to resort to 
digital platform in seeking information and 
latest news. As more Malaysian went online, 
cybercriminals seized the opportunity with 
new cyber-attack techniques to exploit the 
sudden surge in online traffic. Since the MCO 
commenced on 18th March 2020, Cyber999 
saw a rise in the number of incidents reported 
and most of them are coronavirus themed 
cyberattacks. 

 

Incidents reported to Cyber999

 

Figure 1: Incident Categories related to COVID-19 theme

Overall, we received about 73 cases related to 
COVID-19 theme as of May 14th, 2020. From the 
chart, phishing incidents using the COVID-19 
theme was the most dominant with 74% incidents 
reported. About 10% of all reported incidents 
were related to fraud purchases, while online 
scams constituted 8%. Further down, about 4% 
reported were spams and 2% were malicious 
code botnet CnC. Malware and content related-
intellectual property categories made up the 
remaining 1%.

Sample of incidents related to 
COVID-19 theme

The most reported incidents related to Covid-19 
theme are  phishing and online scam. Most of 
these sites contained Covid-19 related topics 
in the URL, false information about Covid-19 
in the web content or fake financial aid related 
to this pandemic. The sites will dupe victims to 
give their username, password, collect other 
confidential information as well as deceive 
victims that they are giving funds to a legitimate 
organisation.  In fact, Cyber999 reported the 
matter to the respective hosting provider and 
ISP which hosted the phishing website and since 
then, most of the sites were taken down.
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Sample 1: Phishing Website

The phishing website below attempted to phish Bank of Ireland 365 online systems. 

URL: hxxps://autodiscover.gov-ca-covid19[.]org
IP Address: 101.99.xx.xx

 

Figure 2: Sample of phishing website COVID-19 theme hosted in Malaysia

The phishing website was hosted under a Malaysian hosting provider although it  targeted users 
from Ireland. The website requested victims to key in information such as user ID, last 4 digits 
of their bank card, phone number, 6-digit pin set by victim with the bank and date of birth. Once 
the victim entered his or her personal details, it was redirected to cybercriminals who used the 
information to commit malicious activities.

 
Sample 2: Online Scam Website

The reported fake website impersonated a Non-Profit known as “GiveDirectly, Inc.” which was 
allegedly set up for charity purposes. The site claims to collect funds to aid families impacted by 
COVID-19 in the U.S. 

 

Figure 3: Sample of the fake website using COVID theme leads to PayPal Phishing
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URL: http://givedirectly-covid19-emergency-
fund.ibonline.digital/
IP address 111.90.xxx.xx

Unfortunately, the fake website was also hosted 
under a Malaysian hosting provider although it 
targeted users from U.S. When a user clicked 
the “Give Now” button on the fake website, it 
transferred the individual to a PayPal Donate 
page – a real PayPal page, but falsely claiming 
to be funding GiveDirectly.

 Figure 4:Cybercriminal Paypal's page

As such, victims were actually making authorized 
transactions to a false account using Paypal 
services.

Sample 3: Fraud Purchase

Ever since the Ministry of Health Malaysia 
advised citizens to practice the ‘3W’ Wash, 
Wear & Warn (3W), the demand for  face mask 
and hand sanitizers has reported a notable 
spiked. Cybercriminals wanted to profit from 
the Covid-19 pandemic  by creating fake ads 
to sells the items on social network sites such 
as  Facebook. Cyber999 received a surge of 
incidents related to Covid-19 products as shown 
below. 

Figure 5: Sample of scam involving face mask

Sample 4: Malware hosting

One of the malware activities employing the 
COVID-19 theme is a compromised website 
maintained by a legitimate owner and hosting 
provider in Malaysia. The website hosted a 
malicious program which disguised as an 
acrobat reader icon application but actually 
contained malware shown below.

URL: hxxps://www.kxxxxx.com.my/wp-admin/
images/Covid-19 Check.exe
IP: 103.6.xxx.xx

The url link downloads a windows executable 
file name Covid-19 Check.exe and it appears 
to be COVID-themed ransomware as shown in 
Figure 6 below.

Figure 6: The malware disguise using Acrobat Reader icon
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Figure 7: Execution process of the malware

Once a person clicks on the icon, a batch script 
named fud.bat calls to server.sfx.exe and 
provides a password to extract its content. 
Server.sfx.exe is a zip package in executable 
format with password protect. After extraction, 
the malware calls another executable named 
server.exe which is the actual binary of the 
ransomware. 

Once activated, the ransomware will drop a 
ransom note into victim’s Desktop folder. 
The ransom note is  named as “Name of your 
explain.txt”.

 

Figure 8: Sample ransom note

However, the sample requires .Net Framework 
4.0 to be installed in order for it to run properly.  
Cyber 999 has escalated the matter to the 
respective owner of the website and the URL is 
no longer available for public view.

Impact

The impact of cyber incidents linked to Covid-19 
theme varies. Fraud and related offences can 
often be devastating as it will cause significant 
financial loss for victims. It also enables 
cybercriminals to collect personal identifiable 
information of victims for their own malicious 
intent. 

Conclusion

Cybersecurity is designed to prevent 
unauthorized data access and protect users 
from falling prey to cybersecurity scams which 
often threatens the confidentiality, integrity and 
availability of digital information on the Internet 

and the entire cyber ecosystem. The coronavirus 
pandemic has forced many companies to 
implement remote working.  As home-based 
working becomes the new norm, the corporate 
world will rely on technology more than ever. 

Even with the significantly reduced number of 
daily reported cases, we believe that the “war” 
against the spread of Covid-19 may not end until 
a vaccine is found. Cybercriminals will continue 
to exploit the situation heavily for financial 
gain. During the MCO, MyCERT published 
regular safety messages and advisories to 
increase public awareness and knowledge on 
cybersafety.

1.	 MA-785.042020: MyCERT Alert - Bogus 
Scam Email https://www.mycert.org.my/
portal/advisory?id=MA-785.042020

2.	 MA-782.042020: MyCERT Advisory - Online 
Video Tele-conferencing (VTC) Application 
Security Guidelines https://www.mycert.
org.my/portal/advisory?id=MA-782.042020

3.	 MA-780.032020: MyCERT Advisory - 
Work-From-Home : Security Advice & Best 
Practices https://www.mycert.org.my/
portal/advisory?id=MA-780.032020

4.	 MA-779.032020: MyCERT Advisory - 
COVID-19 Cyber Scams and Campaigns 
https://www.mycert.org.my/portal/
advisory?id=MA-779.032020
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BLOCKCHAIN: Beyond The Cryptocurrency
By | Isma Norshahila binti Mohammad, Hazlin binti Abdul Rani & Muhammad Syazwan Fizani bin Sahran

Blockchain and Cryptocurrency

Are blockchain and cryptocurrency the same 
thing? Despite ongoing discussions, people 
often confuse blockchain and cryptocurrency. 
Part of the confusion surrounding “what is 
blockchain” versus “what is cryptocurrency” 
is due to the terminology used. The word 
blockchain formed from its informal definition 
which is "chain of blocks" while cryptocurrency 
is a sort-of-portmanteau of "cryptographic 
currency".

Basically, blockchain is the platform which 
brings cryptocurrencies into play. Blockchain is 
the technology which serves as the network’s 
distributed ledger. This network provides the 
means to transact and allows transferring of 
value and information. Cryptocurrencies are the 
tokens used within these networks. It is also seen 
as tool on blockchain that serves as a resource 
or utility function. Other times, they are used to 
digitize an asset’s value. In essence, blockchain 
refers to the platform, while cryptocurrency is 
the application that uses the platform.

Blockchain as a Technology

Blockchain technology is far broader than just 
cryptocurrencies like bitcoin. The consistent 
levels of reliable security found in public 
cryptocurrencies has shown to the world that 
this new wave of blockchain technologies can 
provide very similar efficiencies and intangible 
technical advantages to what the internet has 
done.

A blockchain is a distributed, peer-to-peer 
network database of all transactions. By using 
this technology, participants can validate 
transactions without having to have central 
clearing authority. Potential applications may 
include transfers of money, settling trades, 
voting, and many other things.

A blockchain is a constantly growing collection 
of digital records in packages (called blocks) 
that are connected and protected using 
cryptography. These digitally recorded “blocks” 
of data are stored in a linear chain. Each block 
in the chain that contains data (e.g. bitcoin 

transaction), is cryptographically hashed, and 
time stamped. This blocks of hashed data 
depends on the previous-block in the chain, 
ensuring that all data in the “blockchain” itself 
has not been changed and altered.

How blockchain actually works

In the context of cryptocurrencies, a blockchain 
consists of a secure chain of blocks. Each one 
storing a database of previously confirmed 
transactions.  Since the blockchain network 
is maintained by a multitude of computers 
distributed around the world, it acts as a 
decentralized database (or ledger). This means 
that each participant (node) holds a copy of the 
blockchain data and interact with each other to 
ensure that they are all on the same page (or 
block).

Therefore, blockchain transactions take place 
within a peer-to-peer global network and this 
is what makes Bitcoin a decentralized digital 
currency that is borderless, censor-resistant. In 
fact, most blockchain systems are considered to 
be untrustworthy because they do not require 
any kind of trust. There is no single authority in 
control of Bitcoin.

A central part of almost every blockchain is 
the process of mining, which relies on hashing 
algorithms. Bitcoin uses the SHA-256 algorithm 
(Secure hash algorithm 256 bits). It takes an 
input of any length and generates an output that 
will always have the same length. The output 
produced is called a "hash" and in this case, is 
always made of 64 characters (256 bits).

Therefore, the same input would result in the 
same output, no matter how many times the 
cycle is repeated. But if a minor change is made 
to the input, the output changes completely. 
As such, hash functions are deterministic and 
most of them are designed as a one-way hash 
function in the cryptocurrency world.

Being a one-way function means that it is almost 
impossible to calculate what was the input from 
the output. One can only guess what the input 
was, but the chances of getting it correct are 
extremely low. This is one of the reasons why 
Bitcoin's blockchain is secure.
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Now that we understand what the algorithm 
is doing, Figure 1 illustrates how a blockchain 
works with a simple example of transaction and 
explains as follows:

i.	 Someone requests a transaction.

ii.	 The requested transaction is broadcast 
to a peer-to-peer network consisting of 
computers, known as nodes.

iii.	 The network of nodes validates the 
transaction and the user’s status using 
known algorithm.

iv.	 Once verified, the transaction is combined 
with other transactions to create a new 
block of data for the ledger.

v.	 The new block is then added to the existing 
blockchain, in a way that is permanent and 
unalterable.

 

Figure 1 How Blockchain Works

Different Types of Blockchain 
Technologies

Although blockchain is considered to be 
a fundamental technology, other exciting 
innovations such as dApps and smart contract 
have been developed from it.
 

i. dApps 

Decentralized applications (dApps) are digital 
applications or programs that exist and run 
on a blockchain or P2P network of computers 
instead of a single computer and are outside the 
purview and control of a single authority.

A standard web app, like Twitter, runs on a 
computer system which is owned and operated 
by an organization giving it full authority over 
the app and its workings. There may be multiple 
users on one side, but the backend is controlled 
by one single organization.

dApps can run on both a P2P network as 
well as a blockchain network. For example, 
BitTorrent, Tor (The Onion Router), and Popcorn 
Time (services such as Netflix) are examples 
of applications that run on various computers 
that are part of a P2P network where there 
are multiple participants on all sides. Some 
are consuming the content, some are feeding 
or seeding the content, while others are 
simultaneously performing both functions.

In the context of cryptocurrencies, dApps exists 
and runs on the blockchain network in a public, 
open source, decentralized environment and 
is free from control and interference from any 
single authority.

For example, a developer can create a Twitter-
like dApp and put it on a blockchain where any 
user can tweet messages. Once posted, no one 
– including the app creators – can delete the 
tweets. Editing may be possible by the sender, 
but the original tweet would be retained forever. 
Figure 2 illustrates the difference between 
standard apps and dApps.
 

Figure 2 Difference between Apps and DApps

ii. Smart Contract

If you think of a contract, you are probably 
thinking of two people sitting together reading, 
agreeing and signing a piece of paper. The 
efficiencies brought about by the digitization 
of business, have inspired technologists to 
revise one of the most important components 
of modern day business – the contract.

The simple explanation of a smart contract 
is a computer program that functions as an 
agreement where the terms of the agreement 
can be pre-programmed with the ability to self-
execute and self-enforce itself.

The main objective of a smart contract is to 
provide a superior system for contractual 
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agreements based solely on computer code as 
compared to what currently exists on the basis 
of old judicial procedures.

The origins and history of smart contracts 
is much older than bitcoin and dates back to 
the 1990s. The word ‘smart contract’ was first 
invented in 1994 by one of bitcoin’s supposed 
developers, Nick Szabo, and refers to self-
automated computer programs that can satisfy 
the terms of any contract.

The execution of a smart contract is the same as 
that of a standard contract – either the deal has 
been completed and enforced, or has not been 
fulfilled and has not been executed.

A practical description of a smart contract can 
be defined as a virtual self-execution agreement.
Modern-day blockchain based smart contracts 
(also known as self-executing contracts, 
blockchain contracts, or digital contracts) 
uses Byzantine Fault Tolerant algorithms and 
Cryptographic hashing through blockchain 
technology decentralization methods. Since 
smart contracts are pure computer program 
code, the logic imputed to the code is extremely 
important. Smart contract logic is derived from 
the laws of human logic and the legal systems 
widely used in industry.

The combination of computer science 
concepts such as cryptography and distributed 
computing, combined with centuries-old 
judicial precedents, provides a self-sustaining 
and effective counterpart to legal agreements.

Real World Blockchain 
Applications

Blockchains are already being deployed in 
many industries such as identity management, 
finances, healthcare and many more. Below 
is a list of several real-world applications on 
blockchain, both globally and in Malaysia.

Global

•• REMME has allowed more than two hundred 
million people to transmit information easily 
and affordably. It is a distributed encryption 
scheme aimed at replacing logins and 
passwords with SSL certificates that are 
stored on a blockchain.

•• Guardtime – This company uses blockchain 
to create "keyless" signature systems that 

are currently used to secure a million 
Estonian citizens' health records.

•• MedRec – An MIT project involving blockchain 
electronic medical records designed to 
manage authentication, confidentiality and 
data sharing.

•• Webjet: Online travel portal Webjet  is 
developing a blockchain solution to allow 
empty hotel rooms to be efficiently tracked 
and traded, with payment routed to the 
network of middle-men sites involved in 
filling up last-minute vacancies.

•• STORJ.io – Distributed and encrypted cloud 
storage which allows users to share unused 
hard drive space.

Malaysia

•• WAQF: Develop by Finterra Technologies 
Sdn Bhd, The FINTERRA WAQF Chain is the 
world's first and only platform to develop a 
blockchain-based solution for WAQF charity, 
Islamic investment, and peer-to-peer loans

•• Degree verification system: An online 
education verification  system which 
leverages on blockchain technology to verify 
academic certificates. 

i.	 Valid8: A QR Code-based authentication 
system developed by Universiti Malaysia 
Pahang. It is used to validate the 
authenticity of graduation certificates 
where the data is stored in a blockchain.

ii.	 E-Scroll: This project is led by UniDLT - 
Malaysia's Public University Consortium 
for Blockchain. Every diploma or 
certificate is tagged with QR codes linked 
to the blockchain in order to authenticate 
and verify the diplomas/certificates.

iii.	 myBLOCKCERTS:  Universiti Sultan Zainal 
Abidin (UniSZA) produced a blockchain-
based technology scroll to verify the 
authenticity of graduation scrolls and to 
prevent fake certificate issues.

Blockchain for Future

Where news about blockchain used to focus solely 
on its cryptocurrency uses, blockchain today 
imagines a future of unimaginable possibilities. 
Industries from finance and energy to artificial 
intelligence (AI) are constantly exploring new 
and exciting ways to use blockchain technology. 
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Here are four assumptions about the future of 
the blockchain: 

•• Automotive – Consumers could use the 
blockchain to control fractional ownership 
of autonomous cars

•• Financial services – Faster, cheaper 
settlements can shave billions of dollars 
off transaction costs while enhancing 
transparency

•• Voting – Using a blockchain code, voters 
can cast votes via smartphone, tablet 
or computer, resulting in immediately 
verifiable results

•• Healthcare – Patients’ encrypted health 
information could be shared with multiple 
providers without the risk of privacy 
breaches
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Web Application Firewall Detection And 
Fingerprinting Tools
By | Nur Sharifah Idayu binti Mat Roh, Siti Fatimah binti Abidin & Nurul Syahirah binti Aspawi 

Introduction

A web application firewall (WAF) is a special type 
of application firewall that applies specifically to 
web applications. WAF plays an important role 
in web security whereby it typically protects web 
applications from attacks such as SQL injection, 
cross-site scripting (XSS), file inclusion and 
security misconfiguration. 

 

Figure 1: WAF diagram

Figure 1 shows the WAF basic diagram 
implemented on the target website [1]. So, how 
do we know if the website is implementing WAF 
or not? This article will elaborate the sample of 
three open-source tools; WafW00f, Whatwaf 
and Nmap which are used to identify and detect 
web application firewall (WAF) on the target 
website. Before a penetration tester starts to 
execute the testing, he or she must check if 
there is any WAF in place.  This is because of the 
result of the attack can be affected, and there 
is a high possibility that the testing may not be 
successful due to WAF protection. 
 
1. WafW00f

WafW00f is a well-known tool that detects 
web application firewall. That simple tool 
can discover the presence of a variety of WAF 
products. Although wafw00f may not able to 
pin-point certain firewalls, the tool can still 
detect their presence. Let’s examine a list of 
readily supported WAFs.

Command: wafw00f -l

 

Figure 2: List of supported WAF by Wafw00f

Figure 2 lists 28 WAF products supported by 
Wafw00f tools [2]. When a penetration tester 
finds out the WAF used by the target website, 
then he or she can validate the WAF type using 
the next command. 

Let’s start to detect WAF on the target website.
Command: wafw00f <target website>
E.g 1: wafw00f targethost.com 

  

Figure 3: WAF type detected on target website
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Figure 3 shows the WAF type detected “ Imperva 
SecureSphere” on the target website using tools 
wafw00f. Wafw00f is one of the best tools for 
information gathering where it easily detects 
any WAF on the target website. 

Command: wafw00f <target website>
E.g 2: wafw00f targethost.com 

  

Figure 4: WAF detected on target website

Figure 4 shows an example of a generic 
detection of a target website which is hidden 
behind a WAF or any other security solution. If 
the result as above, penetration tester is advised 
to try out other tools to find the WAF product 
type implemented by the target website. 

The penetration tester is recommended to 
execute ‘ – a’  command in the script to 
aggressively test for firewall (wafw00f <target 
website> -a). This is useful in identifying multiple 
firewall. Do not stop testing on the first one. 

2. Whatwaf

The advance firewall detection tool is known as 
Whatwaf.  Whatwaf can detect over 40 different 
firewalls, 20 different tampering techniques and 
bypass firewalls using both SQi techniques and 
cross-site scripting techniques. Let’s see the list 
of firewalls which are readily supported:

Command: python whatwaf –wafs
 

 

Figure 5: List of supported WAF type by Whatwaf

Figure 5 shows the supported WAF type by 
whatwaf [3]. Let us start to detect WAF for the 
target website.

Command: python whatwaf -u <target 
website>
E.g 1: python whatwaf -u targethost.com
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Figure 6: WAF type detected on target website

Figure 6 shows by using whatwaf tools, different 
WAF types protecting the target website can be 
identified. This is the reason why penetration 
tester needs to try out other tools as well for 
detecting WAF type. This will provide insights 
into how many WAF is implemented for the 
target website.

3. Nmap

Nmap is an open-source security tool for network 
exploitation, security scanning and auditing. 
Nmap is also capable of detecting WAF on the 
target website. There are two different scripts 
which can be used for WAF detection. One script 
will cover for detection and one script will cover 
for fingerprinting the WAF. Let’s start to detect 
WAF for the target website.

Command 1: nmap -–script http-waf-
detect <target website>
E.g: nmap -–script http-waf-detect 
targethost.com 

   

Figure 7: WAF detected by Nmap tools

Figure 7 shows WAF is detected on the target 
website by Nmap tools [4]. The script is an 
automated malicious payload by Nmap to detect 
any changes in the response code and content 
of the target website. 

Command 2: nmap -–script=http-waf-
fingerprint <target website>

E.g: nmap –script=http-waf-fingerprint 
targethost.com

 

Figure 8: WAF type fingerprint identified

Figure 8 shows WAF product is detected on the 
target website by Nmap tools [5]. The script of 
http-waf-fingerprint will return the identified 
product name.

Conclusion

Once the penetration tester knows whether the 
target website is protected by WAF/IPS/IDS, 
and what kind of WAF is protecting the target 
website, then he or she can proceed to get 
information on how to bypass the WAF. This 
can also help the penetration tester to learn 
more about WAF behaviour and try different 
methods or techniques to bypass the WAF and 
exploit any other web application weakness. It 
is an important process that must be done for 
web application testing during the information 
gathering phase to ensure the potential attack 
type is successful and the result is accurate. 
With this information gathered, penetration 
tester will develop an accurate attack scenario 
for their test cases according to ethical hacking.
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Mitigating Terrorism On Social Networks

By | Norhafizah binti Hashim & Ts. Dr. Zahri bin Yunos

Introduction

The Internet is the fastest growing and 
most extensively used digital tool for mass 
communication and information distribution 
in the world. It has removed all communication 
barriers. Today, we can search for information, 
read the news, watch television, or even listen to 
the radio via the Internet. Despite the enormous 
benefits that the Internet brings, there are 
certain parties who may use it as a means to 
communicate within terrorist organizations and 
disseminate information for terrorist purposes.

According to a recent study by Emarsys, an 
estimated 3.2 billion users – which equates to 
about 42% of the world’s population – log in, 
peruse, and converse with friends on social 
media [1]. This staggering user base means that 
one can reach out to a vast population easily via 
social media. Social media also facilitates active 
interaction among its users regardless whether 
the content is positive or negative. In Malaysia, 
the number of active social media users has 
exceeded 22 million.

Facebook, Twitter, Instagram and WhatsApp 
have become essential tools in today’s daily 
communication to interact with friends, family 
as well as different communities. Unfortunately, 
the speed and transparency in which information 
is being shared across social media platforms 
have increased dramatically and this often leads 
to information overload.

Reliability of Social Media as 
Source of News

Social media has now become a commonly 
accepted platform for disseminating information, 
launching campaign and propaganda. Yet, 
most of its content are not properly verified or 
officially confirmed with authorized sources. As 
such, news or information from social media 
can often cause misinformation. 

Fake news spread easily via social media. Fake 
news is defined as a deliberate lie. It is content 
that is "picked up by blogs, retransmitted 
by hundreds of websites, cross-posted over 
thousands of social media accounts and read 

by hundreds of thousands" that it effectively 
becomes "fake news" [2]. Content on social 
media, regardless of is authenticity, becomes 
real if people tend to believe them if they are 
delivered creatively and confidently. Fake news 
also tend to be shared due to its novelty appeal. 
Therefore, it is pertinent to identify the original 
sources and authors of information before 
sharing it on social media.

Why Terrorist Use Social Media

Content sharing has become a norm in social 
media. Users are also accustomed to voicing 
their opinions freely over their social media 
account to reach and engage with their 
followers. This “freedom” enables a new level 
of networking among a community, allowing 
terrorists to easily identify prospects to spread 
their ideology or recruit.

For years, terrorists have been using Internet 
resources to communicate and disseminate 
propaganda through dedicated forums. Today, 
with rapid technological advancements, they 
have shifted their focus to social media to 
advance their interest via online discussions, 
fundraising and campaigns to spread 
propaganda, drive recruitment, conduct training 
and gather intelligence. As social media is 
cost effective, easily accessible and pervasive, 
they can now easily establish an international 
network to plot attacks. 

Incidents Caused by Misuse of 
Social Media: Case Studies

Social media networks can be easily exploited 
by cyber-criminal groups, state enemies, 
extremists, and terrorists to launch cyber 
propagandas to undermine people’s perception.

Arab Springs was a series of protests that took 
place in the Middle East [3]. It was sparked 
on 18 December 2010 in Tunisia, Egypt and 
Libya. The civil uprising later spread to Bahrain, 
Algeria, Yemen, Oman and Syria. Protests were 
staged through civil resistance that involved 
strikes, demonstrations, marches, and rallies. 
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Social media was relied upon to organise, 
communicate, and raise awareness in the face 
of state attempts at repression and Internet 
censorship. Social media users in the Middle East 
facilitated the entire world in witnessing this 
revolution. The revolutionaries utilized social 
media effectively to spread their messages to 
all corners of the world.

In China, a small group of protesters 
managed to spark a demonstration despite 
the government’s order to arrest users of 
other services that has been widely blocked in 
China. The demonstration used Twitter as their 
platform to spread information to those who can 
bypass the Internet censors [4]. This mysterious 
online call was dubbed “Jasmine Revolution” 
and took place on Sunday, 27 February 2011. 
As a result, the protest venue in Beijing was 
sealed off by police and the government swiftly 
moved to block the word “jasmine” on popular 
social networking sites and chat rooms.

In November 2014, ISIS terrorist group 
kidnapped and executed five foreigners and 
recorded horrific videos before posting it 
online [5]. These gruesome videos, which were 
made public and addressed to the government, 
captured footage of the hostages speaking a 
few words and then brutally killed in front of the 
camera. This online threat terrorised the public 
and caused chaos among many nations. 

Social media features are designed to fulfil and 
fuel users’ demands and interest. For example, 
“Go live” feature on Facebook and several other 
social media platforms, enable recording of live 
interaction among the user and its followers. 
The Christchurch mosque shootings attacks 
during Friday Prayer on 15 March 2019 in New 
Zealand was an example of such misuse to 
feature terrorism and hatred activities [6]. As 
social unrest become more prominent across 
nations, people with alternative points of 
view on issues such as race, religion, lifestyle, 
orientation, politics, and social organisation 
took advantage of social media’s freedom to 
express their frustrations. 

Measures in Mitigating Criminal 
Activities in Social Media

Below are several proposed strategies to fight 
criminal activities in social media:

1. Hashing

If someone discovers a terrorist content in social 

media, they can place a unique identifier on the 
image or video, called a “hash,” into a database, 
which helps others find it on their sites and take 
it down quickly. Both Facebook and Twitter said 
the systems have helped them remove more 
than 90% of ISIS and al-Qaeda content before 
any users spotted it.  

2. Halt encrypted messaging

There are rumours alleging that Facebook is 
considering encrypting user messages, which 
make it un-viewable even to the company itself. 
Should Facebook proceed with such move, 
it would be impossible to track and follow 
terrorists, as well as monitor other illegal 
activities such as human traffickers and illegal 
drugs. Therefore, it is important for Facebook 
to reconsider encrypting messages.

3. Specify definition of terrorist content

Facebook defines a terrorist organisation 
as “any non-governmental organisation that 
engages in premeditated acts of violence 
against persons or property to intimidate a 
civilian population, government, or international 
organisation in order to achieve a political, 
religious or ideological aim.” Twitter says it 
monitors and removes posts from sources that 
fall under “national and international terrorism 
designations,” as well as from “violent extremist 
groups” that self-identify as extremist, engage 
in violence, and target civilians.

Conclusion

The Internet has emerged as an extremely 
important conduit for information and 
communications. However, the digital space 
should not become a playground for terrorism. 
Internet governance is essential and it must be 
enforced by all stakeholders. It is a collective 
responsibility of the Government and private 
sector organizations to establish standards, 
policies, rules and enforcement in securing the 
cyber space from acts of terrorism.

CyberSecurity Malaysia, an agency under 
Ministry of Communications and Multimedia 
Malaysia has initiated a program through 
CyberSAFE (Cyber Security Awareness for 
Everyone) to educate and enhance community 
awareness on technological and social issues 
faced by Internet users, particularly on the risks 
they face online. This initiative is set to increase 
awareness on cyber security.
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CyberSecurity : Crossword Puzzle

By | Zulkifli bin Musnman & Muhammad Zulasyraf bin Mohd Senail

Across

1.	 A document proving that someone is qualified 
for a particular specialist

2.	 Sarah maintained no Face Book or Twitter 
account, nor could Betsy locate her on any other 
social __________ sites

3.	 What do we call this symbol "@"		

4.	 Hackers to damage or destroy a computer 
network or system

5.	 Stuxnet, Duqu, Flame, Wiper, I Love You, code 
red, NIMDA, Heartbleed, Shellshock, Bash bug

6.	 Mail that's electronically transmitted to you via 
computer

7.	 Passing through a complex mathematical process

8.	 Unsolicited commercial e-mail

9.	 It houses information and responds to requests 
for information

10.	A regularly updated website or web page, typically 
one run by an individual or small group, that is 
written in an informal or conversational style

Down	

1.	 To join, link, or fasten together; unite or bind:

2.	 A person who circumvents security and breaks 
into a network, computer, file, etc., usually with 
malicious intent:

3.	 Stringlike piece or filament of relatively rigid or 
flexible metal, usually circular in section

4.	 Form of user interface that allows users to interact 
with electronic devices through graphical

5.	 Systems designed to protect and secure 
a computer network—everything from a 
commercial web service to your home WiFi 
network—from external security risks

6.	 Internet Service Provider

7.	 A computer network administration software 
utility used to test the reachability of a host on 
an Internet Protocol (IP) network

8.	 Cryptographic protocols designed to provide 
communications security, Secure Sockets Layer

9.	 Is a computer program used to prevent, detect, 
and remove malware

10.	List of options or commands presented to the 
user of a computer or communications system

11.	Component of the deep web that describes the 
wider breadth of content that does not appear 
through regular internet browsing activities

12.	Form of Internet access that uses the facilities of 
the public switched telephone network (PSTN) to 
establish a connection

13.	An indicator used to show the current position 
for user interaction on a computer monitor or 
other display

14.	Device which connects computers or computer 
systems to the internet	
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Senario Keselamatan Siber Sewaktu 
‘Perintah Kawalan Pergerakan COVID-19’
By | Mohd Shamil bin Mohd Yusoff

Pengenalan

Tahun 2020 membuka tirai dengan satu 
lembaran sejarah apabila dunia dikejutkan 
dengan penularan virus yang dikenali sebagai 
Novel Coronavirus atau COVID-19. Wabak ini 
telah mengejutkan penduduk sejagat, di mana 
ia menjadi pandemik dan merebak dengan 
pantas serta meragut ratusan ribu nyawa. 
Sehingga 30 April 2020, statistik Pertubuhan 
Kesihatan Dunia (WHO) mencatatkan lebih 3.2 
juta penduduk dijangkiti COVID-19, manakala 
jumlah korban pula mencapai angka lebih 220 
ribu nyawa.

 

Sumber: Saluran Telegram MKN	

 

 

Situasi ini mengakibatkan banyak negara di 
seluruh dunia mengambil tindakan dengan 
melaksanakan lockdown atau sekatan terhadap 
pergerakan penduduk di negara tersebut. 
Bimbang akan ancaman wabak berbahaya yang 
semakin menular, Kerajaan Malaysia telah 
melaksanakan Perintah Kawalan Pergerakan 
(PKP) yang merangkumi beberapa fasa termasuk 
Perintah Kawalan Pergerakan Bersyarat (PKPB) 
bermula 18 Mac 2020.
 
Dengan berkuatkuasa perintah tersebut, 
semua sektor serta industri tidak dibenarkan 
beroperasi melainkan organisasi yang terlibat 
dengan penyediaan perkhidmatan penting 
negara (essential services). Selain itu, PKP 
turut merangkumi sekatan sempadan, sekatan 
kemasukan pelancong asing, sekatan perjalanan 
rakyat Malaysia ke luar negara serta merentas 
negeri dan daerah, larangan perhimpunan, 
aktiviti keagamaan serta penutupan institusi 
pengajian termasuk sekolah dan juga universiti. 

Penggunaan Teknologi 

Menurut kenyataan Suruhanjaya Komunikasi 
dan Multimedia Malaysia (MCMC) pada 9 April 
2020, permintaan terhadap lebar jalur telah 
melonjak sewaktu pelaksanaan PKP kerana 
rakyat Malaysia kekal berada di rumah. Pada 
minggu pertama PKP, peratus peningkatan 
aliran trafik Internet di seluruh negara adalah 
sebanyak 23.5%, manakala minggu kedua PKP 
menyaksikan peningkatan sebanyak 8.6%.

Sumber: 

https://www.mcmc.gov.my/ms/media/press-releases/media-



e-Security | Vol: 48 - (1/2020)
© CyberSecurity Malaysia 2020 - All Rights Reserved

85

statement-changing-usage-patterns-influence

Di sektor pekerjaan, kebanyakkan organisasi 
melibatkan kakitangan awam dan swasta turut 
melaksanakan tugasan dengan berkerja dari 
rumah (work from home). Malah, Kerajaan 
juga menggalakkan aktiviti dilakukan secara 
dalam talian bagi mengelakkan pertemuan 
fizikal seperti persidangan video (telesidang), 
pembelajaran melalui Internet dan pembelian 
dalam talian bagi mengekalkan penjarakan 
sosial.
 

	
 

	
 
Penggunaan teknologi termasuk Internet dan 
media sosial juga meningkat kerana orang ramai 
berhubung, berinteraksi, mengakses maklumat 
serta informasi menggunakan komputer atau 
gajet digital untuk pelbagai tujuan seperti 
pembayaran bil, pembelian barangan, aktiviti 

perbankan serta menghabiskan masa dengan 
online games, online movies dan sebagainya. 

Pastinya penggunaan teknologi sewaktu PKP 
memberi satu pengalaman baharu kepada 
warga digital semasa melayari Internet. 
Namun, penggunaan teknologi juga dikatakan 
‘serampang dua mata’ kerana selain memberi 
pelbagai kemudahan, ia turut berupaya 
meningkatkan risiko terhadap ancaman dan 
serangan siber, sekiranya kaedah penggunaan 
teknologi tidak dilakukan secara wajar dan 
selamat. 

Statistik Insiden Keselamatan 
Siber

Umumnya, penjenayah siber sering mengambil 
kesempatan di atas sesuatu peristiwa atau krisis 
yang berlaku. Berdasarkan statistik laporan 
insiden keselamatan siber Pusat Bantuan 
Kecemasan Cyber999 yang dikendalikan oleh 
Pasukan Tindak Balas Kecemasan Komputer 
Malaysia (MyCERT), berlaku peningkatan 
insiden pada suku pertama tahun 2020 
berbanding termpoh yang sama pada tahun-
tahun sebelumnya.

SUKU PERTAMA

TAHUN INSIDEN

2016 2,470

2017 1,850

2018 1,453

2019 2,322

2020 3,108

Sumber: http://www.mycert.org.my

	  

Sewaktu tempoh PKP yang bermula pada 18 Mac 
2020 sehingga 30 April 2020, sebanyak 1,987 
insiden keselamatan siber telah dilaporkan oleh 
warga digital Malaysia ke Cyber999 berbanding 
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tempoh yang sama pada 2019 sebanyak 808, peningkatan 145.9%. Antara lima (5) insiden tertinggi 
yang dilaporkan adalah seperti berikut:

JENIS INSIDEN 2019 2020 PERBEZAAN

Penipuan (Fraud) 620 1,549 929

Pencerobohan (Intrusion) 123 208 85

Gangguan Siber (Cyber Harassment) 33 86 53

Kod Berbahaya (Malicious Code) 69 56 -13

Berkaitan Kandungan (Content Related) 40 45 5

Penjenayah siber telah mengambil peluang 
untuk mengaut keuntungan dengan melakukan 
pelbagai jenis penipuan dalam talian (fraud) 
melibatkan pembelian dalam talian (online 
purchase), e-mel Phishing, Scam menggunakan 
isu COVID-19 seperti penipuan topeng muka 
(face mask), pembersih tangan (hand sanitizer), 
penjualan tiket penerbangan dan juga serangan 
malware seperti Ransomware.

Terdapat beberapa faktor yang mendorong 
kepada peningkatan insiden penipuan 
dalam talian, antaranya pertambahan jumlah 
pembelian oleh warga digital disebabkan oleh 
PKP yang menghadkan pergerakan untuk 
membeli belah secara fizikal, penggunaan 
pembayaran tanpa tunai (cashless), peningkatan 
aktiviti dan perkongsian maklumat di platform 
media sosial yang mengundang penjenayah 
untuk mewujudkan akaun palsu serta sikap 
warga digital yang tidak menyedari ancaman 
penipuan dalam talian, mereka lebih mudah 
menjadi mangsa. 

 	
 

Pada tempoh tersebut, insiden pencerobohan 
dan gangguan siber juga mengalami 
pertambahan. Selain itu, penyebaran berita 
palsu melalui media sosial turut berleluasa dan 
meningkat dengan ketara. 

Sehingga 30 April 2020, sebanyak 243 penafian 
berita palsu telah dilakukan oleh Pasukan 
Respons Pantas (PRP) Kementerian Komunikasi 
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dan Multimedia Malaysia (KKMM) yang 
ditubuhkan bagi membendung penyebaran 
berita palsu berkaitan COVID-19 bermula 24 
Mac 2020.  

Sumber: Saluran Telegram MKN

Sekiranya penyebaran berita palsu melalui 
media sosial ini tidak dibendung, ia akan 
menjejaskan keselamatan, mengundang 
kebimbangan, keresahan orang ramai dan 
akhirnya menggugat kesejahteraan negara 
serta keharmonian masyarakat.

Inisiatif Kerajaan Dalam 
Membendung COVID-19

Pelbagai inisiatif dilaksanakan oleh pihak 
Kerajaan bagi mencegah, membendung 
dan mengawal penularan wabak COVID-19 
seterusnya menjamin kelangsungan kesihatan 
awam dan kesejahteraan rakyat. Selain 
mewujudkan langkah-langkah proaktif secara 
fizikal seperti saringan kesihatan, kuarantin diri, 
pemakaian topeng muka, gesaan untuk kekal di 
rumah, penjagaan kesihatan serta penjarakan 
sosial, Kerajaan juga menggunakan teknologi 
dengan mewujudkan saluran Telegram khusus 
oleh Majlis Keselamatan Negara (MKN) pada 
12 Mac 2020 serta Facebook, Twitter dan 
Instagram. 
 

 	
 

Tujuan utama saluran tersebut dibangunkan 
adalah untuk menyampaikan maklumat serta 
perkembangan COVID-19 secara sahih dan 
tepat kepada rakyat. Sehingga kini, jumlah 
pelayar saluran Telegram MKN COVID-19 
telah mencecah lebih 1.169 juta. Kementerian 
Kesihatan Malaysia (KKM) pula menyediakan 
laman sesawang www.doctoroncall.com.my 
untuk memberi kemudahan kepada rakyat 
memeriksa tahap risiko terkena jangkitan 
COVID-19. 

Penggunaan teknologi, Internet dan media sosial 
telah memberi kemudahan kepada Kerajaan 
untuk menyalurkan informasi mengenai 
COVID-19. Antara maklumat yang disebarkan 
melalui platform berlandaskan teknologi ialah 
situasi semasa jumlah jangkitan di Malaysia 
(dalam bentuk mesej dan infografik), Siaran 
Media oleh Kerajaan Negeri, Kementerian 
dan agensi kerajaan, panduan serta kaedah 
pelaksanaan sesuatu acara seperti majlis 
perkahwinan, penjarakan sosial, penjagaan 
kebersihan, pertuduhan ke atas kesalahan 
melanggar PKP, penafian berita palsu, nasihat 
perjalanan di pintu masuk sempadan, larangan 
dan penangguhan program, gesaan membuat 
saringan kesihatan dan pelbagai informasi 
berkaitan COVID-19.  
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Peranan CyberSecurity Malaysia 
sepanjang tempoh Kawalan 
Pergerakan (PKP) 

Sebagai sebuah agensi yang menyediakan 
perkhidmatan penting negara (essential service), 
CyberSecurity Malaysia turut memainkan 
peranan sewaktu PKP dengan melaksanakan 
beberapa inisiatif bagi memberi maklumat dan 
informasi berkaitan amalan terbaik keselamatan 
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siber. Antara aktiviti yang dilakukan ialah 
mengeluarkan amaran dan nasihat keselamatan 
siber berkaitan COVID-19 seperti ‘Penipuan 
dan Scam’ (18 Mac 2020), ‘Amalan Terbaik 
Bekerja dari Rumah’ (21 Mac 2020), ‘Panduan 
Penggunaan Online Video Conferencing’ (7 April 
2020) serta ‘Bogus Scam Email’ (15 April 2020). 
Ke semua amaran dan nasihat ini boleh didapati 
melalui www.mycert.org.my/portal/index

Pelbagai mesej mengenai tips penggunaan 
Internet dalam bentuk infografik, video grafik 
serta klip video turut dikeluarkan melalui 
platform Instagram, Facebook, Youtube dan 
LinkedIn. Usaha ini dilaksanakan bagi memupuk 
kesedaran pengguna Internet serta memberi 
maklumat mengenai kepentingan mengamalkan 
nilai etika yang tinggi di alam siber secara 
berterusan pada setiap masa walaupun sewaktu 
PKP.

Sehingga 30 April 2019, sebanyak 27 mesej 
keselamatan siber diterbitkan pada setiap 

hari merangkumi isu seperti Scam & Phishing, 
Tips Keibubapaan Siber, Pelaporan Insiden ke 
Cyber999, Pembelian Dalam Talian, Tips Remaja, 
Perlindungan Kata Laluan, Berita Palsu, Tips 
Kanak-Kanak, Anti-virus, Panduan Persidangan 
Dalam Talian, Tips Bekerja dari Rumah, Ucapan 
khas kepada barisan hadapan COVID-19, 
Perbankan Internet, Permainan Dalam Talian, 
Peraturan 20-20-20, Kandungan Yang Tidak 
Sesuai, Hendap Siber, Antun Siber, Buli Siber 
serta beberapa video yang dilaksanakan dengan 
kerjasama rakan strategik CyberSAFE mengenai 
remaja dan kanak-kanak di alam siber.

Tiga infografik tips keselamatan siber tersebut 
telah dimuat naik oleh pihak MKN ke saluran 
Telegram dan menerima jumlah jangkauan 
yang tinggi iaitu Tips Keibubapaan Siber (585 
ribu), Berita Palsu (793 ribu) dan Garispanduan 
Persidangan Dalam Talian (555 ribu). Selain 
itu, video Remaja turut disiarkan oleh pihak 
BERNAMA TV di saluran media mereka.
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Selain itu, CyberSecurity Malaysia turut 
menganjur dan mengambil bahagian pada 
forum dalam talian bersama rakan strategik 
melibatkan beberapa ahli panel yang mempunyai 
kepakaran di bidang masing-masing. Antara 
forum tersebut ialah:

25 Mac 2020: 
Zoom - "Keibubapaan Siber" 

Penganjur: Online Coffee Brea
Jumlah Jangkauan: 1,000 views

 

13 April 2020: 
Sembang Santai - "Mendidik Anak-Anak Digital 
Semasa PKP Covid-19 Ke Arah Kesejahteraan 
Siber"
https://www.youtube.com/watch?v=uTsGONeruHU

Penganjur: Kementerian 
Pendidikan & Microsoft
Jumlah Jangkauan: 12, 901 views

 

16 April 2020: 
Bicara Siber "When Mak Cik Kiah Goes Digital"
https://youtu.be/ZtzBaULCvts

Penganjur: CSM (OCC)
Jumlah Jangkauan: 20,678 views / 691 likes

 
30 April 2020: 
"#EduTECHAsia Webinar: Protecting students 
from cyberattacks and data intrusion"

Penganjur: The EduTECHAsia Team
Jumlah Jangkauan: XXX
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5 Mei 2020: 
"WFH"Online Meeting Platform Security 
Demysified”
https://www.youtube.com/watch?v=PflLPClVOH
E&feature=youtu.be

Penganjur: CSM (CSPD)
Jumlah Jangkauan: 7,452 views / 341 likes

8 Mei 2020: 
"When Veteran ATM Goes Digital"
https://www.youtube.com/watch?v=QZJXXB3W-
hM&feature=youtu.be

Penganjur: Jabatan Ehwal Veteran ATM
Jumlah Jangkauan: 338 views / 21 likes

CyberSecurity Malaysia juga mendapat 
sokongan pihak media dalam bentuk temubual 
di beberapa saluran TV, Radio dan juga 
suratkhabar tempatan. Sila rujuk lampiran 1 
untuk senarai dan pautan. 

Penutup

Wabak COVID-19 telah memberi satu senario 
baharu kepada dunia dan Malaysia khusus 
apabila berlaku perubahan kepada gaya hidup 
masyarakat dengan amalan norma baharu. 
Walaupun ia satu pandemik merbahaya, dari 
sudut positif, penularannya membawa pelbagai 
kebaikan dan hikmah. Dari aspek teknologi, 
norma baharu telah menjadikan masyarakat 
Malaysia lebih cakna dan peka terhadap 
penggunaan teknologi digital.  

Pada tempoh tersebut berlaku peningkatan 
dalam penjualan dan pembelian secara dalam 
talian, aktiviti e-pembelajaran sama ada di 
peringkat sekolah mahu pun pengajian tinggi, 
penggunaan aplikasi teknologi komunikasi 
maklumat (ICT) secara kreatif dengan 
penghasilan karya seni menerusi multimedia 
serta perubahan landskap perniagaan sektor 
perusahaan kecil dan sederhana (PKS) yang 
beralih dari operasi konvensional kepada 
digitalisasi. 

Diharapkan agar warga digital Malaysia 
akan menjadi celik IT khususnya dari sudut 
kebergantungan teknologi dan aspek 
keselamatan kerana wujudnya pelbagai mesej 
serta tips keselamatan siber yang dikeluarkan 
bukan sahaja oleh CyberSecurity Malaysia, 
malah agensi Kerajaan yang lain.

Rujukan

1.	 Saluran Telegram MKN

2.	 https://www.mcmc.gov.my/ms/media/
press-releases/media-statement-changing-
usage-patterns-influence

3.	 http://www.mycert.org.my/

4.	 www.mycert.org.my/portal/index
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