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APCERT EMBARKS ON GLOBAL COORDINATION TO
MITIGATE LARGE SCALE DENIAL OF SERVICE ATTACK

(KUALA LUMPUR) - The Asia Pacific Computer Emergency Response Team (APCERT)
today has successfully completed its annual drill to test the response capability of leading
Computer Security Incident Response Teams (CSIRT) from the Asia Pacific economies. For
the second time, APCERT involved the participation of members from the Organisation of
the Islamic Cooperation — Computer Emergency Response Team (OIC-CERT) in this annual

drill, following a Memorandum of Understanding on collaboration signed in September, 2011.

The theme of the APCERT Dirill 2013 was “Countering Large Scale Denial of Service
Attack”. The exercise reflects real incidents and problems that exist on the Internet. The
teams were tested not only to go beyond identifying a large Denial of Service attack on
various companies and governments as a symptom of the problem, but also to analyze the
root causes and remove malicious elements from the Internet, in the minimum amount of

time.

During the exercise, the participating teams activated and tested their incident response
handling arrangements, locally and internationally, in order to mitigate the impact of Denial of
Service (DoS) attacks that involved large scale propagation of malicious software acting to
impair critical infrastructure and economic activities. This incident response exercise, which
was coordinated across many economies, reflects the strong collaboration amongst the
economies and validates the enhanced communication protocols, technical capabilities and

quality of incident responses that APCERT fosters in assuring Internet security and safety.
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22 CSIRT teams from 18 economies (Australia, Bangladesh, Brunei Darussalam, People's
Republic of China, Chinese Taipei, Hong Kong, India, Indonesia, Japan, Korea, Macao,
Malaysia, Myanmar, New Zealand, Singapore, Sri Lanka, Thailand and Vietnam) of the
APCERT and 4 CSIRT teams from 4 economies (Egypt, Pakistan, Oman and Tunisia ) of the
OIC-CERT participated in the drill.

CyberSecurity Malaysia, the national cyber security specialist agency under the purview of
Malaysia’s Ministry of Science, Technology and Innovation (MOSTI) has always been a key
player in APCERT Drill since 2005.

“We have been looking forward to this year’s drill. To be an integral part of the APCERT
annual drill is an excellent opportunity for our emergency response team to regularly test
their technical skills and capabilities in handling cyber threats. | believe the annual APCERT
Drill reinforces as well as strengthens the collaboration among the participating economies
and will further improve communications among the members”, said its Chief Executive
Officer, Dr. Amirudin Abdul Wahab.

Dr. Amirudin added “We are also delighted to see the participation of OIC-CERT in the Drill
and we would like to extend our gratitude to APCERT for engaging OIC-CERT again in this
year’s drill. We hope both entities will be able to sustain their close working relationships and

to further improve information sharing in handling cyber threats.”

About APCERT

APCERT was established by leading and national Computer Security Incident Response Teams
(CSIRTSs) from the economies of the Asia Pacific region to improve cooperation, response and
information sharing among CSIRTs in the region. APCERT consists of 30 CSIRTs from 20
economies. Further information about APCERT can be found at: www.apcert.org.

About OIC-CERT

OIC-CERT was established in January 2009, to provide a platform for member countries to
explore and to develop collaborative initiatives and possible partnerships in matters pertaining to
cyber security that shall strengthen their self reliant in the cyberspace. OIC-CERT consists of 26
CERTSs, cyber security related agencies and professional from 18 economies. Further information
about OIC-CERT can be found at: www.oic-cert.net.
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CyberSecurity Malaysia is the national specialist centre for cyber security, under the Ministry of
Science, Technology and Innovation (MOSTI). For additional information, please visit our website at
http://www.cybersecurity.my. For general inquiry, please email to info@cybersecurity.my. Stay
connected with us on www.facebook.com/CyberSecurityMalaysia and
www.twitter.com/cybersecuritymy

The media release is jointly issued by APCERT Secretariat:
JPCERT/CC (Japan Computer Emergency Response Team Coordination Center) and
CyberSecurity Malaysia.

For further enquiries about this document, please feel free to contact: apcert-sec@apcert.org
or call +603-89460999, Mohd Shamil Mohd Yusoff (ext: 0895), email shamil@cybersecurity.my or
Sandra Isnaji (ext: 0867), email sandra@cybersecurity.my
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